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VWhy must | think about fraud’? P ONE

e 2017 - fraud related activities
were worth $29.2 billion

e 25% decrease from 2015
e Number of attempts increased

e Reason for decrease -
increased safety




NMost popular fraud methods CONE
\ i
2017 Survey %’:
What do you view as the top 5 fraud method *

G Lo BAL LY? 0% 2% * OLIZM ROS::/':M 8% 10%
( PBX Hacking / . \
IP PBX Hacking
Subscription Fraud (Application)
Account Takeover
\ Subscription Fraud (Credit Muling/Proxy) /

Abuse of Service Terms and Conditions
Phishing / Pharming
Subscription Fraud (ldentify)

Payment Fraud

Abuse of network, device or configuration weakness



How do attacs look™?

A Trace session

Search filters [DESEESLEISE

Session search
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Fraud Activity

e Break into system and

steal credentials /
subscription fraud

Break into PBX/IP PBX:

brute force PBX &
obtain user credentials

FPrevention

e Serious approach to

passwords and
network access: DB

Protector + Firewall

SIP Protector: monitors
& blocks SIP requests
and devices




Fraud Activity FPrevention

e Send calls: Geo-IP Fraud
- from ‘unusual’ prevention: block /
countries country of origin
country of calls

Keep tariffs up-to-date
- to expensive Traffic profile: keep
destinations / track of ‘expensive’
premium numbers traffic’s daily trends
etc.




Fraud Activity VWays to minimize loss

e Send calls from e Overdraft Protection:
‘fraud-known countries’ Check available money
to expensive during the call

destinations / premium
numbers, etc. cont.

e Traffic profile: limit
money for voice
service with Spending
Plan
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TO sum Up: ONE

e Fraudsters become more active;

e To keep money safe - follow the rules:
v/ Limit access to system;
v' Use secure passwords and set limits;
v Enable anti-fraud functionalities
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