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Adapting to the GDPR: key changes for your
business

Roman Chernonog
Technical Support Team Lead
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What is GDPR?

- compliant COMpany compliance
Usupervusoryauthorlty .,_% o prepare
GDPR key facts: [ & ey CONSENL | processor

o iDPO eneral“
e Applies if you work rnstlZﬁGDP ...t,a,,sfe,

with personal data : EU Eprotection Qi

3 ﬁ personal 5 cn passwor d european union 5

Of EU Citizens & business mSECUI"e information

Hiing system CONtroller

e Introduces €20M fines for non-compliance

e Requires user consent to work with personal
data from outside EU



What is considered as Personal Data? peEi

Personal data means any information related
to an identified or identifiable natural person

Names / Surnames
Emails / Phone numbers
Passport / Tax IDs

P / MAC addresses
_ogins and passwords
And many others




What is PortaOne’s role under GDPR? PeRTA

The roles of PortaOne and its customers:

e CSP — data controller
e PortaOne — data processor
e End-user — data subject

CSP ﬁ PortaOne
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Measures PortaOne has taken to
comply

PORTA
ONE

e Opened office in Barcelona, Spain
e Appointed a Data protection officer
e Implemented a number of changes in MR70



PortaSwitch and GDPR RoRTA

MR70-0 changes:

e Control of access to personal data
e Personal data anonymization
e Audit the access



Control of access to
personal data

> Web self-care

Bisfar Web self-care B e t t e r

Password *
Email * Seesee @ °
protection
Role * Restrict access to trusted IP addresses \_/.
Admin >
Allowed IP address/ne.. €@ €@
Anonymize the personal data ‘ -----
General configuration > APY token dccess _»
Address information > Tirfie sotie
Europe/Prague >
Web self-care > P 9

Web interface language
en - English Y




Masking personal data

= /N Customer CHANGE STATUS

> Address info

D-h Personal info
. First name i
Business model — D---h
Residential VoIP
Middle name
Customer class * A-e
SIP calling .
Last name
Balance control = B---d
Postpaid F
o =
Email
Currency d---m
USD - US Dollar 3/128
Contact
Balance, USD D---h
6.00000 =
Address info >
Credit limit, USD
100.00 Web self-care > ’
Life cycle >
Accounts > . .
Additional info >

XDRs > - .

Data

anonymi-
zation




The following access
attempt info is logged:

. Username
. |P address
. Entity type
. Entity name
. Action type




PortaSwitch and GDPR RoRTA

Plans for the upcoming releases:

e Customizable limited access
e Control of personal data for resellers
e User-controlled right to erasure



Update to MR70 upgrades
your readiness to GDPR




The following does not
constitute the legal

Disclaimer advice. Please consult
with a lawyer




What to do to comply? EE

Get user consent
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What to do to comply? EE

Transfer PortaCare to Barcelona

54" B . ’ < -
BARCELONA



Summary A

Course of actions to comply with GDPR:

1. Plan update to MR70 {é}
2. Decide on PortaCare

e Keep in Ukraine

e Move to Barcelona
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Thank you!

Roman Chernonog
Technical Support Team Lead



