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Preface

This document provides a general overview of PortaUM (Unified
Messaging System), a platform for the delivery of enhanced business and
residential communications services. PortaUM handles voice, fax, and
regular email messages as objects in a single mailbox, which users can
access via a web interface or by telephone.

Where to Get the Latest Version of This
Guide

The hard copy of this guide is updated at major releases only, and does
not always contain the latest material on enhancements occurring between
minor releases. The online copy of this guide is always up-to-date, and
integrates the latest changes to the product. You can access the latest copy
of this guide at www.portaone.com/support/documentation/

Conventions

This publication uses the following conventions:
* Commands and keywords are given in boldface
® Terminal sessions, console screens, or system file names are displayed
in fixed width font

Caution indicates that the described action might result in program
A malfunction or data loss.

NOTE: Notes contain helpful suggestions about or references to materials not
contained in this manual.

Z Timesaver means that you can save time by performing the action
described in the paragraph.

6()f Tips provide information that might help you solve a problem.

© 2001-2008 PortaOne, Inc. All rights Reserved. www.portaone.com 3
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Hardware and Software Requirements

A

Should you decide to use a Cisco gateway for processing UM calls,
please note that PortaUM requites a dedicated Cisco AS 5300/5350.
No Cisco gateway is required if you wish to run the IVR embedded
into PortaUM.

Cisco Requirements

128M RAM, 16M flash for AS5300 (32M for AS5350), E1 or T1 voice
ports, sufficient number of DSPs, IOS 12.3.13 (or the latest available
from the 12.3 branch).

AS5300 comes with 4 or 8 T1/E1s. You will not need more than 4 of
them, due to the DSP resource limitation for AS5300.

For a T'1 configuration, the maximum voice resource will be 96, and for
E1 —120.

Client System Recommendations

= OS: Windows 95-XP, UNIX or Mac OS

®  Java Virtual Machine Support (JRE 1.4.2_01 or later)

* Browser: Internet Explorer 6.0 or higher, Netscape 7.1 / Mozilla 1.6
or higher, supporting DOM and with JavaScript enabled

®  Spreadsheet processor (MS Excel)

= Display settings:
o0 Min Screen Resolution: 1024 x 768
o Color Palette: 16 bit color (minimum)

NOTE: To view downloaded CDR files in Windows, proceed as follows in order to
match the PortaBilling default list separator: My Computer -> Control Panel ->

w o

Regional Settings -> Number -> List Separator type “,”.

© 2001-2008 PortaOne, Inc. All rights Reserved. www.portaone.com 4



PortaffuUM PortaUM Administrator Guide

Installation

PortaUM is provided via a jump-start installation CD. This CD contains
installation media for FreeBSD (6.3-stable branch, with the latest security
bug fixes), supplementary packages necessary for convenient system
administration and maintenance, and PortaUM software packages.

PortaUM installation and configuration are automated and integrated
within the main installation process. This allows you to install a
completely functional PortaUM server from scratch in less than 15
minutes! In order to complete the installation process, your Cisco UM
gateway must be configured according to the configuration guidelines.

For detailed installation instructions, please refer to the PortaUM
Installation Guide.

What’s New in Maintenance Release 17?

This release includes several new features and improvements:
e IVR application for self-managemant of the call forwarding by an
end-uset;

e Callback application to automatically register your CLI in the
system for the future use;

e Support for the Spanish language in the PortaUM management
IVRs and pre-paid card application.

© 2001-2008 PortaOne, Inc. All rights Reserved. www.portaone.com 5
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PortaUM’s Role in Your VolP Network
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PortaUM (Unified Messaging system) is one of the key components of
PortaSwitch, a software-based communication service and subscriber
management platform that directly addresses the needs of modern
communication network providers secking new revenue streams from
tools that unify voice, data and fax traffic within a single network, and
which enable diversification of their current offer of services.
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PortaUM handles voice, fax and regular email messages as objects in a
single mailbox, which users can access via a web interface or by telephone.
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PortaUM Components
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PortaUM consists of the following main components

Media server / VXML platform. This component is used to
record messages and receive faxes, as well as send them to the
PortaUM machine for processing and storing. It also provides
users with IVR (interactive voice response), allowing them to
listen to and manage recorded messages using a SIP phone. This
component can be implemented by:

o using an external Cisco AS53XX gateway, or

o using IVR tools built into the PortaUM server itself.
A web server, used to provide the user with web-based access to
his mailbox. The web server is also used, along with special CGI
scripts, by the VXML platform to retrieve recorded messages
from the PortaUM machine on demand.
An IMAP server, used as the main storage for messages.
A database server, providing storage for the user’s custom settings
and voice prompts.
An SMTP server, used to receive incoming messages from the
VXML platform and other SMTP servers, as well as to send
outgoing messages created by the user on the web interface.
A mail filter, used to convert audio and graphic attachments in
messages received from the VXML platform in a format
compatible with the Microsoft Windows operating system.

© 2001-2008 PortaOne, Inc. All rights Reserved. www.portaone.com 8
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PortaUM architecture
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PortaUM Clustering

PortaUM Stand-by

To enable quick service recovery on the PortaUM server in case of
hardware problems, you can set up a second physical server to act as a

stand-by.
PortaUM
Master
WAN
PortaSIP
— .2.3.4 Rephcatwn
PortaUM
Standby

Connected via a private LAN to the primary PortaUM server, the stand-
by server constantly replicates all changes made (new messages, user
preferences, auto attendant configuration, etc.). If the main server goes
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down due to a hardware problem, the stand-by server can simply take
over the primary server’s IP address and begin operating as a new

primary.
PortaUM
WAN - LAN
=
PortaSIP <’
i
IP 1.2.3.4

’
.’ I ==

. PortaUM

(new master)

This ensures primary/stand-by switchover without the need for any
network, IP phone or PortaSwitch reconfiguration.

Distributed PortaUM

Although the PortaUM license does not limit the number of mailboxes or
IVR sessions, there are some limitations based on CPU processing power,
disk space, or other hardware parameters. Should your business require
more UM mailboxes or concurrent IVR sessions than a single PortaUM
server can handle, you may use several PortaUM servers to distribute your
customers or IVR calls between them.

PortaUM cluster

User A e
(provisioned PortaUM #1
on UM #1) portas[p 90,000 mailboxes \\
=

’
PortaUM #2
Hum - 90,000 mailboxes PortaBilling
-

_— / 270,000 users
User B PortaUM #3
=

90,000 mailboxes
(prov1s1oned i

on UM #2)

When a cluster of PortaUM servers is deployed, and the UM service has
been enabled for a certain account, PortaBilling100 will automatically
provision the user’s mailbox on one of the available PortaUM servers.
(The administrator can override these settings, if necessary, and manually
assign a mailbox on a specific server to a given account.) When a call to
this account is to be forwarded to the mailbox, or when the account
owner dials a PortaUM self-care IVR, the call is automatically forwarded
to the specific PortaUM server handling this account. For services which

© 2001-2008 PortaOne, Inc. All rights Reserved. www.portaone.com
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do not require association with a specific mailbox (e.g. prepaid card IVR),
and so can be handled by any available server, incoming calls are
forwarded to PortaUM servers in the cluster in a “round-robin” fashion.
This ensures both load-sharing between servers (each server receives only
a certain portion of all calls) and call failover (if one server is down, calls
will go to the others).

PortaUM cluster

PortaUM #1
PortaUM #1 standby

PortaUM #2
PortaUM #2 standby

PortaUM #3
PortaUM #3 standby

Of course, you can combine the distributed and standby approaches by
creating a PortaUM cluster where the total load is spread among several
PortaUM servers, each of which has its own standby server for failover
purposes.

© 2001-2008 PortaOne, Inc. All rights Reserved. www.portaone.com 11
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Conceptual Elements

Mailbox

A mailbox is a portion of disk space on the PortaUM server which has
been allocated for storing messages. Messages can be voice messages,
faxes, or generic emails. You may set a quota (maximum allowed disk
space) for user mailboxes, to prevent a situation where some users store
too much information in their mailboxes, thus creating problems because
the disk space is unavailable for other customers.

IVR Scenarios

When PortaUM answers an incoming call, an IVR (Interactive Voice
Response) application is deployed. This application defines how the call is
to be further processed, i.e. what the user on the other end will hear.
PortaUM IVR applications include, among others:
e Voicemail, allowing callers to leave a message which will be
delivered to the uset’s mailbox;
e Fax-to-email;
e Auto attendant — a custom-designed set of voice menus (see
below for more details);
e Check balance/top-up account;
e Prepaid card.

Auto Attendant

PortaUM’s auto attendant is a flexible utility designed to provide IVR for
callers and allow them to navigate among different options by pressing
keys on their phones. Auto attendant capabilities include simple features
such as playing a certain voice prompt to the end-user or collecting his
input, as well as more advanced features such as incoming fax detection
or call queues.

© 2001-2008 PortaOne, Inc. All rights Reserved. www.portaone.com 1 2
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Call Process
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e User A dials 121 in an attempt to reach user B. A’s SIP user agent
sends an INVITE request to the SIP server (1).

e The SIP server performs authorization in the billing (2). For
example, if A dialed 121, the billing will inform the SIP server that
the actual number is 12027810009, and that this number belongs
to B (3).

e The SIP server checks the registration database, but it appears that
this account is not online at the moment. If B has Unified
Messaging services enabled, the call will be redirected to the
voicemail system, and A can leave a message for him (6). The
same thing would happen if B were online, but did not answer his

phone (4), (5).

SIP UA -> PSTN

GW-NY-01 2
/ \ = _— —
psTN)—> (B2 Porta [/ Billin
Q-2 9
Phone C 3 AN
5 6
4 Wy

9
Porta| 4SIP — Porta4UM

7 ls Unified Messaging

B

SIP phone A

This is another important aspect of SIP telephony. Your subscribers not
only want to make outgoing calls, they also want other people to be able
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to call them on their SIP phone regardless of where they are at the
moment.

In order to allow this, you will need to secure a range of phone numbers
from your telecom operator, and make sure that calls made to these
numbers on the PSTN network are routed to your gateway via the
telephony interface.

e User C wishes to call user A. He dials A’s phone number; since C
is in the USA, he dials it in North American format, i.e.
2027810003.

e The call is routed through the telecom network to gateway GW-
NY-01. When the incoming call arrives on the gateway (1), it starts
a special TCL application to handle this call. This application does
several things:

o Converts the phone number to E.164 format, so that
2027810003 becomes 12027810003.

o Performs authorization in the billing (2), i.e. checks whether A
is allowed to receive incoming telephony calls from GW-NY-
01 and, if you charge for incoming calls, what is the maximum
allowed call time based on A’s current balance (3). One
important point is that authorization must happen without a
password check, since the application does not know the valid
password for the SIP account.

o Starts the outgoing call to 12027810003.

o When the call is established, it starts the timer, and will
disconnect the call if the maximum call duration is exceeded.

o The gateway is configured so that it knows that calls to
1202781.... numbers should be sent to the PortaSIP server.
Thus it sends an INVITE to the PortaSIP (4).

e PortaSIP receives the INVITE, but without authorization
information. Thus the PortaSIP server performs authentication
based on the IP address (5), (6). Since this call comes from a
trusted node, i.e. gateway GW-NY-01, it is authorized.

e The SIP server checks its registration database, but it appears that
this account is not online at the moment. If A has Unified
Messaging services enabled, the call will be redirected to the
voicemail system, and C can leave a message for him (9). The

same thing would happen if A were online, but did not answer his
phone (7), (8).

© 2001-2008 PortaOne, Inc. All rights Reserved. www.portaone.com 14
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Auto Attendant

Basic Concept

- PortaUM’s auto attendant is composed of a set of menus.

- All the menus are identical in every respect, except for the ROOT
menu, which is always present and cannot be deleted, and whose
name cannot be changed.

- When a caller dials the system, auto attendant will answer (connect)
the call and proceed to the ROOT menu.

- If a user tries to access a menu which is not currently active, the
action specified in the Not Active configuration parameter will be
performed; for instance, the user may be automatically forwarded to
an “after hours” menu.

- The Intro prompt (e.g. “Welcome to PortaOne, a VoIP solutions
company!”) is played when a user enters a menu for the first time.

- After this, the Menu prompt will be played, listing all the available
options (e.g. “Press 1 for sales, press 2 for technical support”), and
auto attendant will collect the digits dialed by the user on his phone
touchpad.

- Ifnoinput is received (timeout), the Default prompt is played and
the dialog reverts to the previous step (i.e. plays the Menu prompt
and collects the uset’s input).

- The user’s input will be matched with the corresponding menu items,
and the action associated with this item will be performed. The
following actions are possible:

o Default — Plays the Default prompt from the current menu
and returns to the “Play Menu prompt” step (this is the action
used for all menu items where the initial value has not been
modified).

o Transfer — Transfers the call to a given telephone number or
extension. The phone number should be entered in the same
format as the customer would use to dial it from an IP phone
in his IP Centrex environment; for example, to transfer a call
to extension 123, simply enter 123.

o Transfer to E.164 Number — Transfers the call to a given
number. The number should be specified in E.164 format: the
country code, followed by the area code, and then the number
(e.g. 16045551234 for Canada).

o Transfer to Extension — Transfers the call to an extension
number entered by the caller from his phone. To prevent
abuse (e.g. someone attempting to enter a long-distance
number in this way), you can specify the maximum allowed
number of digits in an extension (Max Size).

© 2001-2008 PortaOne, Inc. All rights Reserved. www.portaone.com 1 5
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Transfer to Voicemail — Switches to voicemail mode. This
should be designated as an action for the “Fax” event, in order
to allow storage of received faxes.

Menu — Transfers the user to the selected menu.

Directory — Launches this company’s dial-by-name directory.
Queue — Transfers the call to the specified call queue.

- You may select whether the corresponding Before Action prompt is
to be played prior to the action.
- A call menu flow chart is shown in the diagram below.

© 2001-2008 PortaOne, Inc. All rights Reserved. www.portaone.com
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Play “Intro” prompt

If Action is
“Unavailable”

T

Play “Menu” Play “Unavallable”
prampt prampt

Waiting for User
Input 10 sec,

If net Timneout

If Action is
“Unavailable”

Choose Action for
User Input

If Action is

“Unavailable”

Play "Unavailable” Play "Timeout”
prompt prompt

If no Action
taken 3 imes

Menu List Mode

Play “Before
Action” prompt

Auto attendant can be selected from the Options menu. The main screen

lists all the menus available in the system.

To modify one of the existing menus, select its name from the list.
To add a new menu, select [H Add from the action panel.

© 2001-2008 PortaOne, Inc. All rights Reserved. www.portaone.com
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The fields of the Menu Edit screen are explained below:

Name
A logical name for the menu, i.e. Sales for a sales department.

Active

Time definition for when the current menu is active. To set the menu as
always active, select the Always button on the right. PortaUM also
provides users with a Period Wizard, a flexible tool for defining a time
period of any complexity.

© 2001-2008 PortaOne, Inc. All rights Reserved. www.portaone.com
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Period Definition Wizard

Via a series of screens, the user may select a time interval, day of the week,
day of the month, and month; multiple selections are allowed.

The following example shows how to create a period starting at 6 pm
every day and lasting until 6 am the next morning. Another interval is

used on weekends. We will also include some holidays, e.g. January 1 and
December 24-26.

In the first screen, select 6 pm in the From column and 6 am in the Until
column. Now select the Next button. The two text areas on the right side
of the screen provide the user with a display of the current period
definition. The top text area displays a verbal definition of the period:
From 6:00pm until 6:00am, while the bottom one contains the same
information in a format which can be parsed by PortaBilling: hr { 6pm-
5am} . This sets up the first period; in order to continue, skip the
following screens by pressing the Skip or Next button, until the Period
definition completed message is displayed. Click Add to create another
period definition, and the wizard will return to the first screen.

Now for weekends: by pressing the Skip or Next button, go to the
second screen and select Weekend, or hold the <Ctrl> key and select
Saturday and Sunday from the list. Now use the Next button, skipping
forward until the Period definition completed message is displayed.
Click Add to create another period definition.

To include January 1st in the period definition, skip to the Day of the
Month screen and select 7. Now click the Next button. Select January and
click Next, skipping forward until the Period definition completed
message is displayed. Follow the same steps to select the December 24-26
interval. Hold the <Ctrl> key to select multiple entries.

To review your work, look at the top text area. The following should be
displayed:

From 6:00pm until 6:00am
any day of any month
OR Sunday and Saturday
of any month
OR 1
of January
OR 24-26
of December

If the definition is correct, select Finish.

© 2001-2008 PortaOne, Inc. All rights Reserved. www.portaone.com 1 9
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Intro, Menu, Timeout, Unavailable

You can define four separate prompts (see previous section for an
explanation of when each particular type of prompt is played). While you
will need to provide content for the Intro and Menu prompts, you can
use the default content for the Timeout and Unavailable prompts.

@/ _ Record. Select to start recording your voice prompt. (You will need

to connect a microphone to your computer’s sound card to use this

feature.)

After the existing prompt has been recorded over, the *? Undo icon

becomes available, allowing rollback to the previous state. The blinking
¥ | Play icon indicates that the existing prompt is being overwritten, but

changes have not been saved yet.

B/ _ Stop. Select this to stop recording or playback of the recorded
message.

¥ |- Play. Select this to play back the recorded prompt. When selected,

this icon will turn into M - Pause.

Each of the icons above may appear in grayscale, meaning it cannot be
accessed because some other task is active.

To give your auto attendant a professional sound, we recommend using a
professional speaker and a digital recording studio when recording voice
prompts.

To upload a prompt, select the Browse... button on the right side. The
native audio file format for the system is the following:

Type: NeXT/Sun (Java) file .au
Format: G.711 u-Law
Attributes: 8,000 Hz, 8-bit, Mono

PortaUM uses SOX - Sound eXchange, a universal sound sample translator
for prompts uploaded into native UM format.

Here is a short list of supported audio file formats:

Type Description
.aiff AIFF files used on Apple IIc/Ilgs and SGIL.
.au SUN Microsystems AU files.
.gsm GSM 06.10 Lossy Speech Compression
.mp3 MP3 Compressed Audio
.0gg Ogg Vorbis Compressed Audio.
Law Raw files (no header).

© 2001-2008 PortaOne, Inc. All rights Reserved. www.portaone.com 2“
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| -wav | Microsoft WAV RIFF files. |

Event Table

Column Description
Event Not Active — When the current menu is not active (see
the active period definition above).
0-9, #, * — User selection on telephone keypad.
Timeout — No selection received from user.
Fax — Fax CNG tone detected.
Action See the description of available actions in the Basic
Concept section above.
Play before | Check this box if the corresponding prompt is to be
action played before an action is performed.
File File name and path for the prompt file.

Call Queues

This feature allows you to provide a “call center” functionality to your IP
Centrex customers. When a large number of incoming calls from
customers arrive to the auto attendant, PortaUM can forward these calls
to the actual agents (customer service representatives) in a regulated
fashion.

Every call queue contains several configuration parameters:

B Call Queues 5 | |
» | @ Add | & Close B Logout
Edit Queue Hame * Destination *  Max. Connected Calls*  Call Duration Music On Hold Delete
Sales 12350 1 300 Transfering_to_Sales.wav [%]
3] support 12345 3 100 ™

e Destination — A phone number where an outgoing call may be
forwarded to. The fact that this is a single number does not, of
course, mean that you can only have one agent answering calls.
This is simply the number used to forward calls to PortaSIP. On
the PortaSIP side, you can use the call forwarding feature to direct
an incoming call to multiple IP phones. Or, alternatively, you may
forward this call to an external IP PBX or a gateway with multiple
FXS ports; then “hunting” for an available agent will be done on
that side.

e Max Connected Calls — This defines the “bottleneck” of your
queue, i.e. the maximum number of concurrently connected
outgoing calls.

e Call Duration — The average expected processing time for each
call (used to calculate the estimated waiting time).
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e Music on Hold — A melody (or announcement) which is played
to users waiting to be connected.

Each call queue contains a pool of incoming calls (users trying to get
connected) and a number of connected outgoing calls (calls that have
already been connected to agents). When a new incoming call arrives, it is
assigned a position in the queue. The caller will hear an announcement
about his position in the queue and the estimated waiting time, which is
calculated as (average call duration) / (maximum number of connected
calls) * (total number of users before him in the queue). After that, the
specified “music on hold” is played, and every minute the caller is updated
as to his current position in the queue and the estimated waiting time.

If there are callers on hold and the number of connected outgoing calls is
lower than the specified threshold, PortaUM will attempt to connect the
first person in the queue. A call invitation is sent to the destination
number in PortaSIP, and PortaUM waits until the call is answered by the
other side. If the call is not connected on the first attempt (some
representatives may not be available at the moment), PortaUM will make
another attempt, then another one, and so on. This will continue until
cither all of the incoming calls are connected, or the maximum threshold
for outgoing calls is reached. In the latter case, PortaUM will simply wait
until one of the agents finishes serving his current customer, thereby
disconnecting one call and making “room” for a new outgoing call.

Dial-by-name Directory

This is another element of the auto attendant IVR functionality. If a caller
does not know the extension number of the person he is trying to reach,
he may look up the called party using the first three letters of his surname.

[ Dial Directory
» | @ Add | [4] 1mport | @ Save | [gl Save & Close | & Close * Logout
Do Mot Announce Abbreviated # 7]
Intro
custom - s
Standard @
Caller will Hear
Please dial the first 3 letters in the surname ofthe person you wantto
reach, or press *to exit
Edit Active Abbreviated#* #ToDial® LastName* Prompt Description Delete
= [ilgl 4410000001 Doe Doe, John =
E| o7 4410000007 Brown 3 Birwn, Wike |
= il 4410000008 Donaldson Donaldson, Lisa %]
= it} 4410000009 Willeox Willcax, John =
E| 066 4410000086 Luther 3 Luther, Jarett [
[El 067 4410000067 Luther 3 Luther, Rebecca [ %]

© 2001-2008 PortaOne, Inc. All rights Reserved. www.portaone.com 22



Porta UM System Concepts

Every UM account has its own dial-by-name directory; however, an initial
list of extensions may be imported from the main list in PortaBilling to
save time and effort. You can upload a voice prompt with the actual
person’s name for each extension. You may also exclude certain
extensions from being accessible via dial-by-name (e.g. you do not want
tele-marketers to directly reach your CEO or CFO because their names
are publicly accessible).

The dial-by-name directory can be assigned as an “action” item to any
element in the ROOT menu or sub-menu. When a user reaches the dial-
by-name dialog, he will be prompted to enter the three first letters in the
called party’s surname. Standard phone mapping is used, i.e. 2 is ABC, 3 is
DEF, and so on. If no matching person is found, the user is informed of
this, and may then re-enter the name or press * to exit. If more than one
match is found (e.g. there are two persons with the “same” surname in the
company, e.g. 276 will match both Brown and Asok), the user will hear a
list of matching names and their extensions, and may then enter the
correct extension.

Two modes of selecting the call transfer destination are available:

e The end-user hears the person’s full extension (e.g. “Press 116 to
reach John Brown, press 145 to reach Mary Broslavsky”) and then
enters it, thus learning the actual extension number for future use.

e If, for some reason, the actual extension numbers are to be hidden
from end-users, then another mode is available. In this case, users
can choose a person simply by dialing a sequential number from a
list (i.e. the announcement in the previous example will now be:
“Press 1 to reach John Brown, press 2 to reach Mary Broslavsky”).

Supported Services

Leaving voice messages for a PortaUM user

PortaUM gives your SIP customers an automatic answering machine
whenever they are not online or do not answer within a certain
(configurable) time period. This service works when a call comes from
PSTN, as well as when it comes from another SIP customer. See the Call
Process section above for detailed call flow descriptions.

Fax-to-email services

In addition to voice messages, UM-enabled SIP customers will be able to
receive faxes on their “answering machine”. When a call is connected to
PortaUM and the remote party initiates a fax transmission, PortaUM
automatically detects this event and switches into fax receiving mode. The
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fax will be processed and then delivered to the user’s mailbox as a .PDF
or .TIFF document attached to an email message.

Sending email messages to a PortaUM user

PortaUM also allows your SIP customers to have regular email accounts,
where they can receive regular emails.

Retrieving voice and email messages using a SIP phone

Your SIP customers will be able to retrieve their messages using a SIP
phone. To do this, they must dial a special number, which transfers them
to the PortaUM IVR menu. This menu allows them to listen to recorded
messages. Additionally, for SIP phones that support a message waiting
indicator (MWI), PortaUM can automatically manage the SIP phone’s
MWT status, so that the user is notified when he has new messages in
PortaUM.

Retrieving voice messages, email messages and faxes
using a web browser

Users can retrieve their messages and send regular email messages using a
standard web browser. The advanced Java applet built into the interface
allows users not only to listen to voice messages, but also to compose new
voice messages (a microphone is required). It is also possible to access the
system using any email client that supports the IMAP or POP3 protocols.

Forwarding messages to an external email server

When a new message arrives in the PortaUM message storage, a full copy
of the message, or just a short notification, can be sent to the user’s other
email address (e.g. corporate mail server or private gmail account),
depending on the uset’s preferences.

Managing personal PortaUM settings using a SIP phone

In addition to retrieving messages, your SIP customers can manage their
personal PortaUM settings, such as greetings, from a SIP phone using the
PortaUM IVR menu.

Managing personal PortaUM settings using a web
browser

Users are also able to manage their personal PortaUM settings by logging
into the PortaUM web interface. The advanced Java applet built into the

interface allows users to record personal greetings (a microphone is
required).
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Managing your current balance

PortaUM users can listen to the current state of their accounts by using
the PortaUM IVR menu. There is also an IVR menu enabling the use of
vouchers to add funds to an account.

Prepaid card IVR

PortaUM includes an IVR system that allows you to offer a prepaid card
service for incoming VoIP calls. This IVR supports all the PortaBilling
extensions for the prepaid card application (access codes, real and
announced call duration, and so on).

Auto attendant

Every user can program his own set of menus for auto attendant, from a
simple message such as “I am on vacation right now, press 1 to connect
to my assistant” to a complex menu system with various options for small
or medium-sized businesses. Users can program the voice dialog from
their web browser, record voice prompts using a microphone on their PC
ot upload professionally recorded prompts, create multiple sub-menus
and define an activity period for each of them, program their company’s
dial-by-name directory, construct multiple call queues, and so on.
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2- Setting Up and
Using UM
Services
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Setting Up UM Services

Initial Configuration of PortaBilling

Before proceeding with UM setup, please perform initial system
configuration according to the Setting up SIP Services chapter in the
PortaSIP User Guide. At this point, all of your destinations, tariffs,
products, customers and vendors should already be in the system.

Creating Special UM Destinations

Your subscribers can access UM by two different methods:
e Dialing a special UM number from their SIP phone. Usually this is
a non-E.164 number, so it will not overlap with any real phone
number the customer might wish to call, e.g. ¥98. Another option
for accessing UM is for the end user to dial his own phone
number.

e C(Calling a certain number from the PSTN network. This should be
a valid phone number allocated to you by a local telco and
accessible to anyone on the PSTN network. If you do not have
such a number, your customers will not be able to check their
voicemail from a regular phone.

Any special UM access number (or numbers) should be defined in the
A Numbers parameter in the Uni fiedMessaging section of the PortaBilling
billing engine configuration file porta-billing.conf; for example:

[UnifiedMessaging]
Destination=UM
Numbers=*98,*99,1234567890,*11,*12,111222333

In either case described above, such calls should be clearly identified in
your system as UM calls. So you need to create destinations which
describe these phone numbers. The same applies to the special
destinations Play Current Balance (¥11) and Recharge Voucher (¥12).
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1. In the Management section of Admin-Index, choose
Destinations.
2. Click on the [*] Add button.

G & Destinations
» | [ add | i@ Save | ® Close | ¥ Download | | Get default set | & Upload *l Logout | B Log
&
]
0 » [ Prefix | [ country | [ Description | * ABCDEFGHIJKLMNOPOQRSTUYWXYZ
]
: Edit Prefix Country Subdivision Description Delete
™ Mot ipplicable Mot ipplicable
|
]

3. Enter your on-net UM number under Prefix, and N/A for
the country and country subdivision. Put a comment in the
Description column that clearly identifies this as a special
prefix assigned to UM.

A Destinations
» | [@ Add | @ Save | ® Close | ¥ Download | ¥ Get default set | & Upload o) Logout | B Log
b [* | Prefix | [ Country | [ Deseription | » ABCDEFGHIJKLMNOPQRSTUYWXY?Z
Edit Prefiz * Country Subdivision Description Delete
[l (1234567850 Wor kpplicable [=] [Wor tpplicanle [=] [uM with password destination =
E‘ al Mot Applicable Und Play Current Balance destination IE‘
E‘ *2 Mat Applicable Un Recharge Youcher destination IE‘
[E] ro8 Not Applicable UM voicemail destination [
|E| Um Mot Applicable Internal UM destination IE‘

Click el Save.

Add a destination for the PSTN UM number if you have one.
Add Play Current Balance destination (optional).

Add a destination for Recharge Voucher (optional).

N vk
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Create Nodes

Now you have to enter your PortaUM server and UM gateway (used as
the platform for VXML) as nodes. PortaBilling requires some key
information about your network equipment, such as IP address, h323-id,
Radius shared secret, and so on.

Node Management
» | add | ® Close M) Logout | B Log
w
: H323-1D P RADIUS Client
. ©Yes O Mo @ ai [(Shou odes |
]
u Hame H323-ID ] Manufacturer  Type  RADIUS Client Delete
: CiSCo-w cisco-gw.mydomain.com 192.168.0.99 Ciscao VOIP-GW |Z|
n DernoSIP demosip 193.28.87.41 PortaOne  PoaSIP IE
u Mikratik WiFi mikrotiklocal.com 19z.168.0.214  Mikrotik  ROUTER E‘
: PortaSIP portasip1 06 193.26.87.106  PortaOne  PortaSIP @
n PETN-GVW-NY-01 PETHN-GW-NY-01.mydomain.cam 43.170.34. 100 Gisco WOIP- GV E‘

v

6 H
13 e Save | (o Save & Close | ® Close M Logout
w
u

n
Node Name Fgrtsum

]
Node infm
[ ]
H323-ID [ ] portaum.local.com ) Manufacturer Porcane ||
| |
YolP Passworg cisco - Type Dortall [=]
u El
NAS-IP-Addre g 60,12,34.77 RTP Praxying optinal [+]
Hostname
]
Darnain u portaum.local.com
[ ]
Auth. Transl. Ryle RADIUS Cliant
: RADIUS Key Partalm ’
D RADIUS Source IP 60.12.34.77
]
u RADIUS Dictionary Cisco
u

U
T SubMd infor mation is being cached in the billing engine and will not take effect immediataly,
) Default caching time is 10 minutes, Please contact your system administrator for maore
infor mation.

Node Management

» [® Add | ® Close P Logout | B Log

H323-ID P RADIUS Client

O yes O o @ Al

Hame H323-10 (1] Manufacturer  Type  RADIUS Client Delete
CiSCO-Ow cisco-gw.mydomain.com 192,166.0.99 Cisco WOIP-GWW |E
DermaoSIF demosip 193.28.87.41 PortaGne  PoraSIP IE
Ilikrotik Wi i mikrotik.local.com 192.168.0.214 Mikrotik  ROUTER |Z|
PortaSIP portasipl 06 193.26.87.106 PortaOne  PorfaSIP @
PortaUM portaumn.local.com 60.12.34.77 PortaOne  PortaUM E‘ E
PETMN-GY-NY-01 PSTHN-GW-NY-01.mydomain.com 43.170. 34. 100 Cisco VOIP-GW |Z|

In the Management section of the Admin-Index page, choose Nodes.

. In the Node Management window, click # Add icon.

3. Fill in the New Node form:

o Node name — A short descriptive name for your UM server or
gateway (this will be used in the select menus).

N —
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O

O O O O

H323-ID — h323-id (recommended: hostname. domainname)
H323 Password — If you plan to send calls from the UM
gateway to your Cisco gateways where the default Cisco remote
IP authentication script will be used, enter cisco here.
NAS-IP-Address — IP address of the UM gateway or PortaUM
server.

Auth. Translation rule — You can just leave this empty.
Manufacturer — Select PortaOne.

Type — Node type; select PortaUM.

Domain — Enter the UM email domain, e.g. um.mydomain.com.
This parameter is very important, since without it authentication
requests from PortaUM cannot be processed correctly.

Radius Client — Check this, since both PortaUM and the UM
gateway will need to communicate with the billing.

Radius Key — Enter the radius shared secret here; must be the
same key as you entered during PortaUM installation.

Radius Source IP — See the Node ID, NAS IP address, and
Radius source IP section in the PortaBilling Administrator Guide
for more information. Unless your PortaUM server uses multiple

network interfaces, the value here should be the same as the
NAS-IP-Address.

4. Click =l Save&Close.

NOTE: There is some propagation delay between the database and the Radius server
configuration file, but no more than 15 minutes.
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Create a Tariff

You have already created all the necessary tariffs (for your customers and
vendors) when setting up SIP services. Only one thing remains to be
done, i.e. creating a special UM tariff which will be used for routing calls
to the UM gateway.

Tariff Management

13 [ Add | ® Close | 3 =DR Re-rating ) Logout | B Log
]
u " .
- Applied To Service Managed By Search
. [ &) [ =
]
]
] Hame Currency Applied To  Service Managed By Routing Description Rates Delete
B calback calls uUsD Customer Voice Calls Administrator only Callback E‘
]
m DID supplier costs UsD Yendor  oice Calls Mo DID Supplier
B Pre-paid cards uUsD Customer Voice Calls Administrator only Prepaid cards
»

[N | Add Tariff

» el save | gl Save & Close | ® Close P Logout | B Log

Name PartaliM " Currency |UsD - US Dollar |z|
Applied To | wendor [x] © Service |voice calls [=]
Routing

General Info
Off-Peak Period &!

Off-Peak Description

Destination Group Set =]

Free Secands o

Fost Call Surcharge a %

Login Fee o

CannectFee o

Round Charged Amaount |RRRRR, RRRKK -

Default Farmula i
Short Desctiption PortalM

Description Route calls ta PortallM media server

G H Tariff Management
+ | @ Add | ® Close | Bl #DR Re-rating ) Logout | B Log
Applicd To Service Managed By Search
e [ (=] e =l

Hame Currency Applied To  Service Managed By  Routing Description Rates Delete

Callbackealls UsD  Customer Vaoice Calle Administratoronly Callback E‘

DID supplier costs USD  Vendor VoiceCalls No  DID Supplier

PortaUM USD  Vendor Voice Calls YES PortalM ]

Pre-paid cards USD  Customer Woice Calls Administrator only Prepaid cards

In the Management section of the Admin-Index, choose Tariffs.
. On the Tariff Management page, choose [ Add.
3. Fill in the New Tariff form:

N —
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o Name — A short name for the tariff object. This is the name you
will see later in the select menus.

o Currency — Since this is a “fake” tariff, just choose the same
currency as your Base Currency.

o Applied To — Choose a Vendor here, then check the Routing
check-box below.

o Service — Choose Voice Calls here.

o Off-Peak Period — Just leave this field is empty.

o Off-Peak Description — A description of the off-peak period.
Automatically provided by the off-peak period wizard, so you do
not have to fill in this field.

o Destination Group Set — Do not choose any value in the select
menu.

o Free Seconds, Post Call Surcharge, Login Fee, Connect Fee,
Default Formula — Leave all these parameters empty.

o Short Description — A short tariff description; enter “PortaUM
routing” or something similar.

o Description — An extended tariff description.

4. Click =l Save&Close.

Enter Rates

Modifying tariffs for SIP users

First of all, you should make sure that your customers are allowed to call
voicemail. In order to do so, you should add a rate for calling the special
voicemail number into the tariffs used for your SIP subscribers.

A Tariff Management
* | @ add | ® Cose | B %DR Re-rating P Logout | B Log
Applied To Service Managed By Search
e [ [aare ] wr =
Hame: Currency Applied To  Sarvice ManagedBy  Routing Description Rates Delete
DID supp ier costs usD Vendor  Voice Calls Mo DID Supplier
PortaUi USD  Vendor  Volee Calls Yes PortaUM &
Pre-paid tards Uso Customer Voice Calls  Administrator anly Prepaid cards
SIP Phone Subscribers Uso Customer Voice Calls  Administrator anly SIP Fhone Subscriber's Tanff .
Terminatian services Uso Customer Voice Calls  Administrator anly Termination services .’
&

=] 'SIP Phone Subscribers' tariff rates
» | @ add | i@ Save | & close | B Tarir +] Logeut | B Log
-
u . o
- Effective From Destination
n wew ]
n
n
n Country Interual, second Price, USD/ minute {0 Effective From
EdN Destination * Yyy-mm-op A& il @ pelete
- Description First * Hext* First * Hext* ‘HHZ4:MI:55 ™
. Peak 1 1 0 0 immedistely |
m 4
Off-Peak 1 1 =] 0 ’%\ D D D E
=
..
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B E G

'SIP Phone Subscribers’ tariff rates

[ Add | g Save | ® Close Tariff P Logout | B Log
Effective From Destination
wow[2]
Country Interval, second Price, USD/ minute (7§ Effective From i
Edit Destination * fwve-mMon Yk ﬁ © pelete
Description First * Hext * First * Hext * HHZ4:ML:55 *
Peak
Off-Peak
CANADA Peak 0 ] 0.02000 0.02000 2008.03-25
5] 1604 :35-
British Calumbia Off-Peak 30 [ 0.01500 0.01500 00:35:41
E un Nat Applicable Peak 1 1 0.00000 0.00000 2008.03.25
Internal UM destination ~ Off-Peak 1 1 0.00000 0.00000 09:40:46
Mot Applicable Peak 1 1 0.00000 0.00000 03
[E] voIGEQNNET pelics: 2008.03.25
SIF to SIP destination  Off-Peak 1 1 0,00000 0.00000 09:36:05
Mot Applicable Peak 80 60 0.00000 0.00000 03
5] voiceven L e RIS
Custamer's IP Centex  Off-Peak 60 60 0.00000 0.00000 09:36:33
UKRAINE Peak 1 1 0.12000 0.12000 2008.03.25
[E]  as067 B
Mabile Off-Peak 1 1 0.11000 0.11000 09:37:17

1. On the Tariff Management page you will see a list of the available
tariffs. Click the Rates icon next to the name of a tariff. When you are
in Tariff Management for a particular tariff, click on Rates in the
toolbar.

2. On the Edit Rates screen, click 1 Add.

3. TFillin the required information:

@)

O O O 0O

O

Destination — The special ‘UM’ destination prefix for voicemail
which you created earlier.

Interval First — First billing unit in seconds.

Interval Next — Next billing unit in seconds.

Price First — Per-minute price for first interval.

Price Next — Per-minute price for next interval.

Off-peak Interval First— First billing unit in seconds for off-
peak time.

Off-peak Interval Next — Next billing unit in seconds for off-
peak time.

Off-peak Price First — Per-minute price for first interval of off-
peak time.

Off-peak Price Next — Per-minute price for next interval of off-
peak time.

NOTE: Off-peak fields appear only if an off-peak period has been defined for the

tariff.

O

Effective From — If you want the rate to take effect sometime in
the future, you can either type in a date manually, or use the
calendar (click on the DD-MM-YYYY link).

NOTE: When using the calendar, you can specify that the date entered be in a
different time zone than your current one. PortaBilling will then automatically adjust

the time.
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Rate Formula Wizard * — You can define a complex rating

o
formula for calls to this destination. For UM calls you do not
need complex rating, so just leave this empty.

o The Hidden, Forbidden or Discontinued flags are optional.

Click the bl Save button in the toolbar or the Il icon on the left side
of the row.

Click Close to return to the Tariff Management screen.

Repeat steps 1-5 to add rates for the UM prefix for all tariffs where

you would like customers to have voicemail.

Rates for UM vendor tariff

1. On the Tariff Management page you will see a list of the available

tariffs. Click the Rates icon next to the name of the UM vendor tariff.

MEBGEDMHAE

Tariff Management

» | @ Add | ® Cose | B #DR Re-rating B Logout | B Log
Applied To Service Managed By Search
it [ [2are ] s =
Hame Currency  Applied To Service Managed By Routing Description Rates Delete
DID supp ier costs usD Vendor  Voice Calls Mo DID Supplier
Portali USD  Vendor  Voiee Calls Yes PoraUM K
Pre-paid rards UsD Customer Yoice Calls  Administrator only Prepaid cards Q‘
SIP Phone Subscribers UsD Customer Yoice Calls  Administrator only SIP Fhone Subscnber's‘gm’
Termination services UsD Customer Yoice Calls  Administrator only Termination serviceg

L"

'PortaUM’ tariff rates

[ add | [ Save | ® close Tariff *l) Logout | B Log

Effective From

ow [=]

Destination

Country Routing Interval, second (1} Effective From

YYYE-MMDD PR i @ vewte
HHZ4:MLS5

Price, USD/ minute

Description Route Category Preference Huntstop  First” Hext * First* Hext*

=
L]
L
L]
a
-
&a Destination *

v
L]
=
]

immediately

FOooo ™

pasaue 2] i

1[5

‘PortaUM" tariff rates

3 Add | [ Save | ® Close | (B Tarill »D Logout | B Log
Effective From Destination
vow [+] Country
Country Routing Interval, second Price, USD/ minute (5 Effective From
Edit Destination * YIYY-MMDD Y5 i @ petete
Description Route Category Preference Hunistop  First® Hext* First* Hext* A
Detaulc f
Not Applicable 03
B - Default 10 1 1 0.00000 0.00000 AR
UM voicemail destination 10:37:48
Mot Applicable 03
[3] 1234567880 L Defaut 10 1 1 0.00000 0.00000 AB{EK)
UM with passwaord destinatian 10:37:37

2. On the Edit Rates screen, click [ Add.
3. Fill in the required information:
o Destination — The destination prefix for voicemail which you
created earlier.
o Route Category — Leave “Default” here.

© 2001-2008 PortaOne, Inc. All rights Reserved. www.portaone.com

34



Porta UM

Setting Up and Using UM Services

@)

O O O O O O

Preference — Enter 10 in this field. This is the highest routing
priority, since calls to voicemail should always be routed to the
UM gateway.

Huntstop — Check this box, since no other route for UM is used
except a direct call to the UM gateway.

Interval First — First billing unit in seconds.

Interval Next — Next billing unit in seconds.

Price First — Per-minute price for first interval.

Price Next — Per-minute price for next interval.

Effective From — Leave immediately in this field.

The Hidden, Forbidden or Discontinued flags are optional.

4. Click the el Save button in the toolbar or the Il icon on the left side
of the row.

5. Repeat steps 2-4 for each UM rate (*11, *¥12, etc).

6. Click Close to return to the Tariff Management screen.
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Modify Products

You already created all the necessary products for your customers when
setting up SIP services. Only one thing remains to be done, i.e. ensuring
that these products are allowed to use UM services. If a product’s
accessibility includes the PortaUM server, then accounts with this product
are permitted to login into UM (via webmail, voicemail, or from their
email client).

Gl Product Management
[ [ Add | @ Close ¢l Logout | B Log
Managed By Search
aary =]

7 Hame Currency Managed By Description Delete

Pre-paid Cards UsD  Administrator only Frepaid Cards E

|| Retail SIP USD  Administrator only

@ SIF Subscribers usD Administrator only Product for SIP users. Mo manthly fee E

u

| Edit 'SIP Subscribers' Product
+ | B Add | g Save | [ol Save & Close | ® Close Rate Lookup | [ Clone b Logout | B Log
3
-
- El
@ Product Name |s1P Subscribers Currency USD

“Managed By  Administrator only

-
- | General Info | Maintenance |IJnIine Signup ‘ Accessibility | Subscriptions |Nntepad ‘

o
V Service * Hode Access Code Info Digits Tariff * Delete
Voice Calls |v| Porcalm [+ ANY [+]|e1p phone swserivls] [¥]
[E] woice Calls PartagIF ANY SIF Phone Subscribers  [%]
=
I H Edit 'SIP Subscribers' Product
» [# Add | [@ Save | [l Save & Close | ® Close Rate Lookup | [E Clone P Logout | B Log

Product Name |s1P Subseribers ’ Currency USD

Managed By  Administrator only

| General Info | Maintenance | Online Signup | Accessibility | Subscriptions |Nntepad ‘

Edit Service * Hode Access Code Info Digits Tariff * Delete
Conferencing AT Y

(5] waice cans FartagiF AT SIF Phone Subscribers [

E| “oice Calls Portal Ik ANY SIP Phone Subscribers |E|

1. In the Management section of the Admin-Index page, choose
Products.

2. On the Product Management page, click on the name of the

corresponding product.

Click on the Accessibility tab to edit this product’s accessibility.

4. After the Accessibility tab has been selected, click on the 1 Add
icon.

5. Choose Voice Calls in the Service select menu.

6. In the accessibility entry window, select the node which represents
your PortaUM server, and choose the appropriate tariff. (The actual
tariff is not really important, since users will not be making any calls

&

© 2001-2008 PortaOne, Inc. All rights Reserved. www.portaone.com 35



Porta UM Setting Up and Using UM Services

on the PortaUM server. It is best to choose the same tariff which is
used to charge outgoing SIP calls.)

7. Click el Save to save this accessibility entry.

Click Close to return to the Product Management page.

9. Repeat steps 2-8 to modify accessibility for all products which will
include UM services.

*

Create an UM Vendor

In order to route UM calls propetly, and also to track statistics for such
calls, it is advisable to create a special vendor and not mix it with any real
vendors. O, if you already have a vendor which represents your company
(for example, for termination of SIP-to-SIP calls), then skip to Define
Connections.

1. In the Management section of the admin interface, choose Vendors.
2. On the Vendor Management page, choose [H Add.

- Add Vendor

» e Save | [ol Save & Close | @ Close H) Logout

Vendor Name [PortaUM calls i currency USD - US Dollar [=]

Opening Balance |0

Address Info | Additional Info | User Interface

Comparty Name Cantact
Mr.iMs.f... Phone
First Mame bl Fax

Last Mame Alt. Phone
Address Alt Contact

E-mail

Description

PravincerState
Postal Code
City
CountryiRegion

3. Fill in the New Vendor form. Please note that there are two tabs
available on the screen. The most important fields are:
Main form (top):
o Vendor Name — A short name for the vendor object which will
be used on the web interface.
o Currency — Enter the currency in which this vendor charges you.
o Opening balance — Starting balance for the vendor; the default
1s zero.
Additional info:
o Billing period — Split period for vendor statistics.
4. Click lel Save&Close.
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Define Connections

Vendors are your termination partners or providers of incoming toll-free

lines.

1. In the Management section of the admin interface, choose Vendors.

2. Click on the Connections icon next to the name of the vendor you
created in the previous step.

H=] Vendor Management
13 [H add | ® Close P Logout | B Log
Search
aDRs Hame Connections Currency  Balance E-mail Delete
(O] portaumcals  [L]0 usp 0.00000 ™
B siPto-siF [ 2 usp 001700
| |
Gl M 'PortaUM calls' Connection Management
]
: Service Type Type Search
= Woice Calls |v|| ANY [+
]
]
= Description Service Type Type IPMHode(Port) Transl Rule Outgoing Rule CLI Transl. Rule CLD (dnis) Tariff Delete
L
] Add Connection for 'PortaUM calls’
» [l save | [gl Save & Close | ® Close Pl Logout | B Log
]
[]
[]
1 Description |Calls to PortaliM
: Service Type | Voice Calls [=]
" Type | VoIl to Vendor =] "
[]
[]
n Routing Protocal [T]H323 7] SIP
= Remote [P [PORTAUM/ED,12,34,77
[]
" RTP Praxying | Direct [+]
[]
0 Tarlff | porcamt [=] "
= Capacity [100 -
[]
n Hide CLIMOde | Clear caller infe ||
: ‘Yendor Account | Nene [=]
L] Translation Rule y
[]
n Qutgaing Rule
u CLITranslation Rule
[
U

<

'PortaUM calls' Connection Management

» [H add | ® Close P Logout | B Log
Service Type Type Search
R o | e =
Description Service Type Type IPHode(Port) Transl. Rule Outgoing Rule CLITransl. Rule CLD (dnis) Tariff Delete
Calls to PortaUM Voice Calls VolIP to Vendor PORTAUMIG0.12.34.77 PortalM E

Press [ Add to add a new connection.

4. Choose the VoIP to Vendor connection type and Voice Calls
service type by clicking on the corresponding drop-down menu.

5. Fillin the connection information. Type “PORTAUM/x.x.x.x” in the

Remote IP field, where x.x.x.x is the address of the UM gateway (or

the IP address of the PortaUM server itself, if you are using

@
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A

PortaUM’s built-in media server). Choose the PortaUM tariff you
created earlier from the select menu in the Tariff column. Enter a
comment in Description, and give the number of simultaneous calls
your UM gateway can handle in Capacity.
The format of the Remote IP field must be “PORTAUM/x.x.x.x” in
order for UM to function propetly; so if your PortaUM IP address is
193.28.87.37, you would fill in “PORTAUM/193.28.87.37”.

6. Click k=l Save&Close.

7. Click Close in order to exit to the Vendor Management screen.

Create Accounts

Creating new accounts

1. If you are not already there, go to the Customers screen (the one
containing a list of customers). It should look like the screenshot
below.

ME B GH

Customer Management

MEEBEGOHAE

Accounts of Retail Customer "SmartNet'

[ 3 [E Add Customer | [f] Add Reseller | @ Close P Logout | B Log
Type Representative Search Advanced

Direct Custemers [+] | azre [+] search
xDRs Hame: Accounts / Subcustomers Currency Type CreditLimit Balance E-mail Status Delete
(O] ABC Shuttie Ltd. =) UsD  Reseller 0.00000  sales@shuttle-abc.com
@ Asgard Telecom ] UsD Retail 0.00000 info@@asgardtelecom.com IE‘
B8] callshop Owner T UsD  Reseller 0.00000
@ EasyCall Ltd usD Retail  100.00000 11851452 admini@easycall.com
@ John - Prepaid =L usp Retail 0.00000
@ Mary Smith UsD Retail 100.00000 54950970
@ Pauleekes usD Retail 0.06633 pweekesgemail.carm
B Fal Kumar [} UsD Retail 0.00000 &
(2] shufie usD  Retail 0.00000
@ SmartCall SRL (=) UsD Retail 0.00000 jh@smartcall.com
@ Smarthlet usD Retail  100.00000 0.00000 infoEdsmartnet.com

.

> e save

] Save & Close

& Close

» | @ Add | @ Account Generator | @ Close *] Logout
n
n Account ID Batch Ctrl # SIP Status Advanced
. e =) we[3] seanh
n
u
Gl ™ Add Account for Retail Customer "SmartNet'

bl Logout

Account ID

Blocked |

4410000010

Product USD - SIP Subscribers

Opening Balance o

=]

Account Info | User Interface |Suhscriher ‘ Additional Info ‘ Life Cycle ‘ Service Features |

Trhe © Debit @ Credit © Woucher

Credit Limit

WaolP Pagsword |aprdicof

E-mail

Balch smartnet-um Hew batch [=]"
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M E [ G

» | | Save | & Save&Close

® Close

Add Account for Retail Customer 'SmartNet’

) Logout

Account ID 4410000010

0

Blocked

Product

USD - Z2IP Subscribers

Opening Balance [0 N u

]

Show CLI Prefix
Voice VPN Distinctive Ring

Customer's defaule [v]

Call Processing Enabled

Favorite humbers Enahled

Account Info | User Interface ‘ Subscriber | Additional Info | Life Cycle | Service Features

Serice Type | Foice Calls [+]

Set CLITo Customer's default [v] Legal Intercept Customer's default [v]
Centrex Numher Preferred IVR Language en - English IZ‘
Hide CLI Customer's defauls [v] UM Enabled

Hide CLI Prefix Forward Mode Mo Forwarding Iz‘

0

Customer's default [v]

Associated Mumber

Music OnHald | Customer's defaule =
2. Next to the customer name, click on the (59 icon (the one in the
Accounts column). This will take you to the account management for
that customer.
3. Click on [ Add.
4. Fillin the “Add Account” form:

o Account ID — SIP ID, i.e. the phone number, which will be used
to log into the SIP server and receive incoming calls.

o Product — Choose the product which you would like your
account to have.

o Blocked — You may create the account as blocked, but this is
rarely done with SIP service accounts.

o Opening Balance — The initial balance on the account.

Account Info

o Type — Select credit for postpaid and debit for prepaid service.

o Credit Limit — For a credit account, specify the credit limit. If
you leave this field empty, this means there is no credit limit for
this account (but a customer credit limit may still apply).

o VoIP Password — The Account ID and this password will be
used to authenticate SIP server login.

o Email — Enter the account owner’s email address here. If he ever
forgets his password for the web self-care, he will be able to reset
it, and a new password will be sent to this email address. You can
also leave this field empty.

o Batch — A management unit for accounts. The batch name is

alphanumeric. You can type a new name here, or use an existing
name in order to generate more accounts for the same batch.
User Interface

o Login — Account login to web self-care pages; can be the same as
account ID.
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o Password — Password for web self-care pages.

o Time Zone — When an account owner (SIP services subscriber)
accesses the web self-care pages to view a list of his calls, the time
can be shown in the time zone most appropriate for him.

o Web Interface Language — The language to be used on the
customer’s self-care web interface.

Life Cycle

o Activation Date — Account activation date.

o Expiration Date — Account expiration date.

o Lifetime — Relative expiration date; the account will expire on

“first usage date” + “lifetime” days. If you do not want to use
this feature, leave the field blank.

Service Features

O

Preferred IVR Language — This is a custom attribute which is
transferred to the IVR. Leave English here if you are unsure
whether your IVR supports this function.

UM Enabled — Check this box if the account has unified

messaging services (e.g. voicemail) enabled.

Click =l Save&Close. You will see a confirmation screen saying that a
new account has been created.

Enabling UM services for an existing account

1.

If you are not already there, go to the Customers screen (the one
containing a list of customers). It should look like the screenshot
below.

Next to the customer name, click on the & icon (the one in the

Accounts / Subcustomers column). This will take you to the

account management for that customer.
Type the account ID in the Account ID field and click on the Show

Accounts button.
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Customer Management

13 [ Add Customer | [f] Add Reseller | @ Close P Logout | B Log
Type Representative Search Advanced

Direct Customers [=] | a2 [=] search
xDRs Hame Accounts / Subcustomers Currency Type CreditLimit  Balance E-mail Status Delete
8] 4BC Shuttls Ltd, L) Usp  Reseller 000000 sales@shutle-abe.com
2] Asgard Telecom = Ush  Retail 0.00000 info@asgard-telecom.com [%]
8] Callshop Qwner [} Ush  Reseller 0.00000
@ EasyCall Ltd =) UsD Retail 10000000 11841452 admini@easycall.com
@ Jahn - Prepaid (=) usD Retail 0.00000
@ Mary Smith =) UsD Retaill  100.00000 54850870
@ Paul Weekes UsD Retail 0.08633 pweekes@email.com
B8] Ral Kumar [} Ui Retail 0.00000 ™=
B shume usp  Retail 0.00000
@ SmartCall SRL UsD Retail 0.00000 Ihigsmarteall.com
@ Smarthlet UsD Retail  100.00000  0.00000 info@smartnet.com

L

Accounts of Retail Customer "SmartNet'

» | @ Add | @ Account Generator | ® Close * Logout
Account ID Batch ctril# SIP Status Advanced
sos000000z | o 5 ar [ e
[ ]

Account Info / Retail Customer "SmartNet'

NN

» el Save | (gl Save & Close | @ Close | 5] ®DRs | & E-PaymentsLog | E3 Terminate P Logout | B Log
Account ID  4as 0000002 .ﬁ Product  Usn - SIF Subscrihers Iz‘

Blocked = Balance 000000 USD n

User Agent

Life Cycle | Subscriptions | Notepad ‘ Service Features

Account Info ‘ Maintenance | User Interface ‘ Subscriber | Aliases | Additional Info

Service Type | Woice Calls E

SetCLI To Customer's defaule [+ Legal Intercept Customer's defaule [+
Centrex Numhber " Preferred IVR Language en - English E
Hide CLI Customer's defaule [v] UM Enabled Emm

Hide CLI Prefix Forward Mode Ho Forwarding [=]

Show CLI Prefix Maximum Farwards

Voice VPN Distinctive Ring | Custoner's defaule Iz‘ Timeout, sec 30 N

Ea11 Ho [+ Default Answeting Mode Ring, forward, veidw)
Associated Mumber Call Processing Enahled =

Fawotite Numbers Enabled | Customer's defaulr E
Music OnHold | Customer's default [=]

Click on the Service Features tab.
Click on the UM Enabled checkbox to activate UM setvices for this

account.

Click el Save&Close.

Setting Up and Using Prepaid IVR on
PortaUM

Sometimes an incoming call for a prepaid card service will arrive to your
network via IP. For instance, say you bought an access number in a
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country where you do not own any network infrastructure; so instead of
using E1 or T1 lines, a telco in that country will forward calls to you using
SIP. In this case using a Cisco GW may be cumbersome, since you first
have to convert the IP call to PSTN and then send it back via IP. Instead,
you can run the built-in prepaid application on PortaUM which,
combined with a PSTN access number delivered directly to PortaSIP via
IP, allows you to offer a purely IP-based solution for prepaid calling card
services.

This chapter assumes that you have already set up UM services as per the
previous section, and have verified that they are working.

Configure Prepaid Application

First you need to configure general parameters for the prepaid application
in porta-um.conf. These include, for instance, the special DNIS that the
IVR runs on, the virtual PortaBilling environment where this application
is used, languages, and prepaid card length. For a complete overview of
the available options, please also consult the inline documentation at
porta-um.conf.

Set up DNIS number

Set up the DNIS number for the virtual PortaBilling environment where
you want to use this application. This uses the following format:

Ext<N>=<i env>:<extension>:<ANI translation rule>

where N is an unique arbitrary number. For instance, if the ID of your
environment is 1 and the DNIS will be 111222333, you should enter:

Ext1=1:111222333:

The option of configuring an ANI translation rule for this application will
only be available if the parameter Aniauth is set to ‘yes’.

Of course, you can have multiple entries in order to register the prepaid
application on more than one internal DNIS mailbox. This allows you to
run the application in multiple environments, on multiple access numbers,
and/or with potentially different languages or ANI translation rules,
according to your requirements. Just register these additional extensions
as “Ext2”, “Ext3”, and so on.

Configure languages

Configure which languages should be used for the IVR prompts. This
option uses the following format:
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Languages<N>=<i env>:dnis number:<lang 1>/<lang 2>/<lang 3>

where N is an unique arbitrary number. For instance, if the ID of your
virtual PortaBilling environment is 1, the DNIS is 111222333, and you
would like to use Spanish voice prompts, you should enter:

Languagesl=1:111222333:es:

where N is an unique arbitrary number. You can also configure more than
one language for the same DNIS, as follows:

Languagesl=1:111222333:en/ru:

In this case, the IVR’s first prompt will be the language selection prompt
“Please select 1 for English, 2 for Russian”.

Note: Language IVR files (audio files) must first be uploaded before they can be used
in any IVR applications. At the moment, only English prompts are provided by
PortaOne, with instructions for adding other languages available upon request.

Configure additional options

Optionally, you can configure any of the following additional parameters.

Parameter Description
Maximum length of card number; default:
MaxCardLen
11.
, Minimum length of card number; default:
MinCardLen
11.
AniAuth Is ANI authentication enabled? Default: no.
Is manual authentication enabled? Default:
ManualAuth
yes.
, Maximum number of attempts to enter a
MaxLoglnAttempts
card number; default: 3.
. Maximum number of dial attempts within
MaxDialAttempts .
one session; default: 3.
If this parameter is set to ‘false’, the prepaid
Tol1Frecallowed application will exit immediately if the

account has insufficient funds. Default:
false.

Configure PSTN access

Once you have configured the prepaid application on PortaUM, you need
to give your customers access to it via PSTN. Of course, the
DNIS_number that was configured in the first step can already be called
from any SIP phone on your network. However, the purpose of this
prepaid application will most likely be to give customers access to your
network via a PSTN access number.
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1. Please follow the instructions in our “PortaSIP Handbook: SIP
Services”, specifically section 2, entitled “Setting Up PSTN-to-SIP
Services”.

2. Enable UM for the PSTN access number account. As with any
PSTN-to-SIP service, the account will have an account number
identical to your PSTN access number or the DID forwarded by
your vendor to PortaSIP. You must enable UM for this account to
associate it with the internal “DNIS_mailbox” on the PortaUM
you have already configured.

ME B G-

Account Info / Retail Customer "SmartNet'

» [l Save | [o] Save & Close | @ Close | E] #DRs | & E-PaymentsLog | E3 Terminate

B Logout | B Log

Account ID  (en4ss51a79 i £ Product wUs» - 2IP Subscribers IZ‘
Blocked 0 Balance 0.00000USD
L}
User Agent e Contact - .
Life Cycle | Subscriptions | Notepad ‘ Service Features

Account Info ‘ Maintenance | User Interface ‘ Subscriber | Aliases | Additional Info

Service Type | Voice Calls IZ‘

SetCLITo Customer's default [v] Legal Intercept Custouer's default [v)
Centrex Numhber Preferred VR Language en - English E
Hide CLI Customer's default [v) UM Enabled EEE
Hide CLI Prefix Forward Mode No Forwarding [+
Show CLI Prefic Maximurn Fonwards
Vaice VPN Distinctive Ring | Custoner's default [+ Timeout, sec 30
E911 Heo Iz‘ Default Answering Mode Voicemail only E
Associated Number Call Processing Enabled  [C]

Faworite MNumbers Enabled | Customer's defaule Iz‘
Mugic OnHald | Customer's defanlc [+]

Since no SIP UA has been registered to this account, the call will go
directly to PortaUM.

Restart UM services

Restart UM services so that the changes to porta-um.conf will take effect.
To stop or start UM services, use the following commands:

sudo /usr/local/etc/rc.d/voice-mail.sh stop
sudo /usr/local/etc/rc.d/voice-mail.sh start

PortaBilling Configuration for Prepaid Card
Service

You should perform the billing configuration according to the
instructions in PortaBilling100 Handbook: Prepaid Services, the only

exception being that you will use your PortaUM node instead of a
gateway.
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Using ANI Authentication for PIN-less Dialing

In order to support PIN-less dialing, the prepaid application can be
configured with the parameter AniAuth set to 'yes'. If an incoming call
matches one of your accounts by ANI, the customer will immediately be
asked to enter a call destination, skipping the PIN number entry step.

Using an external ANI for authorization only

You may wish to allow customers to use their account not just by dialing
from their registered SIP account (regular ANI authentication) but also
from any other kinds of phones (cell phone, regular home phone). In
order to successfully authenticate these ANIs, you need to create them as
regular accounts under your customers.

However, to prevent PortaBilling from trying to terminate actual calls to
these "ANI only" accounts, it is recommended that you adopt a naming
convention that allows you to easily distinguish these accounts from your
regular SIP accounts and to keep PortaBilling from routing to these
accounts.

One suggested naming convention that does all of this is using the prefix
'ani' for your ANI authentication accounts (naturally, you can choose a
different prefix as well). For instance, if you would like to allow your
customer to use his cell phone with ANI 16041112222 for ANI
authentication, you would create the account ani16041112222 under this
customer.

Set up ANI translation rule

If you have adopted a naming convention for external numbers which are
to be authenticated by ANI, you need to set up an ANI translation rule in
order to successfully authenticate these accounts.

Assuming that the prefix you have chosen is "ani', you will need to change
your prepaid application configuration from:

Ext1=1:111222333:

to:

Ext1=1:111222333:s/"/ani/;

The prepaid application will use the incoming ANI, prefixing it with 'ani'
and then trying to look up that account in the database.
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Using UM Services

PortaUM allows Internet Telephony Service Providers (ITSPs) to offer
their subscribers the ability to process emails and manage voicemail from
within a web browser or using a favorite email client.

The PortaUM End-User Manual is available from the PortaOne website:
www.portaone.com/support/documentation/

PortaUM users can also access their mailbox via a telephony interface,

which allows them to listen to voice messages. UM options for accessing
the mailbox can also be configured by phone.
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IVR Path Diagram

The PortaUM mailbox can be accessed by phone by dialing *98.
Below is an IVR path diagram to help users in navigating and configuring
the system.

PortaUM Login PortaUM Login
Call your # from your Call your # from
IP phone an external phone.
Enter your account #

and password

Personal
Options

Listen to
Voice
Messages

Playback Personal Options

n Normal | P Return to
Main Menu

H Time/ Louder

n Rewind

Pause/
Restart

After Review
Personal

Extended
Absence

Personal Greeti

nStandard L Standard | Personal | Main
Greeting | Greeting | Menu

H Extended n n n
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PortaBridge Architecture

As part of the PortaUM solution, PortaBridge enables your customers to
use voice-conferencing services. Multiple customers can use this service
simultaneously on a single PortaBridge server. A customer account with
this service enabled has access to the PortaBridge self-care interface,
where multiple conferences can be managed. A conference can be
scheduled for a specific time, or a continually functioning conference
(meeting room) can be created. Each conference is identified by a pair of
unique of access codes (one for the conference host, the other for
conference guests). Although multiple conferences can be created on a
PortaBridge server, its resources are only used when a conference is in
progress (i.e. at least one participant is in).

Country A

g _ m PortaBridge
21

o=

Customer A
gﬂccess number 1 PortaSIP
=
S

Conference 1 ‘

I
!
= < 1
= L°°°°
‘ Conference 2 ‘
g Access number 2

Web selfcare
Country B Customer B

@ ] @ @ Conference 1 ‘

Access number 3

o

When a customer makes use of the conferencing facility, the PortaBilling
administrator assigns a separate tariff for the conferencing service in the
customer’s product configuration, and the owner of the meeting room is
then billed for each incoming call in a conference session. For example, if
your conference rate is $0.03/min, and a customer organizes a conference
for two participants where he (the host) stays connected for 30 minutes
and his two partners stay connected for 25 and 20 minutes, respectively,
then there will be three charge transactions in total: $0.90, $0.75 and
$0.60. To prevent potential service abuse by guests, customers may create
a moderated conference. In this case, guests can only participate in a
conference when the host has already joined it.

PortaBridge carries out intensive calculations when mixing the audio from

several meeting participants, and so requires significant amounts of CPU
power. This is why it should be installed on a dedicated server.
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PortaBridge and Codec Licenses

Normally, a media server (such as the one used in PortaUM) will send
pre-converted voice prompts to the user as a byte stream, so that no
codec licenses are involved. In the case of PortaBridge, however, the
audio-stream with the voice of each participant has to be decoded in real
time, and then sent back to each participant as an encoded audio-stream
with the mixed sound. Thus, if commercial codecs (such as g729) are
used, a codec license is required for each voice channel being used
simultaneously. The PortaBridge license does not include any codec
licenses, and customers should procure such licenses independently.
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4- Setting Up and
Using
Conferencing
Services
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Setting Up Conferencing Services in
PortaBridge

Please refer to the PortaBilling100 Web Reference Guide for detailed
instructions on how to navigate and operate the web interface, as well as
detailed explanations of particular fields.

Checklist

Print the following page and use it to check off the operations you have
completed while performing system setup according to the instructions in
this chapter. Please be sure to perform all of the operations (all of the
boxes must be checked), otherwise the service will not work.

Operation Done

General configuration

General configuration has already been done according to the instructions in [ ]
previous chapters.

Network configuration

Create a node for your PortaBridge server. [ ]
Rating configuration

Create tariff A, which will apply to conferencing services used by your [ ]
customers (make sure this tariff has the Conferencing service assigned!).

Enter rates in tariff A for access numbers used for the conferencing service. [ ]
Create a new accessibility entry in your existing product A, using the [ ]
conferencing service, PortaBridge node and tariff A.

Create tariff B, which will define call routing to PortaBridge (make sure this [ ]
tariff has the Routing type and the Voice Calls service assigned!).

Enter rates in tariff B for access numbers used for the conferencing service. [ ]
Create a connection for your “internal” vendor (the one created in the basic [ ]

SIP service configuration for handling SIP on-net calls) using tariff B.

Create tariff C (vendor tariff for the conferencing service), which will be used | [ ]
to keep track of your PortaBridge use.

Enter rates in tariff C for access numbers used for the conferencing service. [ ]
Create a connection for your “internal” vendor using tariff C. [ ]
Specify rates for dialing into the conferencing bridge for your “normal” SIP [ ]
accounts.

Account provisioning

Enable the conferencing service for an existing account (with product A). [ ]
Testing

Log in to the PortaBridge self-care interface as an account owner and createa | [ ]
new conference.

Dial the conference access number from an IP phone and log in into the [ ]
conference.
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General Configuration
This is identical to the procedure described in the Prepaid 170lP services

chapter in the PortaSIP Handbook: SIP Services. Please follow the
instructions provided there.

Create a PortaBridge Node

You now need to enter your PortaBridge server as a node. PortaBilling
requires some key information about your network equipment, such as
the IP address, h323-id, Radius shared secret, and so on.

G M Node Management
» [ add | ® Cdose vl Logout | B Log
|}
" H323-ID P RADIUS Client
. OYes ONo @al
-
"] Name h323-id IP Manufacturer Type RADIUS Client Delete
n

Add Node

»> [l Save | [l Save & Close | ® Close Objects ] Logout

Node N@ine [portabridge |
n

Ndtle info
[]

H323-II= |portbridge. mydomain.com | Manufacturer
ValP F‘a:swurd |cisco |[ Auto | Type
NAG-P#ddress [szaesia: | RTP Proxying
Hostname ]
n
Domaim —
Avth, Transl, Rule ] RADILS Client
: RADIUS Key bridge123| " [Cauto |
E RADIUS Source IP [1szaee121 |
V RADIUS Dictianary

https://demo2.portaone.com

& Submitted information is being cached in the biling engine and will not take effect immediately.

Default caching time is 10 minutes. Please contact your system administrator for more
information.

In the Management section of the Admin-Index page, choose Nodes.

. In the Node Management window, click the B Add icon.

3. Fill in the New Node form:

o Node Name — A short descriptive name for your PortaBridge
server (this will be used in the select menus).

N —
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H323-ID — PortaBridge server’s hostname (recommended:
hostname. domainname).

VoIP Password — Enter cisco here for backward compatibility
with other types of equipment.

NAS-IP-Address — The IP address of the PortaBridge server.
Domain — Enter the PortaBridge server’s hostname, i.e. the same
value you specified during server installation, e.g.
conf.mydomain.com. This parameter is very important, since
without it authentication requests from PortaBridge cannot be
processed correctly.

Auth. Translation Rule — Leave this blank.

Manufacturer — Select PortaOne.

Type — VoIP node type; select PortaBridge.

Radius Client — Check this, as PortaBridge will need to
communicate with billing.

Radius Key — Enter the Radius shared secret here; this must be
the same key which you entered during PortaBridge installation.
Radius Source IP — See the Node ID, NAS IP Address and
Radius Source IP section in the PortaBilling Administrator
Guide for more information. Unless your PortaBridge server
uses multiple network interfaces, the value here should be the
same as the NAS-IP-Address.

4. Click =l Save&Close.

NOTE: There is some propagation delay between the database and the Radius server
configuration file; however, it will take no longer than 15 minutes.
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Create a Conferencing Charge Tariff

This tariff will be used to charge your customers who own a conference
(meeting room) for every incoming call to that conference.

G & Tariff Management
» | @ Add | ® Close | [@ #DR Re-rating *) Logout | B Log

L]

[ ]

L Applied To Service Managed By Search

[]

0 AT || arv || awrr = | [search |

]

: Hame Currency Applied To Service Managed By Routing Description Rates  Delete

<

G A Add Tariff

> [ save | [l Save & Close | ® Close Objects b Logout | B Log

Name |conferancing seruica charges | Currency |USD - US Dollar ¥
Applied To |Cust,omer ~ | Service

Managed By |Adminls:rat,or only v|

General Info

Off-Peak Perind \ | m!

Off-Peak Description

Destination Graup Sat
Free Seconds Cl
Post Call Surcharge I:l %

Login Fee CH

ConnectFee D

Round Charged Armount -

Default Farmula [ i

Shart Descriptian [ |

Description Charges that will be applied to the
owner of the meeting room for every
connected conference cal

1. In the Management section of the Admin-Index page, choose Tariffs.
2. On the Tariff Management page, choose £ Add.
3. Fill in the Add Tariff form:
o Name — A short name for the tariff object (this will be used in
the select menus).
o Currency — Indicates in which currency pricing information is
given. All pricing information for a single tariff must be defined
in the same currency.

NOTE: If you plan to bundle the conferencing service with some existing product, this
tariff must have the same currency as that product.
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o Applied To — Choose the Customer in the Applied To field.

o Managed By — Choose Administrator only here (this option is
only visible after you select Applied To Customer above).

o Service — Choose Conferencing here.

o The rest of the fields are identical to the tariff configuration for

SIP services you performed earlier.
4. Click bl Save.

Enter Rates

Enter the rates you will charge your customers for conferencing service
use. You may charge them a different rate based on access number, e.g. if
someone calls a US local access number, the rate is $0.03/min, while it is
$0.04/min to use a local access number in the UK, and $0.06/min to use
a US toll-free access numbet.

Managing rates online

This is very convenient for maintaining existing rate tables and for
reference purposes. For new price lists or major updates, the offline
method is better.

[i] 1 "Conferencing service charges' tariff rates

> E|‘ldd = save | & Close Tariff Objects b Logout | B Log
[ ]
] Effective From Destination
]
= EEEER | Cerafix | Ceroup | [Ccountry
[ ]
[ ]
n .
n Country Interval, second Price, USD/ minute (T} Effective From N
EditgDestination * YYYY-MM-DD ¥R i @ Delete
u Description First * Hext * First * Hext * HH:MI:SS ™
n
" et
Al | I ] I ] ] T
n
[ ]
[]
]
& [l i '"Conferencing service charges' tariff rates
» @ Add | @ Save | & Close Tariff Objects Ml Logout | B Log
Effective From Destination
[mow v | | Cerafin | Careup | [Ccountry |
Country Interval, second Price, USDV minute 75 Effective From .
Edit Destination * YYRY-MMDD PR fi§ & petete
Description First * Hext * First * Hext * HH:ML:SS ©
UNITED STATES
TR <o J ([0 | foes | fo0sl ] ooo

Tol-free

L]

7. On the Tariff Management page you will see a list of the available

tariffs. Click the =] Rates icon next to the name of the tariff. When
you are in Tariff Management for a particular tariff, click on Rates in
the toolbar.

8. On the Edit Rates screen, click 1 Add.

9. Fill in the required information:
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Destination — A destination prefix may be entered directly, e.g.
55 for Brazil, or you can access the destinations directory by
clicking the Destination link (in the column header). Here you
can find the desired prefix by country name.

NOTE: The phone prefix you are trying to create a rate for must already exist in
Destinations.

O O O O O

@)

Interval First — First billing unit in seconds.

Interval Next — Next billing unit in seconds.

Price First — Per-minute price for first interval.

Price Next — Per-minute price for next interval.

Off-peak Interval First— First billing unit in seconds for off -

peak time.

Off-peak Interval Next — Next billing unit in seconds for off-
peak time.

Off-peak Price First — Per-minute price for first interval of off-
peak time.

Off-peak Price Next — Per-minute price for next interval of off-
peak time.

NOTE: Off-peak fields appear only if an off-peak period has been defined for the

tariff.

@)

@)

Rate Formula Wizard 6 — Launches the wizard for creating a
custom rating formula.

Effective From — If you want this rate to take effect sometime in
the future, you can either type in the date manually, or use the
calendar (click on DD-MM-YYYY).

NOTE: When using the calendar, you can specify that the date you are entering is in a
different time zone than your present one. PortaBilling will then automatically adjust

the time.

@)

The Hidden, Forbidden or Discontinued flags are optional.

10. Click the bl Save button in the toolbar, or the Il icon on the left side
of the row.
11. Repeat these steps if you need to enter more rates.
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Add the Conferencing Service to Your
Product
The Accessibility list has two functions: it defines permitted access points

(nodes and access numbers) and specifies which tariff should be used for
billing in each of these points.

G M Edit "Business IP Centrex’ Product

> [# Add | g Save | [g] Save & Close | ® Close Rate Lookup | [E Clone Dbjects M Logout | B Log

Product Name [Business 1P Centrex " Currency USD

Managed By  Administrator only

|General[nfn Maintenance | Online Signup | Accessibility | Subscriptions | Nutepad|

Edit Service * Hode Access Code Info Digits Tariff * Delete
lul | conterencing + | PortaBridge v AT w [
[E] voice calls PortasIP ANY

1. On the Product Management page, click the product name to enter
the Edit Product form.

2. When the Accessibility tab is selected, click on the [ Add icon.

3. Choose Conferencing in the Service select menu.

4. Select the PortaBridge node and choose the conferencing tariff you
created earlier.

5. The Access Code should be left empty for the conferencing service.

6. The Info Digits field is not applicable to the conferencing service;
just leave it empty.

7. Click el Save to save this accessibility entry.

Create a Call Routing Tariff and Add Rates

When a conference bridge is dialed from an IP phone, or an access
number from the PSTN, and the call arrives to your network, PortaSwitch
must recognize that it is to be forwarded to PortaBridge. In order to do
this properly, PortaSwitch must be able to determine the routing in the
same way as it does for any other call in the system. Therefore, there
needs to be a routing tariff with a destination matching the dialed number.
Later on, this tariff should also be assigned to a connection.

Create the tariff and define rates for it in the way described in the
PortaSIP Handbook: SIP Services.
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Define an On-net Vendor Connection

Use the same vendor you previously created for the accounting of on-net
calls (calls between your SIP phones).

1. In the Management section of the admin interface, choose Vendors.
2. Click on the Connections icon next to the on-net vendor name.

HE%| Vendor Management
> # add | ® Close Objects B Logout | B Log
Search
| [Csmarch |

¥DRs Hame Connections Currency  Balance E-mail Delete
9] aBc 1 sn n.annon
[ opswsier @] 0w oooooo ¥
O] Globaltet 1 UsD 012471 info@globalnet com
B meivendor 1 Usp 1858369
D] FPortauM calls 1 usD 0.00000
] siP-to-siP 2 UsD 0.01700
O] smaretwork  [Fh1 UsD 054900
@ SPT Telecom Ei:l s 0.00000 infogdspt.cz
O] Teleqiobe B N usD 000000
(D] wiiFi Vendor |§i1_ UsD 0.00000
@ ¥-Telecom Eizl s 374.37843 woip@r-telecom.com

[ ]

L}

Gl M 'SIP-to-SIP' Connection Management

s [ add | ® Close Objects B Logout | B Log

]

]

] Service Type Type Search

: [Foice cal1s v sy | | Cozarch |

]

Descrimh:n Service Type Type IPHode{Port) Translk Rule Outgoing Rule CLI Transl Rule CLD {dnis) Tariff Delete
SIP-to-SIP eells Voice Calls VolP fo Vendor SIP-UA SIP-to-SIP calls E

Gl Add Connection for "SIP-to-SIP’

> [l Save | [g Save & Close | ® Close Objects P Logout | B Log

Description [Routing to PorkaBridge g

Service Type | Voice Calls

Type | VoIF to Vendor

II

Routing Protocol [[JH323 SIP

N —
Hide CLI Mode
Yendor Account
Translation Rule
Outgaing e
CUTrmnslationRule | |

3. Click 1 Add to add a new connection.
4. Fill in the connection information:
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e Enter your PortaBridge IP address in the Remote IP field.
e Choose the routing tariff you created under Tariff.
e Enter the translation rule s/~1a//; as the Translation Rule.

e [Enter the translation rule s//1a/; as the Outgoing Rule.
5. Click lel Save&Close.

Create a Conferencing Cost Tariff

This tariff will be used to produce CDRs for calls processed by
PortaBridge, in order to provide better tracking and reporting. Create this
tariff with Conferencing assigned as a Service, and make sure you select
Vendor in the Applied To select menu. Follow the previous instructions
for filling in the rest of the fields.

Add Rates to Conferencing Cost Tariff

Enter rates for the numbers that your customers will dial to access
conferences.

Define an “Internal” Vendor Conferencing

Connection
1. In the Management section of the admin interface, choose Vendors.
2. Click on the Connections icon next to the name of the “internal”

vendor you used in the previous steps.

] M 'SIP-to-SIP' Connection Management

» [ add | ® close Objects b Logout | B Log

LJ

n

: Service Type Type Search

n Voice Calls (¥ || ANY v

n

n

L Service . Transl. Outgoing CLI Transl CLD -

Eescnpllon Type Type IPHode(Port) Rule Rule Rule (dnis) Tariff Delete
RUUMU FortaBridge “oice Calls YoIP to Yendor 192.168.13.1 s™ AN, SMTALL Routing o Poraridoe E
SIP-to-SIF calls Yoice Calls VolP to Wendor SIP-UA SIP-to-SIP calls IE‘
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| Add Connection for 'SIP-to-SIP'

[ 3 = Save -G Save & Close | # Close Objects *) Logout | B Log

Description *
sonvice Tpe :
e :

'$] (] M  'SIP-to-SIP' Connection Management

> add WP Close Objects P Logout | B Log
Service Type Type Search
[conterencing (v | pefaulc ~| | [(=earch

Description Service Type IPHode{Port) Tariff Delete
Conference costs Conferencing PortaBridge  Conferencing costs IE

Click [*1 Add to add a new connection.
4. Fill in the connection information.

&

e Choose Conferencing as the Service Type.
e Sclect your PortaBridge as the node.

e In the Tariff select menu, choose the conferencing cost tariff you
created in the previous steps.

e Lecave the Port field empty.

e Description and Capacity are mandatory for all connection
types, so please provide the appropriate values.
5. Click el Save&Close.

Add Rates to the SIP Call Tariff

In the previous step you defined routing in the system. However, in order
for customers to be able to call the conference access number from their
IP phones, their tariff plan needs to allow this.

Please define the rates for the conference access number in the way
described in the PortaSIP Handbook: SIP Services.

Configure DID for External Conference
Access Numbers

This is done in a similar way to the DID service configuration described
in the PortaSIP Handbook: SIP Services.
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Enable the Conferencing Service for an
Account

1. Go to the Customers screen (the screen containing a list of
customers). It should look like the screenshot below.

2. Next to the customer’s name, click on the & icon (in the Accounts
column). This will take you to account management for that customer.

3. Type an ID in the Account ID field and click Show Accounts, so
that the Account Info screen appears. (If you see a list with several
accounts, click on the account ID link of the one you wish to edit).

[H ] Account Info / Retail Customer 'SmartNet'

» el Save | [l Save & Close | ® Close | [E] »DRs | & E-PaymentsLog | EJ Terminate Objects M) Logout | B Log

Account ID I:li Product ‘USD - Business IP Centre: V‘

Blocked " Balance 0.00000USD

User Agent ———————eee Comtact -

Life Cycle ‘ Subscriptions | Notepad | Service Features

Accaunt Info_ | Maintenance | User Interface | Subscriber | aliases | Additianal Info

S Tyee

Confarencing Enabled

Mumber Of Simultaneous Participants -

4. Select the Service Features tab, then choose the Conferencing
service from the menu.

5. Tick the Conferencing Enabled checkbox and enter the maximum
allowed number of participants in the field below.

6. Click el Save&Close to save the account information.

7. Repeat steps 3-6 if you wish to enable the conferencing service for any
other accounts.
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Scheduling a Conference

Log in to the PortaBridge self-care interface

1. Open http://<your-porta-bridge-address> in your browser (inserting
the actual hostname or IP of your PortaBridge server).

2. Use the ID of your account with the conferencing service enabled as
Name, and the User Interface Password as Password. After
successfully logging in, the main menu of the PortaBridge self-care
interface will appear.

PortaBridge

> Password Recovery
Mame |555558 |
Password |**”‘***”‘ |
L]
L]

PortaBridge - Mai." "ienu
» P Logout

E Conferences Address Book E Options

Create a conference

1. Click on the Conferences item in the main menu.

PortaBridge - Main Menu

[ B Logout
E Dgnferences Address Book E Options
[
]
]
Add Conference .
# | @ Save | [gl Save & Close | ® Close P Logout
Mame* |Quarterh,- sales rmeeting |
Announced Conference Name - [@| <) [CATemphoonfererce. wav | Browse. ]

(® Schedule the conference at specific time

| zo0s % |-| april v|-[a ~| [10]:]o0 | (EurapePragus)

Schedule Conference Duration minutes

() Create a permanently active conference

Access Codes Moderator: [4833 User. (3693 | Caenerate Wew codes |

‘Wait for moderator

Conference Options - o )
[ #nnounce patticipants joining/leaving|the conference

Maximurn Paticipants

Send Email Motification ¥l

2. Fill in the Add Conference form; see the following table for a
description of the available fields
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Field Description
Name A description of your conference.
Announced Either upload a sound file, or record (using your
Conference PC’s microphone) the name of the conference as it
Name will be announced to people joining it.
Schedule Specify the date and time when the conference will

start.

Access Codes Access codes are created automatically, but you can

generate a new set of codes by clicking on the
Generate New Codes button.

Conference In order to prevent service abuse, you must specify

Duration the maximum allowed conference duration (in
minutes).

Maximum If you are creating a “meeting room” (a

Session Time permanently active conference), specify the

maximum time that a single participant can stay in
the conference. This is also done to prevent
potential service abuse.

Conference If activated, conference participants will not be able
Options: Wait for | to communicate with each other until the host
moderator (moderator) arrives.

Conference If activated, each participant will be asked to record
Options: his or her name initially. When he or she enters the
Announce conference, all the other participants will hear ...
participants has joined the conference”; and when he or she

leaves, the other participants will be informed of
this as well.

Maximum You can limit the maximum allowed number of
Participants concurrent connections to the meeting room. Note
that you may not specify a higher value here than
the Number of Simultaneous Participants
assigned by the PortaBilling administrator to your
account (in the Service Features tab on your
account info).

Send Email If selected, another screen will appear after you
Notification save the conference, allowing you to review and
send yourself or other hosts an email containing
conference access information.

3. Click =l Save&Close to save the conference.

Send a note with the conference info

If you have chosen Send Email Notification on the Add Conference
screen, you will now see the Email Notification screen. Edit the email
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text, if desired, and select who is to receive it (you can either type in the
addresses or select them from your address book).

Email Notification
» Address Book | %68 Send | & Close b Logout
To" i@ rmyconference, s ]
o [ |
Bee [ |
|

Subject”  |Conferencs information: Quarterly sales mesting

Hella,

vou have successfully scheduled the following conference:

Conference name: Guarterly sales meeting
Start Date and Time: 2008-04-04 10:00 (Europe/Prague)
Conference duration: 120 minukes

Maximurn number of partidpants: 3

Host access code: 4633
Guest access coder 9698

Please go to the conferencing self-care page to change parameters of
this conferance,

If you would like to send your own invitation to attendees, please include
the following information between the dotted lines:

................ Copy B paste fram here..... ...
Conference name: Quarterly sales meetin

Start Date and Time: 2008-04-04 10100 (Europe/Prague)
Conference duration: 120 minutes

Access code: 9635
.................... end copy here... i

Click the #&2 Send button to send the message.
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Testing a Conference

1. Dial the conference access number from a phone and enter your
access code. Do the same from the other phones for other
participants.

2. When the conference is over, you can review the charges for the
conferencing service on the PortaBilling web interface:

xDR History For '555558" Account

> ® Close | ¥ Download Objects

& From Date [z008-04-02 | vvvy-MDD [05:40:03 AM |HHLZ:MiSS a0
5 ToDate [Mew Jrvvy-praoo [ [HH1z: Mz A
Senice | ALl i |

Show Unsuccessful Atempts [

Show =DR

xDR History For '555558" A. - ,unt

» ® Close | ¥ Download | B ®DRs Objects

Account 555558 Credits/Refunds 0.00000 USD
Fram 2008-04-02 05:40:03 Payments 0.00000USD
Ta 2008-04-02 07:01:03 Subscriptions Charged  0.00000 USD
Charged by ‘Conferencing' product Sewices Charged 0.40500 USD
Type Credit Total 0.40500 USD

Total Transactions 2

Show Totals By Services

Conferencing

Account From Description r Date Time Charged Time/Quantity, min:sec Amount, USH Refund
555558 555557 Conferencing 2008-04-02 05:44:54 10:30 0.31500
555558 555557 Conferencing 2008-04-02 05432 3.00 0.09000
Subtotal 13:30 0.40500
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PortaUM Configuration

PortaUM provides a unified configuration tool. Even if a system consists
of several components, using different technologies and configuration
methods, you need only edit one simple configuration file. This master
configuration file is then used by PortaOne configuration scripts to
manage and provision other modules, e.g. IMAP, MWI, IVR applications,
and so on.

porta-um.conf

This is the only file you need to edit in order to modify PortaUM
parameters. Every row starting with a # is considered to be a comment;
other lines will contain VAR=VALUE pairs, separated by an equal sign
(=). This file is created automatically during installation. Thus, assuming
you provided the correct parameters during installation, you will not have
to change anything. However, you might want to examine certain defaults
and change them to values more appropriate to your business.

Note: As always, if you are not certain what the various parameters mean and what
they do, please contact our support team first for clarification, and let them assist you
in making the appropriate changes.

Variable ‘ Description

Global
The default voicemail password for new
accounts. Initially 777, but can later be

DefaultPassword changed by customers on their self-care
interface.

DefaultOffset 15

TmpDir PortaUM system temp directory; default:
/var/tmp

AttachDir PortaUM system upload directory; default:
/var/tmp/upload

FilePath /home/porta-um/apache

PasswdRecoveryURL https://193.28.87.35:8445/forgot.html
DefaultAlwaysPasswor | Default: no.

d
Web
The BrandPane option places the contents
of a given file at the top of the PortaUM
BrandPane web interface. If, for example, you choose

“BrandPane=/brandpane.html”, then this
file must be placed under the web server
document root (e.g. /home/porta-
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um/SquirrelMail/brandpane. html).

JavaPolicyInstallerURL

http://www.portaone.com/resources/Por
taUM Client 1.0.exe

RechargeVoucher

MaxVoucherLen

Maximum length of voucher number;
default: 11.

MinVoucherLen

Minimum length of voucher number;
default: 11.

DebitCard

MaxCardLen

Maximum length of card number; default:
11.

MinCardLen

Minimum length of card number; default:
11.

AniAuth

Is ANI authentication enabled? Default: no.

ManualAuth

Is manual authentication enabled? Default:
yes.

MaxLoginAttempts

Maximum number of attempts to enter a
card number; default: 3.

MaxDialAttempts

Maximum number of dial attempts within
one session; default: 3.

TollFreeAllowed

If this parameter is set to ‘false’, then the
Debit Card application will exit immediately
if the account has insufficient funds.
Default: false.

Ext<N>

Description of extensions used for the
prepaid card application. These can contain
several lines in the following format:

Ext<N>=<i env>:<extension>:<ANI
translation rule>

Where:

N - arbitrary unique number

i_env - ID of the environment

extension - extension for the prepaid
card application

ANI translation rule — a regular
expression (used only if AniAuth=yes)

Example:
Ext1=1:1234567891:s/78.*(.)$/88888888
8s1/;

Voicemail

MinServers

200

Daemon

MaxServers

300 options

MinSpareServers

20 for Cisco-

MaxSpareServers

30

less setup

MinDuration

Minimum length of voice message, in
seconds. If the voice message is shorter or
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equal to the MinDuration value, the
message will be canceled. The default is 3
seconds. A value equal to ‘0’ will disable
this check.

InitialPause

Initial delay in seconds before first playout;
default: no pause.

SilenceDetection

Enable silence detection during voicemail
recording; default: on.

SilenceSeconds

How many seconds of silence will result in
canceling of voicemail recording; default: 2.

FaxDetection

Enable fax detection during voicemail
recording; default: on.

MailTemplate

Mail message template. Specifies the file
that will be used as the body template for
voicemail and fax messages. Messages will
have no body if MailTemplate is not set.
Default: no message body.

Example:
MailTemplate=/home/porta-um/etc/mail-
template.txt

CleanupPeriodINBOX

Cleanup of uset's Inbox folder. All
messages older than the selected value (in
days) will be moved to the Trash folder. A
zero value disables cleanup. Default: 30.

CleanupPeriodTrash

Cleanup of user's Trash folder. All
messages older than the selected value (in
days) will be permanently deleted. A zero
value disables cleanup. Default: 30.

DefaultPromptTimeout

Default timeout for all voice prompts, in
milliseconds; default: 9000.

RecordTimeout

Default timeout for recording voicemails
and greetings, in milliseconds; default:
200000.

EnvMap

Env<N>

Parameter names (the part to the left of the
equal sign) must contain sequential
numbers, e.g. Envl, followed by Env2,
Env3, and so on. These numbers are not
the same as i_env in PortaBilling, which is
specified inside the parameter's value.
Parameter values are colon-separated

strings in the following format:
Env<N>=<i env>:<mail domain>:
<SIP_server IP>:<DNIS MailBOX>:
<DNIS MailBoxWithPass>:

<DNIS PlayBalance>:

<DNIS RechargeVoucher>

Example:

Envl=3:um.yourcompany.com:porta-
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sip:*98:1234567890:*11:*12
Env2=4:um.othercompany.com:porta-
sip2:%98:18001234567:*11:*12
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