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Porta /(SIP How to ...

to correctly estimate your RTP bandwidth needs (of course, this is only
applicable if an RTP proxy is used, otherwise the voice stream goes
directly between the SIP phone and the remote gateway). The

http:/ /www.voip-info.org/wiki-Bandwidth+consumption website
provides information regarding bandwidth consumption by voice calls,
depending on the codec used.

Do not use the “codec bitrate” in your calculations, but rather an actual bandwidth
figure which takes IP headers into account.

For example, if you anticipate a maximum of 60 simultaneous calls with
the g729 codec, you will need 31.2Kpbs * 2 * 60 = 3.7Mbps. Note that we
multiply the “one call bandwidth” not just by the total number of calls,
but also by 2, since every call will be coming both in and out of the RTP

proxy.

... enable my SIP phone or ATA to be
automatically provisioned by PortaSwitch?

First of all, you must make sure that your device supports auto-
provisioning (see APPENDIX F. SIP Devices with Auto-provisioning). Then
create the required IP phone profile and enter information about the IP
phone into the inventory. Provision the SIP service as described in this
manual, and then assign it to an available port on your IP phone in the
account info screen for a SIP account.

Enter information about the provisioning server into your IP phone’s

configuration. In some cases, you may need to restart the IP phone in
order to force a configuration update from the provisioning server.
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5 . Administration /
FAQ
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Troubleshooting Common Problems

No or one-way audio during SIP Phone - SIP Phone calls

This problem usually means that one or both phones are behind a NAT
firewall. Unfortunately, unless the RTP Proxy is turned on or certain
“smart” SIP phones/NAT routers are used, there is no way to guarantee
proper performance in such cases (see NAT Traversal section for details).

One-way audio during SIP Phone - Cisco gateway calls

This problem can occur if the Cisco GW is not configured properly.
Please check that the GW contains the following in its IOS configuration:

sip-ua
nat symmetric check-media-src

I have problems when trying to use SIP phone X made by
vendor Y with PortaSIP

Unfortunately, not all of the many SIP phones available on the market
today fully comply with the SIP standard, especially low-end products. We
use Sipura / Linksys 941 as a reference phone, and the Sipura/ Linksys —
PortaSIP combination has been thoroughly tested.

If you are unable to get your third-party vendor SIP phone working
properly, follow the instructions below:

e Make sure the phone has been configured properly, with such
parameters as account 1D, password, SIP server address, etc.
Consult the product documentation regarding other configuration
settings.

e Check the PortaSIP and PortaBilling logs to ensure that there is
not a problem with the account you are trying to use (for example,
an expired or blocked account).

e Connect the Sipura / Linksys phone or ATA to the same network
as your SIP phone. If possible, disconnect the SIP phone and use
the same IP address for the Sipura / Linksys as was previously
used by the third-party SIP phone. Configure the Sipura / Linksys
with the same account as was used on your third-party SIP phone.

e Tty to make test calls from the Sipura / Linksys.

e If you have followed the preceding steps and the problem
disappears, then this means your third-party vendor SIP phone is
not working according to the standard. Contact the vendor of the
SIP phone, and describe the problem.

e If this problem with the Sipura / Linksys persists, contact
support@portaone.com. Provide a full description of the
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problem, the ID of the account being used for testing, and the
relevant parts of the sip.log and porta-billing.log

FAQ

Why can’t my debit account initiate 3-way calling using
the features of a SIP phone such as Linksys 9417

Since 3-way calling requires 2 simultaneous outgoing SIP sessions from
one SIP telephone, debit accounts will be unable to use it, as the first
session will lock the account and not allow the second one to go through.
Therefore, if you want to enable your clients to use such services, create a
credit account for them instead or configure the overdraft protection in
PortaBilling in such way, that only a small portion of the funds would be
locked at the start of the call.

Does PortaSIP support conferencing?

You can use a 3-way calling feature, available in most SIP phones or
ATAs. The full-scale SIP conferencing requires a separate solution —
PortaOne provides a dedicated conferencing server as the PortaBridge
product.

Can you assist me in integrating SIP device X (gateway,
media server, conference server, etc.) made by vendor Y
with PortaSIP?

Yes, we can; however, you will have to purchase an additional consulting
contract. Generally speaking, there should be no compatibility problems

between PortaSIP and any standards-compliant SIP device. However, for
obvious reasons we only provide detailed setup instructions for the Cisco

AS5300 gateway.

Can | use PortaSIP with a billing system other than
PortaBilling1007?

Yes, this is possible. PortaSIP uses the standard Radius protocol to
communicate with the billing engine, and its AAA behavior was purposely
made very similar to that of Cisco IOS. So it should work with any billing
system that supports Radius and can bill Cisco gateways. However,
advanced services, such as billing-assisted routing, abbreviated dialing,
PortaUM integration, and so on, require support from the billing engine.
Detailed specifications of the protocol used to exchange information
between PortaBilling100 and PortaSIP are available upon request.
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I want to terminate my SIP customers to a vendor that
only supports H.323 traffic - what should | do?

To do this you need to use a SIP->H.323 protocol converter. Either
purchase a dedicated solution, available from a number of vendors (for
instance Mera Networks www.mera-voip.com), or use one of your 36xx

Cisco gateways with the special IOS feature called IPIPGW.

In addition to protocol conversion, you may also need convert codecs.
This is not possible with IPIPGW, but you can use the Cisco AS53XX
gateway by looping one or more pairs of E1/T1 portts on it to allow SIP-
>ISDN->H323 call flow.

Please note that, in the latter approach, one ongoing session will consume
1 timeslot in each looped E1/T1 (2 total), as well as 2 DSPs. For example,
if you have two E1 interfaces connected back-to-back, the maximum
number of simultaneous SIP sessions that you will be able to terminate to
your H.323 provider will be 30, and each such session will use 2 DSPs.

I have connected the Cisco AS53XX gateway to PSTN in
order to send calls from PSTN to my SIP accounts and
terminate calls from my SIP accounts to PSTN. How
many simultaneous sessions will it be able to handle?

A rule of thumb is that each SIP->PSTN call or PSTN->SIP call will use
up one DSP and one timeslot in E1/T1 interface. Therefore, if you have
connected your gateway to PSTN using, for example, two E1 ports, and
are using both of those ports for SIP<->PSTN, the maximum number of
simultaneous calls you will be able to handle will be 60, provided that you
have enough free DSPs in the system.

I have problems with the audio quality of SIP calls, what
can | do?

First of all, please make sure that both the user agents and SIP<->PSTN

gateway are configured for use of the same low-bitrate codec, such as
G.723.

In APPENDIX B. Cisco GW Setup for PortaSIP (COMEDLA), there are
details on how to configure Cisco IOS and Cisco ATA 186; for other SIP
phones or gateways, check the documentation supplied with the device. If
you are sure that the codec used for SIP calls is a low-bitrate one (for
example, by inspecting the gateway logs), but the quality is still
suboptimal, you need to determine where packet loss is occurring in the
media path. To do this, you can use standard network tools such as ping,
traceroute and the like. Keep in mind that for SIP UA<->PSTN calls the
RTP audio stream flows directly between SIP UA and PSTN GW, while
for SIP UA<->SIP UA calls the RTP path depends on whether or not an
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RTP proxy is enabled. If an RTP proxy is not enabled, the RTP flows
directly from one SIP UA to another. Otherwise, each RTP packet sent by
one UA goes first to the machine running PortaSIP and is then resent
from that machine to another SIP UA.

| tried to register with the SIP server, but my UA says
“registered” even if my username or password are
incorrect - is there a security breach in PortaSIP?

Of course PortaSIP does not really allow unauthorized clients onto your
network. If the SIP UA tries to register using an incorrect username or
password, or with an account which is blocked, registration will not
succeed. However, UA will still receive registration confirmation (and this
is why you see “registered” in the UA). But if you try to make an outgoing
call it will be diverted to the media server, where the appropriate message
will be played (e.g. “This account does not exist” or “Account is
blocked”). This allows SIP registration’s troubleshooting to be greatly
simplified.

Keep-alive functionality does not work with my XXX
brand SIP phone

Your SIP phone must correctly respond to keep-alive re-INVITE
requests. If it does not support this functionality, then it may either not
reply at all to these requests, or (even worse) assume that this is a new
incoming call. If PortaSIP detects that the SIP UA has not answered the
first keep-alive (at the very beginning of the call, when the SIP phone
should presumably be online), then it assumes that the SIP UA does not
support this functionality, and disables keep-alives for this session. In any
case, it is recommended to choose a SIP UA which supports re-INVITEs

(e.g. Sipura).

| do not want to use an RTP proxy (since it will increase
the amount of required bandwidth); can | use STUN
instead?

The STUN RFC (http://www.faqgs.org/rfcs/rfc3489.html) states:
“This protocol is not a cure-all for the problems associated with NAT”.
STUN is merely a service that can be installed on a server such as
PortaSIP, allowing a STUN-enabled SIP phone to communicate with it
and detect the type of firewall it is behind and the public IP address of the
NAT router. Thus, a SIP phone may obtain certain information by
communicating with a STUN server, but this will not have any effect on
the way NAT handles IP packets traveling to or from the phone. In the
case of a “cone” firewall, STUN information may help the SIP phone to
determine in advance which IP address and port the remote party can use
to communicate with it. However, in the case of a “symmetric” NAT this
will not work, and so an RTP proxy is still required. Moreover, since this
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is a relatively new technology many phone vendors have not implemented
the STUN functionality in its entirety, or completely correctly.

So, theoretically, STUN may be used in conjunction with PortaSIP’s RTP
proxy: if a phone detects that it can bypass NAT via STUN, it will act as if
it were on a public IP address, and the RTP proxy will not be engaged.
Unfortunately, in practice activating STUN only makes matters worse,

due to flaws in STUN implementation for IP phones.

Using two different approaches to handling NAT concurrently is the
same as adding flavorings (salt, pepper, etc.) to a stew by following several
recipes from different cookbooks at the same time: even a slight mix-up
will probably result in your adding some of the seasonings twice, while
not putting others in at all — and the result will be something which no
one can eat. Currently, one very common problem situation is that where
a SIP phone is behind a symmetric NAT and obtains its public IP address
from STUN, putting this into the contact information. This confuses the
RTP proxy, since PortaSIP regards the SIP phone as being on a public IP
address, so that no RTP proxy is used; the result is one-way audio.

So, the simplest answer is: yes. You can use STUN to avoid usage of an
RTP proxy in some cases. At the present moment, however, due to
unreliable STUN support on the IP phone side, the safest option is to
avoid using STUN.
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6 . Appendices
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APPENDIX A. Supported SIP RFCs

REC 3261 (“SIP: Session Initiation Protocol”) — supported, with
the limitation that the SIP URL domain is ignored in the incoming
requests.

RFC 4566 (“SDP: Session Description Protocol”), RFC 2327
(“SDP: Session Description Protocol”) — supported, with the
limitations and relaxations provided for SDP under SIP.

RFC 3262 (“Reliability of Provisional Responses in the Session
Initiation Protocol (SIP)”) — supported.

RFC 3263 (“Session Initiation Protocol (SIP): Locating SIP
Servers”) — supported.

RFC 3264 (“An Offer/Answer Model with the Session
Description Protocol (SDP)”) — only the early model is supported.
RFC 3265 (“Session Initiation Protocol (SIP)-Specific Event
Notification”) — supported in the presence server and emulated in
the B2BUA.

RFC 3323 (“A Privacy Mechanism for the Session Initiation
Protocol (SIP)”) — supported in part.

RFC 3324 (“Short Term Requirements for Network Asserted
Identity), 3325 (Private Extensions to the Session Initiation
Protocol (SIP) for Asserted Identity within Trusted Networks™) —
supported.

RFC 3428 (“Session Initiation Protocol (SIP) Extension for
Instant Messaging”) — supported.

RFC 3489 (“STUN - Simple Traversal of User Datagram Protocol
(UDP) Through Network Address Translators (NATs)”) —
supported.

RFC 3515 (“The Session Initiation Protocol (SIP) Refer Method”)
— supported.

RFC 3581 (“An Extension to the Session Initiation Protocol (SIP)
for Symmetric Response Routing”) — supported.

RFC 3842 (“A Message Summary and Message Waiting Indication
Event Package for the Session Initiation Protocol (SIP)”) —
supported.

RFC 3891 (“The Session Initiation Protocol (SIP) "Replaces"
Header”) — supported.

RFC 4244 (“An Extension to the Session Initiation Protocol (SIP)
for Request History Information”) — supported.
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APPENDIX B. Cisco GW Setup for PortaSIP
(COMEDIA)

sip-ua
nat symmetric check-media-src

APPENDIX C. Client’s Sipura Configuration
for PortaSIP

1. First, you need to know the SPA IP address. Via a touchtone
telephone attached to the phone port on the SPA, press the
star key four times (****). Then type 110# and the IP address
will be announced.

2. Run a Web browser application on the same network as the
SPA. Open a session in the SPA by typing http://<spa ip
address>/admin/advanced.

3. Choose the specific phone port (click on Line 1, Line 2 or
another tab).

4. Provide values for the required parameters, which include:

a. in Proxy and Registration:
i. Proxy — PortaSIP address (or hostname)
i. Register — yes
b. in the Subscriber information part:
1. Display Name — your identification (e.g.
John Doe; this will be seen by the called
party)
i. User ID — SIP account ID
iii. Password — VoIP password for your SIP
account
tv. Use Auth ID — no
5. Submit all the changes and update the SPA configuration.
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SIPURA

technology, inc

System Information
DHCP:

Host Mame:

Current Metrmask:
Primary DMNS:
Secondary DNS:

Product Information
Product Marme:
Software Version:
MAC Address:

System Status

Current Time:
Eroadcast Pkts Sent:
Broadcast Pkts Recy:
Eroadcast Plits Dropped:
RTP Packets Sent:

RTP Packets Recy:

SIF Messages Sent:

SIP Messages Recvy:
External 1P:

Line 1 Status
Hook State:

Last Registration At:
[Message Waiting:
Last Called Murnber:
Mapped SIF Port:
Call 1 State:

Call 1 Tone:

Call 1 Encader:

Call 1 Decoder:
Call 1 Fax:

Call 1 Type:

Call 1 Rermote Hold:
Call 1 Callback:
Call 1 Peer Mame:
Call 1 Peer Phone:

Enabled

SipuraSPa

255.255.,255.0

192 168.0.192

207.102.99.66 207.102.99.82

SPA-2000
2.0.10(e)
000E0BAB4 638

1/8/2003 14:17:56
0
S606EE

1}
3074
2341
1724
362

on

1/8/2003 14:07:33
Mo

16044680035

1dle
Mone

Siptra Phone Adapter Configuration

Info | System | SIF | Provisioning | Regional | Line 1| Line 2 | User 1 | User 2

Current IP:
Domain:
Current Gateway:

Serial Mumber:
Hardware Version:
Client Certificats:

Elapsed Time:

Broadcast Bytes Sent:
Broadcast Bytes Recw:
Broadcast Bytes Dropped:
RTP Bytes Sent:

RTF Bytes Recy:

SIP Bytes Sent:

SIP Bytes Recy:

Registration State:
MNext Registration In;
Call Back Active:
Last Caller Nurnber:

Call 2 State:

Call 2 Tone:

Call 2 Encoder:
Call 2 Decoder:
Call 2 Fax:

Call Z Type:

Call 2 Rermote Hold:
Call 2 Callback:
Call 2 Peer Name:
Call 2 Peer Phone:

User Login  basic | adwance:

192.168.0.88
portacne com
192.166.0,192

B8012BARGOGEE
2.0,1{0905)
Installed

4 days and 02:23:13

o
34950083
o

120568
54292
1167889
166405

Registered
2947 s
Mo

Idle
Mone
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Metwork Settings

SIP TOS/DiffSery Yalue: 0x68 Metwarl Jitter Level: high “
RTP TOS/DiffSery Value: 0xb&

SIP Settings

SIP Port: 5060 SIP 100REL Enahble: noo W

ExT SIP Port: Auth Resync-Reboot: yes ¥

SIP Debug Option: none v

Call Feature Settings
Blind Attn-xfer Enable: no W MOH Server:

xfer When Hangup Canf: YES ¥

Proxzy and Registration

Procy: 216.231.44 168| Use Outhound Proxy: no W
Cutbound Proxy: Use OB Proxy In Dialog: yes ¥
Register: yes W Make Call without Reg: no W
Register Expires: 3600 Ans Call without Req: no W
Use DS SRY: no ¥ DMS SRY Auto Prefix: no ¥
Procxy Fallbacl Intvl: 3600

Subscriber Information

Display Mame: User ID: 1206001236
Password: A A A A Use Auth ID: no W
Auth ID:

Mini Certificate:
SRTP Private Key:

Supplementary Service Subscription

Call Waiting Serv: YES ¥ Block CID Sery: YES |V
Block ANC Serv: yes W Dist Ring Serv: yes W
Cfiud All Serv: yes W Cfiwd Busy Sery: yes W
Cfwd Mo Ans Serv: YES ¥ Cfwd Sel Serv: YES |V
Cfiud Last Serv: yes W Block Last Sery: yes W
Accept Last Serv: yes (v DHD Seryv: yes v
CID Sery: yEs W CWCID Serv: yEs W
Call Return Serv: yas W Call Back Serv: yes W
Three Way Call Serv: yes ¥ Three Way Conf Sery: yes ¥
Attn Transfer Serv: yes W Unattn Transfer Serv: yes W

APPENDIX D. Configuring Windows
Messenger for Use as a SIP User Agent

The following instructions apply to Windows Messenger version 5.0.
1. Start Windows Messenger, and select “Options...” from the
“Tools” menu
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—
My add a Contack, ..
I& w Por Manage Conbacts
Manage Graups [
¥ Click here
Expetience  Sort Contacts By L4
% Coworkn v Show Ackions Pane
¥ Customy  Show Tabs »
¥ Other Ci ¥ Use Windows Caolor Scherme
¥ All Cont.  Ahwayson Top
Audio Tuning Mizard. ..

# - Windows Messenger M=] E3 |

File Actions | Tools Help

-+ Add a Conkact

2. Check the “My contacts include users of a SIP Communication
Service” check box. Enter your “Sign-in name” as shown, in the
form username(@address, where username is the name of the
appropriate account in PB and address is either the IP address of
the PortaSIP server or its name in DNS. Then click the
“Advanced...” button.

Dptions

F'ersonall F'honel F'referencesl Privacy Accounts |E0nnecti0n|

MET Pazsport Account Signedln  —
ﬁﬁ' ¥ty contacts include users of MET Messenger Service

SIP Communications Service Account————  Signedln —

3 v My contacts include users of a SIP Communications Service
-

Sign-in name: ID'I'ISDDD@demo.pmtaune.curr Advanced... |

Exchange Account Mot Signed In —

[~ My contacts include users of Exchange Instant Messaging

-+ Signi-in name; Sdvanced... |

(] I Cancel Help
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Click the “Configure settings” radio button and enter the “Server
name of IP address” using either the IP address of the PortaSIP
server or its name in DNS. Make sure that the “UDP” radio
button is selected, then click OK.

SIP Communications Service Connection Configuration

Select which method should be uzed to configure your connection to a
Communications serice:

£ Automatic configuration

r:. o

Server name of |P address; |[demo.portaone. conm

Caonnect using:

" 1CP
" TLS
+ UDP

(1] I Cancel Help |

Sign out and then sign in again. You should see the pop-up dialog
below. Fill it in as follows: “Sign-in name” in the form
username@address, whete username is the name of the appropriate
account in PB and address is either the IP address of the PortaSIP
server or its name in DNS. Enter the name of the appropriate PB
account as the “User Name” and the appropriate account
password as the “Password”, then click OK. You should now see
your status change to online.

Sign In to a SIP Communications Service E |

Enter your gsign-in name, wuzer name, and pazsword ko zigh in to
demo.portache. com.

Sigr-in name:; IEI1 180002 demo. portaone, com

zer name: I':rI 18000

Pazsword:

Example: zomeonei@example. com

Examplez: domainhusemames
zomeone@example. com

k. I Cancel

© 2000-2011 PortaOne, Inc. All rights Reserved. www.portaone.com 104



Porta (SIP Appendices

5. To make a call, click the “Action” item in the main menu, then
select “Start Voice Conversation”. Click the “Other” tab, making
sure that “Communications Service” is selected in the drop-down
Service box, and enter the phone number in the “Enter e-mail
address:” field, as shown below. Finally, click “OK” to place a call.

&; Start a Yoice Conversation E

) “{\ /M&' Contacts /cher L

Enter the e-mail addresz of the person you want to contact,

Type the person's complete e-mail address:

|1 -B04-5218277

Select the zervice that thiz person uses:

SIP Communications Service j

ok Cancel |

APPENDIX E. SJPhone Configuration for
PortaSIP

1. First, you need to have the SJPhone installed on your machine. After
the installation, start the SJPhone software and the following login screen

will be displayed.
. (]
|5 Service: PortaOne
Please enter this information to initialize the service profile _OK
Account: 123456789
Password: sesncsses
Save service information permanently
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2. Key in the Account ID and password for the PortaSIP and press OK.
SJPhone display should be similar to the one in the following snapshot,

showing the account balance in “Ready to call” state. The phone is ready
to be used.

3. Right click on the softphone and press “Login...” to change or make
corrections to the Account/Password.
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APPENDIX F. SIP Devices with Auto-
provisioning

Currently, PortaSwitch can auto-provision the following SIP
phones/ATAs:

e Cisco ATA 186 (firmware versions 2 and 3)

e Sipura 1001

e Sipura 2000

e Sipura 2002

e Sipura 2100

e Sipura 3000

e Linksys PAP2

e Linksys RTP-300

e Linksys/Sipura SPA-2102

e Linksys SPA-941

e Linksys SPA-942

e Linksys SPA-921

e Linksys SPA-922

e Linksys SPA-3102

e Linksys SPA-962

e Linksys WRT54GP2

e GrandStream GXW400x

e GrandStream HT286

e GrandStream HT486

e GrandStream HT488

e GrandStream HT496

e GrandStream HT502

e Thomson TWG850 (only eMTA part)

We are constantly working to extend the list of supported IP devices. If
the IP phone you plan to use is not listed here, please contact us — it may
already be scheduled for a future release, or we may include it at your
request.
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