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&

4. Enter the provisioning information.
e In the Profile Rule field, enter:

[--key $Blhttp://PB_SLAVE SERVER/$A/SMA.cfg

(replace PB_SLAVE_SERVER with the actual hostname or IP
address of your PortaBilling100 slave server; for instance, the
actual value in the field might be: [--key
$B]http://demo.portaone.com/$A/$MA.cfg).

e In the GPP A field, enter the numeric ID of the environment
(i_env).

e If you plan to use encryption for the configuration files, enter the
secret key in the GPP B field.

5. Apply the changes by clicking Submit All Changes at the bottom of
the page. After reboot, the device will request the configuration file
from the server via the http protocol, and all profile parameters will

be applied.

Advanced Provisioning Tips

In order to understand provisioning in depth, you have to know
something about the internal processes of configuration file generation.

Auto-provisioning is a built-in function of an IP phone, allowing the
device to download its configuration from an external server via the
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HTTP or TFTP protocols. Different IP phones use a different set of
configuration parameters and a different format for the configuration file.
In addition, many IP phone manufacturers require the configuration file
to be processed by some proprietary utility (profile compiler) before it can
be supplied to the IP phone.

PortaBilling initially processes each account with an associated IP phone
and creates a parameter-value plain-text file located in /usr/home/porta-
admin/profile. This file then becomes the source for the manufacturer’s
configuration compiler. The result of the compilation (i.e. the file to be
downloaded by the IP phone) is placed in /usr/home/porta-
admin/apache. For convenience in the initial setup, /usr/home/porta-
admin/apache/htdocs is the root directory for the default web host, so
any IP phone can access its configuration file just by sending a request to
the http-port of the PortaBilling100 slave server.

For phones that do not support http provisioning, you may use the TFTP
protocol. The main disadvantage of TFTP is that it has a higher chance of
being blocked by a firewall. There is no support for subdirs in the TFTP
provisioning server path, so all provision configs are stored without a
$env-subfolder in /home/ porta-admin/ apache/ htdocs, unlike other UA profile
configs.

You may change the default location for storing configuration files:
1. To change the http-root dir, edit the DocumentRoot parameter for port

80 in the Apache host’s configuration file:
/usr/local/etc/apache/porta.httpd.conf:
<VirtualHost default :80>
DocumentRoot "/home/porta-admin/apache/htdocs/"
Options ExecCGI
DirectoryIndex index.pl
</VirtualHost>

Note: If you change this value you must make corresponding changes in an additional
list of configuration files. Do not forget to restart the Apache server afterwards.

2. To change the PortaBilling output directory for compiled profiles, edit
the section [UA_Profiles] ResultDir parameter in the
/usr/home/porta-admin/etc/porta-admin.conf file.

3. To change the PortaBilling result dir for intermediary (non yet
compiled) text files, edit the section [UA_Profiles] Dir parameter in
the /usr/home/porta-admin/etc/porta-admin.conf file.

4. 'To change the tftp-server root path for devices which only have
TFTP-protocol support, edit the /etc/inetd.conf file and the -s
inline parameter for tftpd-server startup. Do not forget to restart inetd
afterwards.
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APPENDIX A. Clients’ Cisco ATA 186
Configuration for PortaSIP

UIDO0 [CLIENT’S ACCOUNT ID (PHONE NUMBER) 1]

PWDO [CLIENT’S PASSWORD FOR ACCOUNT ID 1]

vIbl [CLIENT’S ACCOUNT ID (PHONE NUMBER) 2]

PWD1 [CLIENT’S PASSWORD FOR ACCOUNT ID 2]

GkOrProxy [IP ADDRESS OF SERVER RUNNING PORTASIP]

Gateway 0.0.0.0

GateWay2 0.0.0.0

UseLoginID 0

LoginIDO 0

LoginIDl 0

ALGK 0.0.0.0

AltGKTimeOut 0

GkTimeToLive 300

GkId X

UseSIP 1

SIPRegInterval [{1§()

MaxRedirect 5

SIPRegOn 1

NATIP 0.0.0.0

SIPPort 5060

MediaPort [DIFFERENT FOR EACH CLIENT AS DESCRIBED IN THE SETUP
GUIDELINES]

OutBoundProxy |).0.0.0

NatServer [IP ADDRESS OF SERVER RUNNING PORTASIP]

NatTimer Oxle

LBRCodec 0

AudioMode 0x00150015

RxCodec 0

TxCodec 0

NumTxFrames 1

CallFeatures OxfFEFEFff

PaidFeatures Ox fFEFEFff

CallerIdMethod |)xc()(019e60)

FeatureTimer 0

Polarity 0

ConnectMode 0xe0400

AuthMethod 0

TimeZone [SEE CISCO ATA 186 DOCUMENTATION FOR ENTERING CORRECT
VALUE]

NTPIP 192.43.244.18
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ALENTPIP 131.188.3.222
DNS1IP 0.0.0.0
DNS2IP 0.0.0.0
UDPTOS 0xb8
SigTimer 0x64
OpFlags 0x62
VLANSettings 0x2b
NPrintf 0.0.0.0
TraceFlags 0

The manufacturer’s default values are assumed for all options not listed

here.

APPENDIX B. Configure Cisco ATA Using
ATA Expert

Cisco ATA could be configured from the web interface accessible at
http:/ /<ata-IP-address>/dev. However, this web interface is designed
to be used by experts, and parameter values must be entered in the
protocol-specific format (e.g. 0x00150015). You may find more

information at:

http:/ /www.cisco.com/en/US/products/hw/gatecont/ps514/prod
ucts_configuration_example09186a00800c3a50.shtml

However, this complicated way of entering the parameters makes it
virtually impossible for end-users to employ.

sddress | &) http://192.168.0, 16/dev

v Gn Links

Cisco ATA 186 Configuration

UTPassword:
TseThp:
Ciglnterval
Dhep:
StaticRoute:
TUID0:

UD1:
GkOrProzy:
GateWay?2,
LoginlD0:
AlGle:

Gl TimeToLive
TselIP:
IMaxRedirect:
NATIP:
MediaPort:
NatServer:

LERCodec:

.
1

3600

]

192.166.0.3
12027810001

1]
demo.portaone.cam
0.0.0.0

]

1]

300

1

5

0000

16384

demo portaone.cam

[1]

ToConfig:
ThpTTRL:
EncryptEey:
StaticIP:
StaticlVetMaslc:
PWDO:

PWDI1:
Gateway.
UseLogmlD:
LognlD1
AlGkTime Out:
GhId
SIPReglnterval:
SIPRegOn:
STPPort
OutBoundProxy:
MatTimer:
AudioMede:

1

0

.
192.168.018
266.256.255.0

180

1

5060

demo portaone.com
0x0000007e

0x0015001%
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Fortunately, PortaBilling provides a safe and user-friendly way to

configure your Cisco ATA from the web interface via Cisco ATA

Expert:

1. In the Management section of the Admin-Index page, choose Cisco
ATA Expert.

2. Type in your Cisco ATA IP address, as well as the administrator’s
password if you have set up one.

E A Cisco ATA Expert Login

» | @ Close M Logout
?
e —

NOTE: The PortaBilling ATA Expert needs to communicate directly with the Cisco ATA.
So make sure that the ATA is connected to the network and configured with an IP
address. This IP address must be either a public IP address (accessible from anywhere
on the Internet) or a private IP address (e.g. 192.168.xxx.xxx) which is accessible
from the PortaBilling web server.

3. You can browse current configuration parameters on the expert
screen.

M Cisco ATA Expert

* | ld Save | [0 Save&Close | ® Close | © Reset | % Reload 195.140.247.242:3333 | M Logout

Version v3.1.1 atasip (Build 040629%)  MAC 09.232.142.49.238 (00:09.ES:8E31 EE)
P 195.140.247.242:3333 Mode Ef

P ‘ NTP | Accounts | Codecs & DTMF ‘ Fax | Debug ‘ SIP | Call Features | FXS ‘ Timeouts | Ring & Tones | Provisioning ‘ Other |

DHCP WLAN

Do Mot Reguest Option 150 O Use YLAN IP Encapsulation O
Request Hostname O TCP Cas (802.1F priofty)

P | UDP Co (802.1P priority)
Metmask l:l User-specified 802.1Q YLAN ID
Default Route 1] CIEIQD b ]
Use DHCF Server-Supplied DNS [

Primary DNS

Secondary DNS

IP precedence (ToS bif) of UDP packets

Request High Reliability [l

Request High Throughput O

Request Low Delay .

Datagram Precedence

G H Cisco ATA Expert

» | e save | [l Save & Close | @ Close Reset | © Reload 195.140.247.242:3333 | M Logout

Version v3.1.1 atasip (Build 0406284  MAC 0823214248238 (00:0%:E8:8E:31°EE)

[ 185,140,247 242:3333 Mode [stp_ v
IP | NTP | Accounts | Codecs & DTMF ‘ Fax | Debug ‘ SIP | Call Features | FXS ‘ Timeouts | Ring & Tones ‘ Provisioning ‘ Other |

LBR Codec G.711 RTP payload type

RTP Frame Size, ms Dynarnic Type 126/127 ®
TxCodec Preference Standard Type 0/¢ (@]
RxCodec Preference C. v

Send A Ringback Tone To The Caller O

Mix Audio And Call Walting Tane During A Gall []

Phane 1 Phone 2

G.711 Silence Supression G.711 Silence Supression

G.711 Only 0 G.711 Only m}

DTMF Relay DTMF Relay
Hookflagh Relay Hookflash Relay

4. Press d Save to save the new configuration to the ATA.
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APPENDIX C. Client’s Sipura Configuration
for PortaSIP

1. First, you need to know the SPA IP address. Via a touchtone
telephone attached to the phone port on the SPA, press the
star key four times (****). Then type 110# and the IP address
will be announced.

2. Run a Web browser application on the same network as the
SPA. Open a session in the SPA by typing http://<spa ip
address>/admin/advanced.

3. Choose the specific phone port (click on Line 1, Line 2 or
another tab).

4. Provide values for the required parameters, which include:

a. in Proxy and Registration:
i. Proxy — PortaSIP address (or hostname)
i. Register — yes
b. in the Subscriber information part:
1. Display Name — your identification (e.g.
John Doe; this will be seen by the called
party)
i. User ID — SIP account ID
iii. Password — VoIP password for your SIP
account
tv. Use Auth ID - no
5. Submit all the changes and update the SPA configuration.
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SIPURA

technology, inc

Siptra Phone Adapter Configuration

Info | System | SIF | Provisioning | Regional | Line 1| Line 2 | User 1 | User 2

System Information
DHCP:

Host Mame:

Current Metrmask:
Primary DMNS:
Secondary DNS:

Product Information
Product Marme:
Software Version:
MAC Address:

System Status

Current Time:
Eroadcast Pkts Sent:
Broadcast Pkts Recy:
Eroadcast Plits Dropped:
RTP Packets Sent:

RTP Packets Recy:

SIF Messages Sent:

SIP Messages Recvy:
External 1P:

Line 1 Status
Hook State:

Last Registration At:
[Message Waiting:
Last Called Murnber:
Mapped SIF Port:
Call 1 State:

Call 1 Tone:

Call 1 Encader:

Call 1 Decoder:
Call 1 Fax:

Call 1 Type:

Call 1 Rermote Hold:
Call 1 Callback:
Call 1 Peer Mame:
Call 1 Peer Phone:

Enabled

SipuraSPa

255.255.,255.0

192 168.0.192

207.102.99.66 207.102.99.82

SPA-2000
2.0.10(e)
000E0BAB4 638

1/8/2003 14:17:56
0
S606EE

1}
3074
2341
1724
362

on

1/8/2003 14:07:33
Mo

16044680035

1dle
Mone

Current IP:
Domain:
Current Gateway:

Serial Mumber:
Hardware Version:
Client Certificats:

Elapsed Time:

Broadcast Bytes Sent:
Broadcast Bytes Recw:
Broadcast Bytes Dropped:
RTP Bytes Sent:

RTF Bytes Recy:

SIP Bytes Sent:

SIP Bytes Recy:

Registration State:
MNext Registration In;
Call Back Active:
Last Caller Nurnber:

Call 2 State:

Call 2 Tone:

Call 2 Encoder:
Call 2 Decoder:
Call 2 Fax:

Call Z Type:

Call 2 Rermote Hold:
Call 2 Callback:
Call 2 Peer Name:
Call 2 Peer Phone:

User Login  basic | adwance:

192.168.0.88
portacne com
192.166.0,192

B8012BARGOGEE
2.0,1{0905)
Installed

4 days and 02:23:13

o
34950083
o

120568
54292
1167889
166405

Registered
2947 s
Mo

Idle
Mone
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Metwork Settings

SIP TOS/DiffSery Yalue: 0x68 Metwarl Jitter Level: high “
RTP TOS/DiffSery Value: 0xb&

SIP Settings

SIP Port: 5060 SIP 100REL Enahble: noo W

ExT SIP Port: Auth Resync-Reboot: yes ¥

SIP Debug Option: none v

Call Feature Settings
Blind Attn-xfer Enable: no W MOH Server:

xfer When Hangup Canf: YES ¥

Proxzy and Registration

Procy: 216.231.44 168| Use Outhound Proxy: no W
Cutbound Proxy: Use OB Proxy In Dialog: yes ¥
Register: yes W Make Call without Reg: no W
Register Expires: 3600 Ans Call without Req: no W
Use DS SRY: no ¥ DMS SRY Auto Prefix: no ¥
Procxy Fallbacl Intvl: 3600

Subscriber Information

Display Mame: User ID: 1206001236
Password: A A A A Use Auth ID: no W
Auth ID:

Mini Certificate:
SRTP Private Key:

Supplementary Service Subscription

Call Waiting Serv: YES ¥ Block CID Sery: YES |V
Block ANC Serv: yes W Dist Ring Serv: yes W
Cfiud All Serv: yes W Cfiwd Busy Sery: yes W
Cfwd Mo Ans Serv: YES ¥ Cfwd Sel Serv: YES |V
Cfiud Last Serv: yes W Block Last Sery: yes W
Accept Last Serv: yes (v DHD Seryv: yes v
CID Sery: yEs W CWCID Serv: yEs W
Call Return Serv: yas W Call Back Serv: yes W
Three Way Call Serv: yes ¥ Three Way Conf Sery: yes ¥
Attn Transfer Serv: yes W Unattn Transfer Serv: yes W

APPENDIX D. SJLabs Softphone
Configuration for PortaSIP

1. First, you need to install the SJPhone on your machine. Following
installation, launch the SJPhone software. The following login screen will
be displayed.

| Service: PortaOne
Please enter this information to initialize the service profile
Account: 123456735

Password: LITIITTTL]

Save service information permanently
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2. Key in the account ID and password for PortaSIP and press OK. The
SJPhone display should be similar to the one in the illustration below,

showing the account balance in “Ready to call” state. The phone is now
ready to be used.

3. Right click on the softphone and press “Login...” to change or make
cotrections to the account/password.

APPENDIX E. Configuring Windows
Messenger for Use as a SIP User Agent

The following instructions apply to Windows Messenger version 5.0.
1. Start Windows Messenger, and select “Options...” from the
“Tools” menu
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# - Windows Messenger H=] 3
File Actions | Tools Help
—

My © &dd a Contack,.,
& w Por Manage Conbacts
|

Manage Graups [
¥ Click here
Expetience  Sort Contacts By L4
% Coworkn v Show Ackions Pane
¥ Customy  Show Tabs »
¥ Other Ci ¥ Use Windows Caolor Scherme
¥ AllCont.  AlwaysonTop

Audio Tuning Mizard. ..
Options, ..

-+ Add a Conkact

2. Check the “My contacts include users of a SIP Communication
Service” check box. Enter your “Sign-in name” as shown, in the
form username(@address, where username is the name of the
appropriate account in PB and address is either the IP address of
the PortaSIP server or its name in DNS. Then click the
“Advanced...” button.

Dptions

F'ersonall F'honel F'referencesl Privacy Accounts |E0nnecti0n|

MET Pazsport Account Signedln  —
ﬁﬁ' ¥ty contacts include users of MET Messenger Service

SIP Communications Service Account————  Signedln —

3 v My contacts include users of a SIP Communications Service
-

Sign-in name: ID'I'ISDDD@demo.pmtaune.curr Advanced... |

Exchange Account Mot Signed In —

[~ My contacts include users of Exchange Instant Messaging

-+ Signi-in name; Sdvanced... |

(] I Cancel Help
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3. Click the “Configure settings” radio button and enter the “Server
name of IP address” using either the IP address of the PortaSIP
server or its name in DNS. Make sure that the “UDP” radio
button is selected, then click OK.

SIP Communications Service Connection Configuration

Select which method should be uzed to configure your connection to a
Communications serice:
£ Automatic configuration

i»

=

Server name of |P address; |[demo.portaone. conm
Caonnect using:

" 1CP
" TLS
+ UDP

(1] I Cancel Help |

4. Sign out and then sign in again. You should see the pop-up dialog
below. Fill it in as follows: “Sign-in name” in the form
username@address, whete username is the name of the appropriate
account in PB and address is either the IP address of the PortaSIP
server or its name in DNS. Enter the name of the appropriate PB
account as the “User Name” and the appropriate account
password as the “Password”, then click OK. You should now see
your status change to online.

Sign In to a SIP Communications Service E |

Enter your gsign-in name, wuzer name, and pazsword ko zigh in to
demo.portache. com.

Sigr-in name:; IEI1 180002 demo. portaone, com
Example: zomeonei@example. com

zer name: I':rI 18000

Examplez: domainhusemames
zomeone@example. com

Pazsword: bbb L L)

k. I Cancel

© 2000-2008 PortaOne, Inc. All rights reserved. www.portaone.com 1 1 2



Porta lf Switch Appendices

5. To make a call, click the “Action” item in the main menu, then
select “Start Voice Conversation”. Click the “Other” tab, making
sure that “Communications Service” is selected in the drop-down
Service box, and enter the phone number in the “Enter e-mail
address:” field, as shown below. Finally, click “OK” to place a call.

-i!' Start a Yoice Conversation E |

‘-)\\ /M&' Contacts /cher L

Enter the e-mail addresz of the person you want to contact,

Type the person's complete e-mail address:

|1 -B04-5218277

Select the zervice that thiz person uses:

SIP Communications Service j

ok Cancel |

APPENDIX F. Auto-provisioned IP Phones
and Adapters

Currently the following IP devices can be auto-provisioned via
PortaSwitch:

e (isco ATA 186

o Grandstream HT-486
e Grandstream HT-488
e Grandstream HT-496
e Linksys PAP2

e Linksys WRT54GP2
e Linksys 941

e Sipura 1001

e Sipura 2000/2002

e Sipura 2100

e Sipura 3000

We are constantly working to extend the list of supported IP devices. If
the IP phone you plan to use is not listed here, please contact us — it may
already be scheduled for a future release, or we may include it at your
request.
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