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PORTA 4 Billing100° Introduction
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Date & Time Format

PortaBilling allows users to define both the input and output formats for
date and time.

Output Format

Date [oo-mm-rree | 31-1z-z003 |
Time [HH24:M1:58 |User Definead |
Date &Time  [DD-MM-vrvy HH24:M1:55 |User Defined |
Input Format

Date [eo-mm—rrer | s1-12-2008 =l
Time [HHz4:m1:58 |User Definea |

Making changes to the date and/or time format on this page enables users
to enter dates and times in the desired format throughout the entire
PortaBilling100 web interface. Correspondingly, all pages generated at a
user’s request will contain the date and time in the previously set-up
format.

Date/Time format strings are composed using specifiers which represent
the values to be inserted into the formatted string.
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In the following table, the specifiers are given in upper case. Formats are

case-insensitive.

Specifier | Value | Description
Date
DD 01-31 Day of the month
D 1-31 Day of the month without a leading 0
MM 01-12 Number of the month
MON Jan-Dec | Name of the month
MONTH | January- | Full name of the month
December
YYYY 2003 + Year
YY 00-99 Last two digits of the year
Time
HH, HH24 | 0-24 Hours
HH12 0-12 12-hour time format; requires AM/PM
Specifier
MI 0-60 Minutes
SS 0-60 Seconds
AM, PM, | AM,PM
AM/PM
Separators
A separator can be any symbol except for letters and digits, or may be left
blank
Example Value
DD/MM/YYYY 12/03/2003
MON-DD-YY MAR-12-03
HH:MI:SS 12:30:00
HH12 MI:SS WRONG! AM/PM Specifier is missing
HH12mi pM 1230 AM
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2 «» System
Management
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Company Info

The Company Info screens allow the administrator to maintain corporate
information relating to your business. This data will be included on
reports such as invoices.

G A Edit Company Info
» | save | [l Save & Close | @ Close H) Logout
‘ Contact info | Legal info ‘ Report info | Payment Systems |
Company Name IDorta Software Ltd.
Address o002 - 2181 W. 35 Ave.
Vancouver, BC
WEH 1RS
Country [ camara =l
Phone [+2 8¢ s1p voIR
Fax [+2 8¢ s1p voIR
Email [contact@portanne. cam
Weh [www. portaone, com

Contact Info

The information provided in the Contact Info tab is typically used on
reports as the primary point of contact for your vendors and customers.
This information would be the same as that which appears, for example,
on your letterhead and business cards.

Field Description
Company The conventional form of your company’s name.
Name (For example, “EasyCall, Inc.”)
Address Street address of the company.
Country The country may be selected from a drop-down list.
Phone Primary telephone number for the company.
Fax Primary fax number.
E-mail Primary e-mail contact for the company.
Web Web address of the company.
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Legal Info

& H Edit Company Info

13 il save | [l Save & Close | 3 Close P Logout

Contact info | Legal info ‘ Report info | Payment Systems |

Name [Forta saftuars Ltd.

Address [50z - z181 w. 28 Ave.

City [ancouver

Province/State [BC - British Columbia =

Postal Code IV6M 1RE

Country [camsna =

The Legal Info tab allows you to enter information about your company
that could be used for any legal transactions, e.g. for taxation purposes.

Field Description
Name Proper, legally-recognized form of the company’s
name.
Address Address where this company name is legally
registered. T'wo lines are provided.
City City in which the company is legally registered.
Province/State The province or state where the company is

registered may be selected from a drop-down list,
depending on the Country option selected.

Postal Code Postal code for the company’s registered location.
Country The country in which the company is legally
registered.

Report Info

[H=] Edit Company Info

> [ save | [gl Save & Close | ® Close [ Logout

‘ Contact info | Legal info ‘ Report info | Payment Systems |

Time Zane [americasvancouver =
Reconciliation Period lm

Tax D [ezsarzs

Curtency usD

The data contained in the Report Info tab may be used for any financial
reports, e.g. for invoicing or taxation purposes.

Field Description
Time Zone Time zone in which global reports for the
environment (e.g. Cost/Revenue Report) will be
generated.
Reconciliation One of the following: daily, weekly, bi-weekly,
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Period monthly, or semi-annually. This will also set up
the periodicity of the On-Net Reports. (See the
Statistics section below.)

TaxID Locally-designated tax number.

Currency The company’s internal currency. You can use

different currencies for your customers or
vendors, but Cost/Revenue Reports will be
generated in this currency. The value for this
parameter is set permanently for the new
environment, and cannot be changed later.

Payment Systems

The Payment Systems tab lists all existing Payment Systems, and allows
you to enter information related to payment gateways used for receiving
payments from customers. One or more Payment Systems may be utilized
for electronic payments. In order to make use of these services, you must
first register with one of the currently-supported merchants, as shown

below:
Name Web Page
2CheckOut www.2checkout.com
AuthorizeNet www.authorize.net
BankOfAmerica www.bankofamerica.com/fmerchantservices
Beanstream www.beanstream.com
Cardstream www.cardstream.com
eSec WWWw.esec.com.au
iAuthorizer www.iauthorizer.net
Ingenico www.ingenico.com.au
LinkPoint www.linkpoint.com
Network1Financial | va.eftsecure.net
PayﬂowPro www.verisign.com/products/payment.html
SurePay WWWw.surepay.com
TCLink Www. trustcommerce.com
VirtualNet www.vitalps.com
WorldPay www.worldpay.com

* Supported means that a corresponding Business::OnlinePayment plugin module is
available at www.cpan.org. This does not guarantee that the module will support all the
required features, and some extra work may be required to integrate it into the solution
and perform testing. Please contact support@portaone.com for a cutrent list of
payment modules which have been thoroughly tested and can work “out of the box”,

such as AuthorizeNet.
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To add a new Payment System, click H Add and enter the Account
Name, Login, Password and Merchant in the edit row at the top of the

listing. To edit an existing account, click (=] Edit and copy the
information from the current row to the form above. Save changes using
the bl Save button. Recurring payment allows customers to set up
periodical payments on this payment system. Payment systems with

recurring payment enabled are indicated by this icon “# .

Test Mode is a special mode of interaction with the system which is
useful during the initial setup phase, when a merchant may want to test its
setup without processing live card data.

What is Payment Processor?

Payment Processor is a real-time transaction-processing system that
functions as a payment service using a secure transaction server on the
Internet. Merchants with a valid merchant account at an acquiring bank
(“Payment System”) can use this system to submit, authorize, capture and
settle credit card or eCheck transactions without the need for a separate
transaction terminal.

Payment System basics

This section is provided for information purposes only. The terms and
conditions of your Payment System are subject to agreement between you
and your bank or merchant service provider, and should be consulted for
specific information relating to your Payment System.

A Payment System is required to accept credit cards using the system. A
Payment System is a special account with a bank that is a member of the
Visa and MasterCard associations (American Express may also be part of
your Payment System). Such a bank has been certified by the Visa and
MasterCard associations and can provide you, as the merchant, with all
the services related to your Payment System.

You must have a credit card Payment System in order to use a Payment
Processor for credit card transaction processing. A Payment Processor
system is separate from your Payment System, but it may be purchased at
the same time from the bank or merchant service provider which is
creating your Payment System.

The merchant service provider normally does the following:
e Assigns you a Payment System number.
e Sets up your Payment Processor account.

e Assigns you a Login ID and password for use with your Payment
Processor account.
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e Acts as your main point of contact for basic issues regarding your
Merchant and Payment Processor accounts.

e Enables you to add certain types of credit cards to your Payment
System.

e If the merchant service provider is also your Payment Processor
reseller, it also activates the processing capability for these cards
on your Payment Processor account.

e Deposits credit card funds to your account.

Your merchant service provider may also provide you with MID and TID
numbers. The Payment Processor does not need these numbers, but some
third-party solutions (such as certain Shopping Cart providers) may
require them.

Once your Payment System is set up and “live” on the credit card system,
you can begin accepting credit cards from customers. It is your
responsibility to configure the Payment Processor system to meet your
own needs, and to provide a hosting environment which is appropriate
for the choices you have made within the Payment Processor system.

(c) 2000-2005 Porta Software Ltd. All rights Reserved. www.portaone.com
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Access Levels

Introduction to the ACL System

Different types of users have different responsibilities within the billing
system. Some users may not be allowed to use or see certain portions of
the system. To this end, PortaBilling supports the concept of Access
Control Lists (ACL). ACLs allow the PortaBilling100 administrator to
decide, for example, that a particular sales representative can look at
customers’ data, but cannot create new customers.

ACLs allow you to control what users of your site can and cannot do.
Without such restrictions, it is almost impossible to guarantee that users
will see or change only the information that they are allowed to.

ACL Types

An access level can be one of the following:

e Account
e CC Staff

e Component (cannot be assigned to users; used only as a building
block to construct other access levels)

e Customer

e User (access level for users of the admin interface)

e Vendor

These levels are composed of permissions and, optionally, other
components. A permission is the lowest level of access control resources.
It contains a set of permissions that are granted when using a component.

The difference between a User ACL and other types is that a User ACL

will appear as an Access Level when creating a new user or modifying an
existing user’s details.
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Add User

[ [l save | [gl Save & Close | & Close Objects ) Logout

Address Info | User Interface | Life Cycle ‘ Mailing List ‘

Login e Time Zane [fmericarvancouver

Password Auto Locale Language | en - English

Access Level A i
B eper
Helpdesk

Output Forma Hew Root
To access

[E1JEY

Root —
Date M Admin Z003-12-31 -
Time [Rza:m1iss [User Definea =
Date & Time  [VW\7-MM-DD HH24:ML:55 [vser Dafinea =l
Input Format
Date [ -mm-oo [2o03-12-31 |
Time [HHza:m1 s [user Detined |

A permission is the fundamental unit of exchange in the PortaBilling100
security model. Permissions are composed of the access type, whether or
not this is an allowed action, the relevant object, and the relative attribute
of the object.

Let’s take the example of ASR reports. An access level called “Access to
ASR reports” is provided within the PortaBilling100 installation. It defines
only one permission, which appears as in the following screenshot:

G M Edit Access Level

» | @ add | @ save | (@ save& Close | ® Close Objects Il Logout

Name |Accass to the 'ASR' reports Type Component

Carmponent

Components | Object/attribute permissions | MNotepad |

Edit Accesstype Allow/Deny Object Attribute Delete
[reaa =] [a110w 7] | [
[&] read Allow WebFarms ASR &

>

The “Access type” is set to “Read”, and the permission is to “Allow”.

1s permission applies only to ebForms” objects which have the
This p ppl ly to “WebF ”” objects which have th
attribute “ASR”.

There are four possible access types:

e read - view the specified resource

e update - modify the resource

e insert - create new instances of the resource type
e delete - remove instances from the system

The field “Allow/Deny” defines whether this permission is being granted
or withheld.
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You should never have to provide fine-grain permission information
yourself, as all possible permissions are already encapsulated in the
components of your PortaBilling100 installation. For this reason, we will
not discuss the “Object” and “Attribute” fields further in this chapter.
However, it may be useful to know that wildcards can be used in these
fields. For example, to allow Read access to all web pages, an ACL could
be defined with the following permissions:

Access type:  “Read”
Allow/Deny:  “Allow”
Object: “WebPages”
Attribute: o

1344

As may be guessed, the in the attribute field means “all attributes”.

NOTE: Should you find it necessary to modify these basic components or create new
ones, please contact PortaOne Support. We can provide you with a list of Object and
Attribute resources, or otherwise assist you in maintaining ACLS.

Components and User ACLs

Components will be made up of zero or more permissions, and can
include other components (as dependencies). If access level ACLX
includes access levels ACL1, ACL2 and ACL3 (or, in other words, is
derived from ACL1, ACL2 and ACL3), then ACLX will contain all the
permissions defined in ACL1, ACL2 and ACL3 (along with all of the
access levels they in turn are derived from).

What happens if there is a contradiction; for example, if ACL1 denies
read access to Accounts.password, and ACL2 grants it? In such a case, the
tirst available definition will be used. Thus, in the example above, access
will be denied according to ACL1, which is first in the list of included
access levels. In addition to these, a component has several other aspects.

When editing a component, you will first see a screen as in the following
screenshot:
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[N Edit Access Level
» | [@ Save | [d SaveikClose | @ Close | [i] Show Dependencies o Logout
HName IAdmin Access Type Component
Cormponsnt
Components | Object/attribute permissions | Notepad ‘
Available Included
--iCL prototypes-—- - Company info read-only
Eookkeeper Currencies read-only
Eookkeeper access Destinations read-only
Helpdesk Nodes read-only
Helpdesk access Products full access
Retail Include-: | Repots full access Up
Retail customer access Iepresemtavives full access
Root pr— I Tariffs full access —
Seniar Trace a call
Senior CC Staff access Vendors full access
UM Adwin Customers full access
UM admin access Accounts full access
M Bookkeeper Aocess Tead #IF locacion
Mholesale Templates full access
Tholesale Exchange rates full access
Uholesale customer access Connections full access
--kcecounts-- Modify a vendor account
Access to account's self-care in Modify accessibility of a product
hooounts read-only hocess to the account info (search
hocounts read-onlyt =l Dialing rules full access Go To

Including components as dependencies within other components gives
the system its power. Here we see that the “Admin access” level is defined
by over a dozen dependant components. Note that this component does
not actually define a permission itself, but rather relies on the
implementation of its dependants.

By deriving new components from existing components in the system,
you can implement fine-grain access control and define User ACLs
specific to your operational environment.

Access Level Management Interface

We have approached this discussion of the ACL system by starting with
the fundamentals and building up your skills from there. Now we will
discuss the entry point for ACL management. On the PortaBilling100
administrative interface you will find a link to “Access Levels”. This link
takes you to the Access Level Management main screen pictured below.

This screen is similar to many others in the PortaBilling100 system,
including a search interface at the top and a results listing at the bottom.
(By default, all ACLs are shown in a paged format on this screen.) You
may search for ACLs using any combination of Name and Type.

In the results listing, you may also see the dependencies icon and delete
icon. ACLs can only be deleted when they are not in use. If a component
contains any included components, you will be able to click on the
dependencies and see search results for all dependants. The following
screenshot shows all dependants for “Accounts full access”. Note that
some of the dependants have their own dependencies.
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G M Access Level Management
» Add New | #® Close P Logout

Hame Type

I amy x| _showacts

Dependencies Hame Type Delete
Customer Care Super Senior 88 [¥]
Product Manager
Testcomponent
Test Cormpanent 2

Test Customer

HN| Access Level Dependencies 5 |
| @ addNew | @ Close P Logout

Hame Type

[ |2z ¥] __show AcLs

e @ &
[ [ [

IIIIIII@

Dependants of ‘Product Manager'

Dependencies Hame Type Delete

Test component @ E

We have already discussed the necessary parameters for creating or editing
components, but we have not yet discussed component inclusion in detail.
Each access level may have zero or more dependant components. These
components are ordered, and likewise are applied in order until the first
matching permission is reached.

A To understand this better we will use the previous example. Suppose a
user is trying to view ASR reports. His access level must allow reading of
“WebPages.ASR” (object “WebPages”, attribute “ASR”). For the sake of
simplicity, we will say that his access level includes “A”, “B”, and “C”,
where “B” allows this permission, but “C” explicitly denies it. In this case,
the user’s ability to view these reports is based on the ordering of these
components. If “B” appears before “C”, then it will work. Otherwise, he
will not have access.

This may sound complex, but in practice the user interface is quite simple.
Two columns are shown on the “Components” tab of the edit screen for
each access level. On the left, you have a list of the available components;
on the right are the components which are included. Between these two
columns you have the “Include->* and “<-Remove” buttons, which
move selected items between the two lists. As for ordering, the “Up” and
“Down” buttons on the far right-hand side of the screen allow you to
rearrange selected elements of the “Included” column. The “Go To”
button opens the edit screen for the selected component.
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Creating a New User ACL

From time to time you will find that the predefined user ACLs (Admin,
Helpdesk, and so on) offer too few or too many restrictions for a
particular class of user. In such a case, it is time to create a new user ACL.

The easiest method is to take an existing access level and create a new one
modeled on it and then modified to fit your needs. You should examine
the permissions granted to the model access level, and verify that you
want to grant access to those resources. Next, you can include other
components to suit your needs. As a style recommendation, we suggest
that you first create a component containing the dependant components
you wish to utilize. Finally, create a new user ACL which includes only
this new component. Now you can assign this ACL to new users.

The PortaBilling100 ACL management system contains style conventions
which you would be well-advised to follow:

e The name of a component should be descriptive, based on the
actions which it allows. Examples are “Delete a node”,
“Currencies read-only”, and “Access to Vendor Reports”.

e Create a new group for any components or user ACLs which you
define so as to keep them separate from PortaBilling100’s built-in
ACLs.

e By convention, when defining a new user ACL (for example,
“DemoUser”), we append “access” to the name of a component
(“DemoUser access”) to include any dependant components.

You should now have the skills necessary to implement the

PortaBilling100 security model and customize it to suit your business
environment.

Default User ACLs

PortaBilling is supplied with the following predefined ACLs:

Name Description
Root Super User, read and write access to all PortaBilling
objects
Admin Like Root user, but with some limitations:

- cannot create new users
- cannot modify company info
- read-only access to Destinations, Currencies, Nodes

Bookkeeper Read-only access to billing information (Tariffs,
Products); can change balances for
Accounts/Customers, block/unblock.; no access to
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CDRs; access to reports.

Helpdesk

Read-only access to billing information (Tariffs,
Products); can modify Customer and Account
parameters; access to Trace Call.

User Management

The User Management screen shows existing users registered in the
system, and also allows you to edit current user information and to add
and delete users. To add a new user, select the # Add button from the
pager. The user list table contains the following information and

operations:

HEEGHF

@ Add | @ Close Objects

User Management

Login
Root
Roat

andrew
cats
djason
doc-root  Admin
helpdesk Helpdesk
kapitan  Root
©
b-root

Root

=

epe

Root

]

Root

enka Root

Access Level

Access fothe ASR Reports

E-mail Status Delete
andrewd@ti.cz
deribing@portaone cam

diason

Deseription
Andrew

deribin@partaone com
ortaone.com
diason@yandex.
const@deribin.com
kapitan@poriaone.com

keeper

Dee Jason

helpdesk

Cleksandr Kapitanenko
ortaone.com
monitorg@portaone com
urasek@volny.cz
lenka@ierminal.cz

Yevheniy Yeviushenko
ROOT - created on installation please change the password

Czech Language Proofreading

[ (¥ [ [ [l (4 [ [ [ [

lenka

Column

Description

Login

The user name for login and user identification. The
user name provides a link to the edit screen for that
particular user.

Access Level

The privilege level or role assigned to the user. See the
Access Levels section for more information.

E-mail E-mail contact for the user. For convenience, this is
provided as a link, so you can send an e-mail to the user
directly from this screen.

Description A short description associated with the user.

Delete A delete button appears next to all users except for the

Root user created on installation. This permanently
deletes the user from the system.

Add/Edit User

The Add User screen allows you to enter the details to create a new user

account. The Edit
user account.

Address Info

(c) 2000-2005 Porta Software Ltd. All rights Reserved. www.portaone.com
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0 H Edit User "demoroot’

» & Save | [ Save & Close | @ Close

P Logout | B Log

Address Info | User Interface ‘ Life Cycle ‘ Mailing List | Notepad |

Campany Name [Portadne
Mr iz S M.

First Name Dee .|
Last Name Jason
Address 123 Hard Drive

ProvincerState lcz—
Paostal Code |12sT

City [pragee
CountryRegion W

Contact W
Fhane l—
Fax l—
At Phone [
At contact [
Ermal  [dasen@portsons.com |

Mate IDcc and Derno raot

Mandatory fields for user contact information:

Field Description
Description A short description of the user that will be visible on the
main User Management screen.
E-Mail An e-mail contact for this user.

User Interface

M Edit User 'demoroot’

the “Auto” button.

13 & save | &l Save & Close | @& Close b0 Logout | B Log
Address Info | [iser interface | Life Cycle | Mailing List | Notepad |
Login [d=rnaroet Time Zone [Americasvancouver =
Pagsword  [Freerees Auto Locale Language [en - English =
Access Leval IDEmE—FDDt -
Output Format
Date [eeeemm-oo [2z003-12-31 ]|
Time [HHza M1 58 [user pefinea |
Date &Tima  [rrvv-MM-DD HHZ4:ML:88 |User Defined =l
Input Format
Dale [reer-mm-po [2z003-12-31 |
Time [HHza M1 58 [User Definea =l
Field Description
Login The new user ID to be used at login and elsewhere
throughout the system.
Password The password for this login. An easy to remember

password may be automatically generated by pressing

Access Level The privileges or role associated with this user. See the
Access Levels section for more information.

Time Zone The time zone in which this user will be operating.

Language this user.

Web Interface | The language to be used on the admin web interface for
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For a description of the input and output formats, please refer to the
Common Features section.

Life Cycle

This allows the administrator to setup the user account’s activation and
expiration dates.

[H Edit User '"demoroot’

[zl Save & Close

| Address Info | User Interface ‘ Life Cycle | Mailing List | Motepad

[ Activation Date [2004-02-20  YYYY-MM-DD
il | -|
[ Expiration Date YYY-h-DD zl3lalslelzls

The account will not expire if the Expiration Date field is left blank.

Mailing List

PortaBilling dispatches e-mail alerts (e.g. error messages and notifications)
during normal production. E-mails are dispatched to each user according
to the Mailing List settings.

BEH Edit User "demoroot’

[ e save | (ol Save&Close | & Close M Logout | B Log

\ Address Info | User Interface \ Life Cycle \ Niaiiing List \ Notepad \

Enable Subject

GCC Staff Error Repons

Errorin translation rule

Fraud detection (Ack s Rej/ Err)

General billing misconfigurations

Merchant account error

Mismatch in the Destinations or Rates table
Migging critical billing information (Account/ Tariff)
Mo currency exchange rate found

Mo remote IP authentication an your gateway
Mot defined or empty Called-Station-1d
Payment error

Flease digahle Start accounting

Replication prablems

Taskrejected

Time problems (NTP / Format/ Suspicious)

o e o o e o e e o e o e o o e [ |

User Error Repart

To add different notifications for a specific user, check/uncheck one or
more boxes on the left to select multiple Subjects. The available alert
types and their conditions of activation are as follows:

Alert Type Description
CC Staff Error Reports | Customer care (your resellet’s customer
support) may discover a problem they are
unable to solve by themselves. So they may
need to escalate this problem to your
support people. When they send an error
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report from the CC web interface, it will be
received by users subscribed to this mailing
list.

Error in translation rule

A translation rule could not be properly
applied, due to a programming error.

Fraud detection (Ack /
Rej / Err)

Attempt to login more than once using the
same debit account numbet.

General billing
misconfiguration

Debit account made a call costing more than
its available funds; successful on-net call was
detected (on-net calls may be normal, but in
most cases they signal connection
misconfiguration); etc.

Merchant account error

Error received from the online payment
processor while trying to execute the
transaction.

Mismatch in

Destinations or Rates
table

The cost of a call could not be determined,
because no matching rate was found in the
specific tariff.

Missing critical billing
information (Account/

Tariff)

A call could not be billed due to missing
information (e.g. unable to identify the
account which is to be charged for the call)

No remote IP
authentication on your
gateway

It seems that your gateway accepts all
incoming VolP calls. See the “Remote IP
anthentication” chapter in the Portabilling100
User Guide vol. I for more details.

Not defined or empty
Called-Station-1D

The Called-Station-1D (DNIS) field is empty
in the request, so PortaBilling is unable to
determine which number was dialed. This
might happen due to a firmware problem on
Quintum.

Payment error

Unable to perform periodical payment
(credit card is blocked or no funds are
available).

Please disable start
accounting

The system has received start records from
the Radius client (gateway), while only stop
records are necessary for the billing.

Replication problems

Database replication may be performing
poorly or not at all.

Task rejected

A deferred task (such as Account generation)
could not be run.

Time problems (NTP /

Format / Suspicious)

This alert may be generated if we discover
that the time in the accounting record is in
the wrong format or seems suspicious (such
as a point in the future, or one too far in the

past).

User Error Report

Your customer support may discover a
problem they are unable to solve by
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themselves (e.g. only your network
administrator can do it). So they may need to
escalate this problem to your technical staff.
When they send an error report from the
web interface, it will be received by the
admin users subscribed to this mailing list.

Mailing List

The Mailing List Management page allows you to define which e-mail
alerts are to be sent to different users. (See Mailing List Subscription)

B G M Mailing List Management
» | ® Close Objects ®ll Logout | B Log
User Subject
ALL users ¥| [All vypes |
User Subject
andreww Merchant account errar
Mismatch in the Destinatians or Rates tabla

cats  --NONE-
diason  --NONE-
helpdesk --NONE--
kapilan  --NONE--
keeper  General billing misconfigurations

Select a user from the User drop-down list to view which mailing lists a
particular user is subscribed to. Select a mailing list from the Subject
drop-down list view all users subscribed to a particular mailing list.

Representatives

Your business may need to track income associated with people with
whom you have a business relationship. These people may sometimes be
employees, while in other cases they may be a dealer, a partner at a law
firm, or an independent contractor.

Each sales representative is assigned initials. Their names and initials
appear on sales forms, allowing you to associate specific sales reps with
specific sales in order to track their income.

G A Add Representative

> [ Save | [l Save & Close | ® Close ) Logout

Representative |Peter Srith

Initials :
Address info | Additional

Categorizing and Defaults

|* currency [vsp - vs Dollar v

Is Inactive []

I'o|

Tax D

|

AEEENEEE NS EEEENEEE

Time Zone | iuericasChicago

<
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[[l  Representative Management

» [# Add | & Close P Logout | B Log
Search
| [ Search ]
Initials Hame E-mail Status Delete
PS Peter Smith [¥]
WEB iieb signup ¥

Note: Once selected in the Add Representative window, the Currency
can not be changed.

Representatives do not participate in billing or revenue sharing. They are listed for
information purposes, as is required when PortaBilling is integrated into back-office
CRM for calculating commissions and so on.

Templates

The purpose of templates is to maintain all data uploaded to and
downloaded from the system. Templates automate the processing of user
input and create customized output in various data and media formats.

5 , Read more about using the Templates functionality in the PortaBilling

Template Guide, available for download from:
www.portaone.com/resources/documentation/

Add a new template

To add a new template, select the ] Add button.

E H Add Template

» | [ Save | [l Save & Close | @ Close Objects PE Logout

Mame Test Ternplate

Tvpe Tariff Upload -I
media ol Eﬂ o (el E

CSV, Routing
£S5V, Volume

Tariff Upload

Default CEV
rtest
Lest-route-ext

Field Description

Name The logical name of the template object
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Type One of the following:

- Destinations Upload (reserved for internal use)

- Destinations Download (reserved for internal use)
- Invoice

- Tariff Upload

- Tariff Download

Media One of the following media types:

a)] | CSV — Comma Separated Values

XLS — Excel

B, | Print format (HTML, PDF) — only applicable for
templates of the Invoice type

As copy of | PortaBilling is supplied with a set of default templates for
each type of document, i.e. for both information upload
and download. Documents in print format, i.e. invoices,
can only be “downloaded” from the system.

After selecting Type and Media, the list will be
populated with the default template (always on top of the
list); all existing templates with the current Type and
Media formats will be listed under the “-----” separator.

To enter editing mode for this template, save your input using the
Save&Close button. Next, select the template you would like to edit
from the Templates window.

Edit Template

G & Edit Template
- I save | (gl Save & Close | & Close Objects PH) Logout

Eﬂ Mame  [oefauk csv Media cav
sy Type Tariff Upload Timezone Auto j
[ Media [ Header | Felds [ columns |

CSY Delimiter [ tconna) =l [

CSY Text qualifier [ tdomn1e quotes) =] [

Mo Header W

Header Data Start AtRow |2

Ho Fields =

Fields Data Start At Rowr 5

Columns Data Start At Row [2

Once selected in the Add Template window, the document’s Media and
Type cannot be changed, since the information on this page is
automatically generated using these parameters.

Each Template object consists of several logical components. For
example, the Invoice Template’s components are Media, Header, Fields,
and Footer.
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The Media tab is present for all types of templates, and shows the media
available for upload or download. For Tariff upload in CSV format, it is
important to know what delimiter was used, whether there is a header, or
at what row the tariff information starts. For Invoices, the Media tab
contains a link to the PortaBilling Layout Designer, which allows you to
customize the appearance of your invoices and receipts.

M Edit Template
» & save | [@ Save & Close | ® Close Objects P Logout
Name Default ¥LS Media Excel
Excel e Tariff Upload Timezone auto =l
[ Media | Header | Fields | cotumns |
Description g““”e Format Other Format Rule Post Processing Rule
olumn
OffpeakPeriod  [a 1y v [Texe =T [
Free Seconds [ iz ] [see = [
PostCall Surcharge [c 130 x| [1234 12348 =T [
Login Fee [ ey =] [1224 12345 =T [
ConnectFee [e s =] f1234 12345 =T [
1£24.10
1224, 10
1,23¢.10
1z3¢
Orher:

The content of the Header, Fields, Columns, and Footer tabs is arranged
in a similar way, and allows flexible mapping of information related to
user documents and information in the PortaBilling Database.

Column Description
Description Description of Template Components
Source Column Defines the mapping of template information
to the original/destination document.
Format Data format. Choose a format from the list or

choose Other if the desired format is not
available. Provide a format definition in the
following field.

Other Format Rule Perl code. Active only if Format = “Other:”.
Post Processing Rule | Perl code.

Layout Designer

The Layout Designer allows you to customize the appearance of all types
of printed output in PortaBilling.
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[H] Template 'test-invoice'
*» | il save | gl save& Close | ® Close P Logout
0 T o IR [ER [T [ e v IR
HEB  ° Pagelcfs
o | e Porta Software Ltd L Iy ram v
B p s Invoice
IEE vour Simasin logo | 1201 - 610 Hamnilton St EIHEEH S . Involee
Tew Westmmnster, BC o sl vokees |
B 2EEH - e e B ke d
sIEE |
T [gerie =] -
B -

CETe

Black *| 7 FEEPE— 2 i
O [eig - | PproNat e
Wo i1l | B, il | Pl

i L) HoIP ndnstrial Pask
- | SI0W 10tk &
.| Fameomvey, BC ¥1E H3E

| Canada Page Header & Footer S
e LM Header Date
S Shatement Petiod 00T Fields Invoice Number
) — [ |_feerer Coupany Hane
[ R 0 Ten 0] [ Tnsere Row Company Addressl
7 || Ceberno | | Detevediamns | 5 it Tnsert col Coupany Address2
Conf eober LA ] PR T ] Y e pemowe Row A ———
. : il Remowe Col
) — T Send Back Company Country
- Desctiption. - T3 Bring To Front Coupany Phone
5 | [WieoveripEamices 00 |DClone Fempany Fax
X Delete Company E-mail
MmO o
| = e e
Customer Company Mawe
| Customer Salutation
N Customer Firstname

Layout Designer (LD) Quick Start
To launch, click the Layout Designer button on the Media tab in the

Template management window. The sliding toolbar on the left side
provides most of the controls for manipulating content in the editor
window. There are 3 different states for most of the toolbar icons:
normal, active, and not available.

Icon state Description

Normal - Click to activate

Active - Click to deactivate

1 | B

Not available

Icon Description

Add Picture. Click to select a picture (e.g. your company logo)
from a file select window. Click the Open button to place the
picture on the worksheet. To remove the picture, right-click on it
and choose Remove. Another way of deleting a picture is to press
Delete on your keyboard.

Lock Aspect. Fixes image proportions during scale operations.

0] | Preview. Click to preview your work in a browser window.

Add Table. Click to put a table on the worksheet. A table can be
removed by using the context (right-click) menu or by pressing
FE] | Delete on your keyboard. Click the table cell to make it active. To
add another table, click on the wotksheet to de-activate the
currently active object. Read more about tables below.

=] | Text Align. A section of 9 buttons used to align text in an active
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table cell.

Word Wrap.

Text controls. Tools and selects from this section control font
attributes such as font style (bold, italic, underline), font family
(serif, sans-serif, cursive, fantasy, monospace), and font size.

Foreground Color. Change the text color by selecting from this
list.

Background Color. Change the color of the active table cell by
selecting from this list.

Border. A section of 6 buttons for showing or hiding the border of
the active table cell.

Stroke. A section of 3 controls for changing the active cell’s border
weight, style and color.

Grid. On by default; click to turn off the grid.

Snap to grid. On by default; click to allow arbitrary positioning of
elements on the worksheet.

Envelope window. Two half-transparent gray boxes displaying the

positions of envelope windows; click to turn off.
K Undo. Click to cancel the last action.
- Save and Close. For convenience in editing the bottom of the
worksheet, these controls duplicate the main toolbar controls.
S , A straight line in the Layout Designer can be simulated by using a table

with only one visible border.

Table

The main Layout Designer object is the table, which is a placeholder for
all inserted information. A table or a table cell within a table can be
moved and scaled by dragging the cell handlers. Double-click a table or a
cell within a table to enter cell editing mode, where you can type in or edit
a cell’s text. To change the attributes of a cell’s text, make sure the cell is
selected (8 black square handlers are visible) and set the text attributes in
the toolbar on the left.

X Changing the text attributes of a cell in the Toolbar will affect all text in
the current cell. To change the attributes of part of the text, enter cell
editing mode (double-click), select that part of the text, and use the
keyboard shortcuts listed below.

Context Menu
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Header ' The context (right-click) menu provides you with
. - .

;lems ’ greater control over tables and other objects, and
OoLer

allows certain data located in the PortaBilling database
to be displayed in the table cell. Right-click on a table
or cell. The three top elements of the context menu
correspond to the template components (tabs); for an

48 Insert Row
i Insert Col
‘8 Remove Row
i1 Remowe Col

T send Back . . .

- e invoice, for example, these would be Header, Fields
Bring To Front i

T Clone and Footer. Users can also set the order of all objects

X Delete in the window and clone or delete selected objects.

Select one of the menu elements to activate a submenu containing a list of
all the fields specified in the template editing window. The selected item
will appear in the selected cell as the item’s value. Double-click the cell to
enter editing mode; the cell now displays the corresponding variable.

Page/Print Setup

The page context menu (right-click on the Worksheet) provides access to
the Web-Page Dialog for page, envelope and print setup.

3 PortaBilling100 -- Test - Demo - —- Web Page ... [ [E3 I

Faper size: |Letter vI

Ervelope:  [#5-3303 2 wma  »|
Marging

Left: IEI.25in Right: ID.25in
Top: IEI.25in Buottorm: ID.25in

oK |

Cancel |

Footer symbols, and set all margins to zero or a value close to zero.

Envelope Formats: America

Open your browser prior to printing. In your browser’s File menu, select Page Setup.
In the dialog window, set up the paper size (A4 or Letter), delete all Header and

Envelope Envelope Window size | Window Window

Measurements From Left From Bottom

#6-3/4 3-5/8" x 6-1/2" | 1-1/8" X 4-1/2" 718" 1/2
#7 3-3/4” x 6-3/4” | 1-1/8" X 4-1/2" 718" 1/2"
#7-3/4 3-7/8"x 7-1/2" | 1-1/8" X 4-1/2" 718" 1/2"
#8-5/8 3-5/8" x 8-5/8” 1" X 4 1" 3/4"
#9 3-7/8" x 8-7/8" | 1-1/8" X 4-1/2" 718" 1/2”
#10 4-1/8" x 9-1/2" | 1-1/8" X 4-1/2" 718" 1/2"
#11 4-1/2" x 10-3/8” | 1-1/8" X 4-1/2" 718" 1/2
#12 4-3/4” x 11" | 1-1/8" X 4-1/2" 718" 1/2”
#14 5" x11-1/2" | 1-1/8" X 4-1/2" 718" 1/2"

(c) 2000-2005 Porta Software Ltd. All rights Reserved. www.portaone.com

36




PORTA 4 Billing100° System Management

Double-window envelopes

Envelope Window Size Location Placement
TOP WINDOW
#9-9903 37/8" x 8 7/8" From Left 3/8”
From Top 1/2”
BOTTOM WINDOW
35/8" x 8 5/8” 1"x 4" From Left 718"
From Bottom 5/8”
TOP WINDOW
# 8-5/8 718" x 3-1/2" From Left 5/8”
From Bottom 2147
BOTTOM WINDOW
35/8"x 85/8” 1" x 4" From Left 5/8”
From Bottom 5/8”
TOP WINDOW
#9-13036 718" x 3-1/4” From Left 3/8”
From Bottom 2-1/2"
BOTTOM WINDOW
37/8x87/8" 1-1/8" x 4-1/2" From Left 1/2”
From Bottom 7/16"
TOP WINDOW
#9-13037 718" X 3-1/4" From Left 3/8”
From Bottom 2-1/2"
BOTTOM WINDOW
37/8x87/8" 1" x 4" From Left 1/2”
From Bottom 3/4”
TOP WINDOW
#9-13038 718" x 3-1/2" From Left 3/8”
From Bottom 2-3/8”
BOTTOM WINDOW
37/8x87/8" 1-1/8" x 47 From Left 3/8”
From Bottom 5/8”

Envelope Formats: Europe

Note: Envelope #9-9903 (3 7/8” x 8 7/8") is QuickBooks compatible.

Format Size [mm)] Content Format
C6 114 x 162 A4 folded twice = A6
DL 110 x 220 A4 folded twice = 1/3 A4

C6/C5 114 x 229 A4 folded twice = 1/3 A4
C5 162 x 229 A4 folded once = A5
C4 229 x 324 A4

DIN 680 specifies that a transparent address window should be 90 X 45
mm in size, and the window’s left edge should be located 20 mm from the
left edge of the envelope. For C6, DL, and C6/C5 envelopes, the bottom
edge of the window should be 15 mm from the bottom edge of the
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envelope. For C4 envelopes, the top edge of the window should be either
27 or 45 mm from the top edge of the envelope.

Keyboard Shortcuts

Shortcut Action

Arrow keys | Move objects with grid size increments

Ctrl - arrow | Use to scale table cells or images with current grid size

key increments

cell editing mode

Ctrl-A Selects all objects in the Template window if nothing is
selected, or selects all text in an active table cell

Ctrl-C Copy selected text

Ctl-V Paste clipboard text starting from the current cursor
position

Ctrl-X Cut highlighted text

Ctrl-I Change selected text style to [zalic

Ctrl-B Change selected text style to Bold

Ctrl-U Change selected text style to Underline

Ctrl-K Hyperlink selected text (opens hyperlink editing dialog)

Netscape or Mozilla users may experience the lack of a movable cursor
allowing them to select text from the keyboard in cell editing mode. Press
the F7 button to turn the edit cursor (caret browsing) on and off.

Users with small screen resolution may enjoy the benefits of their
browset’s full-screen mode. Simply press the F11 button to switch your
Morzilla, Netscape or IE into full-screen mode.

Destinations

Destinations are a list of all possible phone number prefixes to be used in
your system, which will later be employed to create price lists (Tariffs).
For convenience, destinations are grouped in alphabetical order by
counttry.

Destinations may be edited and, if a destination is not being used in any
tariff, it will also have a ‘delete’ button. It is, of course, not necessary to
include every destination in a given price list.

PortaBilling can support different numbering plans, but it is highly
recommended to keep all of your destinations in the E.164 numbering
space. The Destinations table contains the valid E.164 prefixes. Different
standardization and governmental bodies control the E.164 numbering
space, and some private numbering spaces also exist.
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Click here to view the Official 1TU Dialing Procedures document (PDF)

PortaBilling is supplied with an essential Destinations database containing
reliable information collected from authoritative sources, and linking
prefix information to:

0 Country (if applicable)

O Subdivision (if applicable)

O Description
Of course, you can edit the supplied Destinations list according to your
needs. Also, you can always add more destinations later if needed.

Add/Edit destinations online

To add new destinations, select the 8 Add button. The Save New .
icon will appear on the Destinations form. Enter the prefix and choose a
country from the drop-down list. After selecting the country, the
subdivision field will be refreshed. Choose a subdivision if necessary.
Click the Save New icon to save the new destination.

[ ™ Destinations
» | # addNew | @ Save | @] Download .Csv¥ | [&] upload.CSY | ® Close [P+ Logout
v [+ Prefix| Gountry | Description | » ABCDEFGHIJKLMNOPQRST L
e
Edlit Prefix Country Subdivision Deseription IMBAEWE
[ [Mot Applicable =] |

[5] 24 UNITED KINGDOM Proper [=]
[3 440 UNITED KINGDON Mobile
5] an UNITED KINGDOM National
[E] 1414263 UNITED KINGDOM Premium
[5] 4414268 UNITED KINGDON Premmium
5] a415230 UNITED KINGDOM Premium
[E] 442 UNITED KINGDOM National
5] #420 UNITED KINGDONM London K
(5] a4207 UNITED KINGDOM London
[E 44208 UNITED KINGDON London
[3 443 UNITED KINGDON Mokile
5] 2433 UNITED KINGDOM Premium K|
[E] 144 UNITED KINGDON Mobile
[3] 445 UNITED KINGDON Mobile

To edit an existing destination, enter a prefix, country or description (i.e.
proper, mobile, etc.) in the search field and click the corresponding
button. You can also select a country alphabetically from the top right
part of the interface. Choose the destination you want to edit from the list

by clicking the [=] Edit icon. The content of the row will be copied into
the Destinations form above, and the Save Edit icon ﬁ will appear in
the first column. Choose Subdivision from the refreshed drop-down list
and type in the Description, if any. Save your work by clicking the Save
Edit icon.
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Destination access levels

User Type Access Description

Root Full access

Admin Can perform all types of operations with destinations
except for manually specifying a country during upload.
If Admin uploads a new destination, the system chooses
the appropriate country automatically, using the longest
match from the available destinations.

all other types | Read-only

Destinations upload / download procedures

Upload

The CSV file header contains the following fields: Action, Prefix,
1s0_3166_1_a2, Description.

letter ISO code

Field Description

Action add or delete; encoded as ‘+’ and ‘~ or ‘add’ or
‘remove’
Note: Only unused destinations that do not appear in
the Rates table can be deleted. If the action is ‘“+” and
the Prefix is already in Destinations, then the update
action will be performed.

Prefix Value to be stored in Destinations.destination.

Country two- Value to be stored in Destinations.iso_3166_1_a2.

Note: Ignored if the uploader has Admin access level; in
this case, the system chooses the appropriate country
automatically, using the longest match from the
available destinations. If the Country property is not
applicable, then the value must be encoded as N/A. If
the field is empty and the uploader’s access level is
Root, then the system chooses the appropriate country
automatically, using the longest match from the
available destinations.

Description

Value to be stored in Destinations.desctiption.

Download

The CSV file header contains the following fields: Action, Prefix, Country
code (iso_3166_1_a2), Description.

Field Description
Action add or delete encoded as ‘+’
Prefix Missing prefix
All other fields | Empty
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NOTE: For tariff uploads, new destinations will be e-mailed as a CVS attachment to
an error report using “Destinations upload” format: Action, Prefix, Country code
(iso_3166_1_a2), Description.

Uploading destinations

The system is supplied with a predefined set of countries and the most
common destinations for those countries. If required, new countries are
inserted into the database manually. When uploading new destinations, a
superuser can specify the country using its ISO country code. If empty,
the system tries to find a country via existing destinations.

For example, if “16045” is uploaded, the system finds that “1604” is
already in the database as “Canada”. If it is not possible to find the
countty in this way, ot if country is “N/A”, the destination will not be
imported. An uploaded file with such destinations will be sent back for
correction in a format suitable for upload.

ISO 3166-1 Country codes.

For more information on this standard, visit the 1SO 3166 Maintenance
Agency website.

The complete title of ISO 3166-1 is “Codes for the representation of
names of countries and their subdivisions™.

Country codes

0 ISO 3166-1 gives coded representations of more than 230 names
of countries or areas dependent on a country.

0 ISO 3166-1 contains a two-letter code (Alpha-2-code), a three-
letter code (Alpha-3-code) and a three-digit numeric code,
(Numeric-3-code) for every entry in its list of country names.

ISO 3166-1 does not code:

Names of languages (e.g. Gaelic)

Names of nations or peoples (e.g. Dutch)

Names of groups of countries (e.g. Scandinavia)
Names of continents (e.g. Asia)

Names of organizations (e.g. OAS, NAFTA, WHO)
Top-level Internet domains

OO0OO0OO0OO0O0

Applications

The ISO 3166-1 codes are used in many applications in all branches of
industry, trade and statistics worldwide. Here are some examples of their
use: the “code elements from ISO 4217” codes for currencies and funds
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are based on the ISO 3166-1 Alpha-2-Code (e.g. USD for US Dollars,
where US comes from ISO 3166-1).

ISO 3166-2 Country Subdivision Codes

The ISO 3166-2 “Country Subdivision Code” establishes a code for the
names of principal administrative subdivisions within countries coded in
ISO 3166-1. ISO 3166-2 was published on December 15, 1998.

The code elements used consist of the Alpha-2 code element from ISO
3166-1 followed by a separator and a further string of up to three
alphanumeric characters.

The names of the subdivisions are given in more than one language if the
country has more than one official language (and if the alternative
language versions were available to ISO). In Uzbekistan, for example,
there are two official languages, Uzbek (uz) and Russian (ru), so the
subdivision names are also listed in these two languages. The
Romanization systems used to convert the country subdivision list from
non-Roman to Roman script (e.g. from Cyrillic in the case of Uzbekistan)
are also given. The abbreviations and language codes (ISO 639) used in
the header preceding the subdivision list for each country are explained in
annexes to the standard.

Destination Group Sets

Very often a logical destination (e.g. Czech Republic — Mobile) will consist
of multiple prefixes (420601, 420602, 420604, 420732 and others). It
could be quite inconvenient to repeat the same ‘create a new rate’
operation for every individual prefix, since all of the price parameters are
the same. Thus you can create a destination group “CZ-Mobile” and then
perform “create a new rate” only once, and the rates for all of the prefixes
will be created automatically. However, since different carriers might
include different prefixes in the “Czech Republic — Mobile” category, we
need to be able to maintain different sets of destination groups.

Creating a new destination group set

To add a new destination group set, select the B Add button. The Save
. .
New. icon will appear next to the Name.

il M Destination Group Sets

» [# add | & save | & Close [ Logout | B Log

7
e,
*a, Edit Hame Delete
Y
5

(c) 2000-2005 Porta Software Ltd. All rights Reserved. www.portaone.com 42



PORTA 4 Billing100° System Management

il M Destination Group Sets

> [# Add | & Save | & Close P Logout | B Log
Edit Hame Delete
[E] %Telecam ¥

After the destination group set has been saved, click on the hyperlinked
name to manage the destination groups included in this set.

Creating a destination group

[i] [ Edit Destination Group Set 'X-Telecom" <

» | [#] Add | [ Save | [gl Save & Close | ® Close | ¥ Download | [&] Upload P Lo
.0
* Search
L 4
.. | |[ Name ][ Prefix ]
*
L 4
.0 ‘
4\ Edit Destination Group Hame Prefixes Delete
[z2-Mabild

» | [ Add | & Save | gl Save & Close | ® Close | ¥ Download | &) Upload ]
Search
|| |[ Marne ][ Prefix ]
Edit e stination Group Hame Prefixes Delete
| |

[ 5] cz-Mobile %]

Column Description
Destination Convenient short name for the destination group, e.g.
Group Name UK-Mobile. It will be used to enter new rates for this

group of destinations.

Prefixes List of prefixes included in this group. For a destination
group with many prefixes, only the first few will be
displayed. Click on Destination Group Name to see a
complete list of destinations belonging to this group.

Managing destinations (prefixes) within a group

Click on the hyperlinked destination group name to edit its contents. Click
on 2 Add to add more prefixes to the destination group
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H|

M Edit Destination Group "CZ-Maobile’

dd | ® Close

M Logout | B Log

| Cprefix | [country | [ Description | » ABCDEFGHIJKLMNOPQRSTUYWXYZ

Prefix

EEEEEEEEN,

Country Description Delete

M E ® A6

3 [l Save | ® Close

4 Add Destinations to Group "CZ-Mobile' ©

P Logout

» [4z0% | (Ceyefis | [_country | [ Description

[ ]
Prefix Cowntry Description
[ ]

Save | ® Close

[i] 4 Add Destinations to Group 'C

[ Logout

» [+20% | Cerefix ] [_country | [ Description |

Select Prefix Country Description
420 CZECH REPUBLIC Proper

4202 CZECH REPUBLIC Prague

42060 CZECH REPUBLIC Mohile

=m .) 420601 CZECH REPUBLIC Maohile
420602 CZECH REPUBLIC Mobile
420603 CZECH REPUBLIC Mohile
420604 CZECH REPUBLIC Maohile
420605 CZECH REPUBLIC Maohile
4206068 CZECH REPUBLIC Mobile
420609 CZECH REPUBLIC Froper
42072 CZECHREPUBLIC Maohile
42073 CZECH REPUBLIC Maohile
42077 CZECHREPUBLIC Mobile

42093 CFECHBEPLIALIC Mohile

M E B 6

> M add | ® Close

M Edit Destination Group 'CZ-Mobile'

B Logout | B Log

| Cprefix ) [Country | [(Description | » ABCDEFGHIJKLMNOPQRSTUYWXY2Z

Prefix
430601
420602
420603
420604
420605
430606
42072
42073
43077
42093
42096

Country Description Delete
CZECH REPUBLIC Mahile E
CZECH REPUBLIC Mahile E
CZECH REPUBLIC Mahile E
CZECH REPUBLIC Mahila E
CZECH REPUBLIC Mahile E
CZECH REPUBLIC Mohile E
CZECH REPUBLIC Mahila E
CZECH REPUBLIC Mahile E
CZECH REPUBLIC Mohile IE‘
CZECH REPUBLIC Mahile E
CZECHREFUBLIC Mahile E
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[i] I Edit Destination Group Set "X-Telecom

» | [@ add | [ Save | [gl Save & Close | ® Close | # Download | [&] Upload M) Logout | B Log
Search
[ | CHame ) [Cerefix |
Edit Destination Group Hame Prefixes Delete
lE‘ CZ-Mobile 420601, 420602, 420603, 420604, 420605, 420606, 42072, 42073, 42077, 42093, 42096 E
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Nodes

The Node Management screen enables registration, removal and
maintenance of the gateway list. Nodes are those gateways which will
provide accounting records to PortaBilling or exchange
authentication/authotization requests with it. On this screen, the user is
provided with a list of all nodes currently registered.

The search form at the top of the screen allows filtration by any
combination of H.323 ID, IP address and/or whether or not the node is a
Radius client. Providing any of these pieces of information and selecting
Show Nodes will refresh the Node listing according to the new filtration
criteria.

To add a new node to the system, select H Add from the Panel. The
following information is provided within the listing:

Column Description

Name Logical name of the node. This is also a link to the
edit screen for the given node.

h323-id Registered H.323 ID of the node.

IP IP address of the node.

Radius Client If the node is a Radius client, then the Radius client
icon dEI) will appear here.

Delete The delete icon (E) allows removal of the current
node. This is only present if there are no connections
specified using this node.

Add/Edit Node

H Add Node

3 el save | [g] Save &Close | ® Close ] Logout

Node Name [gu-dema "

Node info

h323-id |gw-dem0.portaone.com |x Manufacturer
h323 password [cisca | Cauta | Tupe

NesPaess  [esszies |
Hostame —

Diornain ] Radius Client
Auth. Transl. Rule Radius Key Portal] " [aute
Time Zone | America/New_York hd Radius Source IP *

Radius Dictionary
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In order to register a new node or edit an existing one in PortaBilling, the
following information must be provided:

Field

Description

Node Name

The logical name of the node for use within PortaBilling

Node ID

Node identifier used by the terminating node within your
network of trusted nodes to identify the originating
gateway which is attempting to send a call. Please enter
the ID which is used for this node. The default behavior
is to authenticate a node by its IP address; however, this
can be changed if you use your own custom application
to handle incoming VoIP calls.

NOTE: This field is only available if “Node ID” is
turned on in advanced features. If you are not sure what
value to choose, enter the same value as in the NAS-
IP-Address.

h323-id

The H.323 ID which the gateway is configured to use. A
correct H.323 ID is important if you use node
authentication (normally via GK) and proxy/GK billing.
Even if you do not use GK/proxy billing, make sure the
value you put here matches the value returned from this
node in the h323-gw-id attribute, as this significantly
simplifies troubleshooting.

h323
password

The password which will be used for remote IP
authentication of calls originated on this node. If you are
using the Cisco default app_remote_ip_authenticate, put
cisco here.

NAS-IP-
Address

The IP address of the node.

Hostname

The internet hostname (without the domain).

Domain

The internet domain the node is operating in.

Auth. Transl.
Rule

Authentication translation rule, used to transform the
dialed phone number into the E.164 format used in
PortaBilling.

Manufacturer | Choose “Cisco”, “Quintum”, “PortaOne” or another
from the drop-down list, depending on the manufacturer
of the equipment.

Type Select what role the node plays in the network from the

drop-down list. The options are as follows (according to
Cisco naming conventions):

e VOIP-GW: the node functions as a gateway
® H323-GW: the node is an H.323 proxy
e H323-GK: the node is an H.323 gatekeeper

e TERM: the equipment is a terminal, such as an IP
phone or PC phone
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e McU: the node is a Multipoint Control Unit
e SIP Server: PortaSIP server
o MVTS: Mera Networks VoIP Softswitch

Note, that only types applicable for the
chosen manufacturer will be shown

Radius Client

Check the box if the node will be providing accounting
records to the Radius server.

Radius Key

This input will be available only if the node has been
designated as a Radius client. This is the authentication
key for all Radius interactions. An easy-to-remember
password may be automatically generated by selecting
the Auto button.

Radius
Source IP

More than one interface can be present on the node,
specifying the IP address of the one that communicates
with the Radius server

Time Zone

Select the time zone which is used by this node to report
date/time information to the billing from the drop-down
list of zones. This is only required for troubleshooting
purposes, since the time zone name is included in the
date/time string sent by the gateway.

Route Categories

This screen allows you to define new categories into which you can divide
your available routes. To create a new category, select 2 Add from the

toolbar.
Gl A Route Categories
> [#] Add | @ Save | [gl Save & Close | & Close [ Logout | B Log
Edit Hame " Description Delete
|Economl,l | |Cheap routes, suerage quality | lz‘

M B B G

22|

Route Categories

> [#] add | @ Save | [zl Save & Close | # Close P Logout | B Log
Edit Hame " Description Delete
| I |
|E| Econormy Cheap routes, average quality E
Column Description
Name Name of route category. This is the name you will see
in the select menu when assigning a route category
for the rate.
Description Description of this route category.
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If you do not define any custom route categories, a Default route
category is always available.

Routing Plans

A routing plan is a combination of route categories in a specific order. It
defines which categories of vendors will be available for termination and
in what sequence.

Gl A Routing Plans
> [#] Add | & Close P Logout | B Log
Hame
[ ]
™ |[ Search ]
: Routing Plan Hame Routing Plan Description Route Categories Included Delete
u
[]
]

Gl M Add Routing Plan

> [#] add | @ Save | [zl Save & Close | # Close P Logout | B Log

] 8 -
Routing Plan Name

Routing Plan Description |F0r users evaluating the service - routes with the best quality first

Edit Up Down Route Category Hame Route Category Description Delete

After the routing plan has been created, you can specify which route
categories ate to be included there. To add a new route category, select 2

Add from the toolbar, then click the Save New . Il icon to save this

row.

[i] [ Edit 'Test drive’ Routing Plan

v
» | [# Add | & Save | [g] Save & Close | ® Close P Logout | B Log
i

[
“ Routing Plan Name :
.
.

Routing Plan Description |For users evaluating the service - routes with the best quality first

.
qE(Iit Up Down Route Category Hame Route Category Description Delete

+ F i f
i Premium | % | | | |z|

A4
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[i] [ Edit 'Test drive' Routing Plan

» | [ Add | [@ Save | [d Save & Close | # Close ) Logout | B Log

. - -
Routing Plan Name

Routing Plan Description |For users evaluating the service - routes with the best quality first

Edit Up Down Route Category Hame Route Category Description Delete
E - Framium Good guality routes, expensive (¥
B @ [= Default Default categary [¥]
(5] = Ecanarmy Cheap routes, average quality ¥

You can change the route category order using the =/ and =/ icons.
Remember, if a route category is not included in a routing plan then a
customer with this routing plan will not have access to any such routes.
Click the bel Save icon to make your changes take effect.

Test Dialplan

This screen allows users to test a dialplan for a specific telephone number
or certain destinations at any moment in time.

G = Test Dialplan
» | ® dose Objects *l] Logout
Date and Time
Phane number
DO-MM.YYYY  HH24:MISS
[1604 firmrmedistely | Search
Ciri# Destination Country  Description Price  Preference Huntstop  Routeto Vendor Connection  Tariff
1 1604  CAMNADA British Columbia 002USD [5 = [T £7.104130.102 Apollo-SIP Apolio via SIP Apollo SIP

To test a dialplan, type a number in the Phone number field. The search
can be performed in real time: select the & stopwatch icon or click the
date input format link to set a date using the pop-up calendar.

Column Description

Ctrl#

Destination | Matching destination from the corresponding tariff.

Country Country where the tested destination is located.

Description | Destination description.

Price Next interval price for the given destination (per
minute).

Preference Routing preference for this destination. See the Call
Routing section of the PortaBilling User Guide for
more info.

Huntstop If checked, all routes with a lower preference than the
first route with a huntstop will be ignored.

Route to The node where the call will be routed. Click the link to
open the connection screen.
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Vendor Call terminating vendor.

Connection | Description of the vendor connection.

Tariff The tariff used to bill this call. Click the link to open the
tariff screen.

UA Profiles

UA Profiles, together with the UA Expert utility, allow service providers
to reconfigure a large number of end-user devices before sending them to
customers, as well as those already on a customer’s premises. Instead of
entering the same values for codec, server address and so on into each of
a thousand user agents, you can simply create a profile which will describe
all of these parameters. After that, PortaBilling can automatically create a
configuration file for each user agent using account-specific parameters
such as ID or password, which it will then fetch (for instance, from the
TEFTP server) and update.

If you later decide to change the address of the SIP server, you need only
update it once in the profile in order for new configuration files to be
built for each user agent. The user agents will then fetch them next time
they go online. The config file is specific to each user agent, since it
contains information such as username and password, and so the user
agent must fetch his own designated config file.

G ™ Profile Management
» | @ Add | ® Close Objects M Logout
]
]
- Effective From Hame Type Managed By
u [Hew-= =] | 211 | [Hone =] _show
]
]
- Hame Type FEffectiveFrom  Managed By Discontinued Description Delete
= Old Profile €@ 26-02-2004 23:22:21  old ic}
: Test €3 19.01-2004 23:57:08 Customer A
L]
v
G A Profile Management
» |kl Save | [l Save&Close | ® Close Objects *I Logout
]
U Name |ATA1B6 Test
]
| | Managed By FPortaine hd
]
n Type Cisco ATA hd
: As Copy Of [trome =
0 Effective From Date [immediately  DO-MMAYYY
]
- & Tme[  Hrzabnss
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G H Profile Management
» | [ save | g Save & Close | ® Close Objects P Logout
Name [aTA18E Test @ Effective From

Date [immediately  DOD-MM-YYYY
Description Time HH24:ML:55

B cisco ATA
- Managed By FortaOne Discontinued [~ Mode |Hz23 ¥

| » ‘ NTP | Accounts ‘ Codecs & DTMF | Fax | Debug | H323 ‘ Call Features ‘ FXS ‘ Timeouts ‘ Ring & Tones ‘ Provisioning | Other | Notepad |

User-hame=E.164 &

User-Name = Login ¢~

Phone 1 Phone 2

Enabled [~ Enabled [~

Etss [ Eiss [
Login o Login e
Password l-— Password l-—

Profile list mode:

Column Description
Name Logical name of the profile.
Type Telephone adaptor or SIP phone.
Effective Date and time when the profile becomes effective.
From

Managed By | None = available globally. Select a PortaBilling
customer to assign the profile.

Discontinued | Indicates that the current profile is no longer in use.

Description | Short text description of the profile.

Delete The delete icon is only visible when the current profile’s
effective date has not started yet.

Add Profile mode:

Column Description

As copy of Similar to templates; a user can create new profiles
using previously created ones, so there is no need to re-
enter a large amount of information.

Effective Set the time when the profile is to become effective.
From Click the stopwatch icon for the profile to become
effective immediately.

In edit mode, the Profile Management screen will differ depending on the
UA.

UA EXxpert

This utility allows you to browse configuration parameters for supported
UA devices in a user-friendly format. For example, instead of entering the
values 0, 1, 2, 3 and so forth for codec selection, you can pick names such
as “G.729” from the select menu. This is convenient for single-time
configuration of a device, or for troubleshooting.
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UA Expert Login

* | ® Close Objects ¢ Logout
P 192.160.1.100
UlPasswird [sssssss

To edit configuration parameters, enter a UA IP address and password.

The resulting screen will be similar to the UA Profile Management screen

in the previous section.
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Parameters
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Currencies

The Currencies page allows you to define a method for determining
exchange rates between currencies. Supported methods include explicitly
defined exchange rates or use of external services such as yahoo.com or
xe.com.

NOTE: Before relying on an external exchange rate service, read its terms of use
A thoroughly, as the rates it provides are usually given at a delay of at least fifteen
minutes from the actual values.

To define an exchange rate source for a currency, first click 21 Add in the

toolbar.
G M Currencies
[ [# add | [d save | [l Save & Close | #® Close * Logout | B Log
Search
[ | Courrency | [Ccurrency name | [ Gountry |
_ 150 4217 Dec. _ _ Exchange Rate Payment Minimum
Edlit = o Hame digits Major Minor Source System Payment Method |, Delete
= | 4 L |
Chaoosing XE.COM as exchange rate source vou agree to the XE.COM Tenms of Use

[H= Currencies
[ [# add | [d save | [l Save & Close | # Close ) Logout | B Log
Search
[ | Ceurrency | [Ccurrency Hame | [ Country |
_ 150 4217 Dec. - _ Exchange Rate Payment Minimum
Edit alpha o Hame digits Major Minor oo oo Payment Method P o Delete
XE. com A | |Aut,horlzeNet, hd l:l lz‘

Choozing XE.COM az exchange rate source you agree to e XE.COM Tenms of Use

From the Exchange Rate Source drop-down list, choose “Manual”,
“yahoo.com”, or “xe.com”. (The specific exchange rate is defined on the
Exchange Rates page, available from the PortaBilling home page.)

The next drop-down list shows all payment systems registered by the
system’s administrator. Choose one which will be responsible for all
payments in this currency using the account. If this is not needed, select
an empty value. Because of charges for the use of payment systems, it is
recommended that a non-zero value be entered in the Maximum Allowed
Payment field.

Select Il Save or click the ll Save icon in the Edit field to make your
changes take effect.
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The ISO 4217 currency code is normally composed of a country’s two-
character ISO 3166 country code plus an extra character denoting the
currency unit. For example, the code for Canadian Dollars is simply
Canada’s two-character ISO 3166 code (“CA”) plus a one-character
currency designator (“D”). Currency unit names (major and minor) are
not defined in ISO 4217, and are listed in the table only for user
convenience. Visit BSI Currency Code Service (1SO 4217 Maintenance
Agency) website http://www.bsi-global.com/ for more information.

Exchange Rates

All exchange rates used within the system are listed. The Effective drop-
down list allows you to define whether only current exchange rates
(“Now”) or all exchange rates ever used (“~>Now”) will be shown. The
following information is provided in the exchange rate listing:

0 M Exchange Rates

> # Add | & save | & Save & Close | ® Close | ¢ Update M Logout | B Log
F  Effective
Nomr b4
Edit Hame Exchange Rate, USD Source Timestamp

Manual Entry Immediately
IE‘ Australian Dollar 1 AUD = 0.76225 XE.com  2004-12-18 15:47:51
E Czech Koruna 1 CZK = 0.04350 ‘Yahoo.com 2004-12-18 07:00:06
E euro 1 EUR = 1.33140 Yahoocom 2004-12-18 07:00:07
E Pound Sterling 1 GEP = 1.%4150 ‘fahoo.com 2004-12-18 15:48:24

Field Description
Edit Click the Edit (E) icon to modify the given exchange

rate. Select bl Save or click the E Save icon in the Edit
field to make your changes take effect.

ISO 4217 The currency code identifier (for example, “CAD” for
Canadian Dollars).

Name The currency unit name (for example, “Canadian
Dollar”).

Base The currency to be exchanged into.

Currency

Base Units Defines the number of units of the base currency equal

to one unit of the foreign currency. (For example, with
British Pounds as the foreign currency and a base
currency of U.S. Dollars, the base currency units might
be “1.5326”.)

Source Shows the exchange rate source selected on the
Currencies page for the given currency.
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Tariffs

Timestamp | The effective date for the given currency. Newer
exchange rates supersede older ones.

To add a new exchange rate, click the 31 Add button; this will start a new
row in the table header. Select the currency from the list, and enter the

exchange rate. Click the Edit [Zlicon to modify an existing exchange rate.
This will copy the content of the current row into the table header. The
source will be changed to Manual. Enter the new exchange rate, then

select either Il Save Edit, i Save or kel Save&Close to save changes.

A tariff is a collection of individual rates, a rate being a per-destination
price. Each tariff has its own set of rates. Call billing is based on billing
units. You can define two billing units for each destination: the first billing
unit (interval) and the next billing unit (interval). Billing unit precision is
one second, and the minimum length of each unit is likewise one second.
Typical billing unit configurations include 60/6 (the first unit, i.e. the
minimum charged call duration, is one minute, and subsequent intervals
are one-tenth of a minute, i.e. six seconds) and 1/1 (pet-second billing).

G M Tariff Management
» [# Add | ® Close ) Logout | B Log
Type Search
any v

Hame Currency Type Description Rates Delete
Globalet UsD Raouting [
Prepaid cards LSD Managed by MNaone Whatwe charge prepaid card users for outgoing calls
SIF Phone subscribers  USD Managed by MNane Whatwe charge our SIP phone users far outgaoing calls
Wholesale rates UsD Managed by None What we charge our resellers for the calls the send to us
SrartCall EUR  Managed by Reseller ABC Rates for pre-paid cards of Reseller ABC IE

The main Tariff Management screen shows a list of all existing tariffs.
Tariffs can be located using the Search form, by selecting a reseller from
the drop-down list or choosing the tariff’s name. To edit a tariff, click on
its name in the list. Click the Edit Rate L™= icon to edit individual rates for
the given tariff. The Delete [¥icon will be visible only when the tariff is
not in use (not assigned to any customer or vendor and not being used in
any product’s accessibility), allowing permanent deletion of the given
tariff.

Add/Edit tariff

To add a new tatiff to the system, select 2 Add to go to the Add Tariff
screen. Existing tariffs can be edited by clicking on the tariff’s name in the
list.
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Field Description

Name The logical name for the tariff object.

Type By default — Managed by None. The tariff can be
assigned to a reseller (Managed by NNN), so that it is
manageable from the Customer Self-Provisioning web
interface. Routing means this tariff includes special
extensions for routing information, while Volume
indicates a volume-based tariff.

Currency Indicates the currency in which pricing information is
defined. All pricing information for a single tariff must be
defined in the same currency.

Off-Peak Off-peak period definition; click the wizard icon &l to

Period launch the period format definition wizard.

Off-Peak Human-readable description of the off-peak period (e.g.

Description | “From 21:00 until 09:00, Working Days”). This field is
automatically filled in by the wizard.

Destination | A set of groups you would like to use for more

Group Set convenient rate entry.

Free seconds

Number of free seconds granted for each call. In order to
claim free seconds, the length of the call must be at least
one billing unit (first interval; see the ‘Enter Rates’ section
above).

Post Call Increases the total call cost by the given value.
Surcharge
Login Fee Amount to be charged immediately after the first user

authorization.

Connect Fee

Amount to be charged for each successful call, in addition
to other charges.

Round
Charged
Amount

Pattern that defines the rounding of a charged amount in
an individual CDR. This pattern takes the form XXX000.
An X on the left means that the digit(s) in this position
should be left unchanged, while a zero on the right means
that this position will be rounded. For example,
XXXXX.XX000 means that amounts will be rounded up
to two decimal places, so that 1.2345 becomes 1.24; note
that rounding is always upwards.

Formula

Default call rating formula to be applied to new rates.
Note that the value of this parameter is only used when a
new rate is inserted. Modification of this parameter has no
effect on existing rates.

Short
Description

While the name of a tariff is for your internal use, and
normally is created according to your internal rules, you
can also add a name meaningful to your reseller. For
example, for the tariff name aABC-SmartCall-USD-
1800, the short description will be Smart call using a
toll-free number.
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‘ Desctiption | Tariff description.

Off-Peak Period Definition |
3 ® Close

Month | January

i
IIIIIIIIIII am

Off-Peak Period Definition Wizard

The Off-Peak Period wizard provides usets with a flexible tool for
defining the off-peak period of any tariff. ?ia a sequence of screens the
user may select a time interval, day of the Week, day of the month, and
month; multiple select is allowed. The folldwing example illustrates the
process of creating an off-peak period thatstarts at 6pm every day and
lasts until 6am the next morning, Anotheroff-peak interval is on
weekends. We will also include some holidys, i.e. January 1st and
December 24-26.

In the first screen, select 6pm in the From column, and 6am in the Until
column. Now click the Next button. The two text areas on the right of
the screen give the user a display of the current period definition. The top
text area displays a verbal definition of the period -- From 6:00pm until
6:00am, and the bottom one contains this same information in a format
that can be parsed by PortaBilling -- hr{6pm-5am}. This sets up the first
period; in order to continue, skip the following screens by pressing the
Skip or Next button until the “Period definition completed” message is
displayed, then press the Add button to add another definition to this
period. The wizard now returns to the first screen.

NOTE: Time::Period treats all formula elements “inclusive”. So in the example above
6pm to 6am will be represented as hr{6pm-5am} — this is absolutely correct, since
5am actually means “all of the 5th hour — 05:00:00 ... 05:59:59”

Now for the weekends: pressing the Skip or Next button, go to the
second screen and select Weekend, or, holding down the <Ctrl> key, select
Saturday and Sunday from the list. Select the Next button and skip until
the “Period definition completed” message is displayed. Press the Add
button to add another definition to this period.

To include January 1st in the off-peak period definition, skip to the Day

of Month screen, and select 7. Click the Next button. Now select January,
click Next, skipping forward to the next screen. Follow the same steps to
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select the December 24-26 interval. Hold the <Ctrl> key down to select
multiple entries.

On the next screen you can choose how the system will charge calls which
border on your off-peak period, i.e. they cover both peak and off-peak
time. There are two options you can choose:
e If the call starts in the off-peak period, it will be charged using off-
peak rates (even if part of the call was made during peak time).
This method is the easiest and most transparent for end user
authorization of outgoing calls.
e Or, the off-peak rate will only be used if the call started and
finished during the off-peak period. Thus any call which partially
extends into the peak period will be charged at the peak rate.

To evaluate your work, look in the top text area. The following text

should be displayed:

From 6:00pm until 6:00am
any day of any month
OR Sunday and Saturday
of any month
OR 1
of January
OR 24-26
of December

If the definition is correct, click the Finish button.

Test the off-peak period

If you are unsure whether you have created a correct off-peak period
definition, you may use the test utility to check if a specific moment in
time fits into the period or not. In order to run the off-peak period test,
cither click the € icon in the tariff information window, or use the Test
Period button on the last page of the off-peak period wizard.

Test Period ‘

3 el Save | [l Save & Close | @ Close

HH24&:MI 1 YYYY-MM-DD
[15:00 | [2004-12-25
Period [stapihr{21-6} |57
FPetiod Description PERICOD:
From 21:00 until 07:00

Time and Date

[JavaScript Application]
I' The date is outside the period hr{21-6}';
s i
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Now simply enter any time/date and click the Test button to check
whether this moment fits into the off-peak period definition.

Web Upload/Download

Choose appropriate templates for web upload/download of tariffs. Read
more about this in the Templates section.

E-mail Upload

H Edit 'Apollo SIP' Tariff
» | [# Add | [d Save | [l Save & Close | ® Close | ¥ Download | &) Upload Rates Objects M Logout | B Log

Name |Apolle SIP Currency USD

Type Routing

| General Info | Web Upload & Download ‘ Email Upload ‘ Notepad ‘
Edit Type From Key Template Disabled Delete
[ [ [test (osn =l ©
|E| EJ tarifff@exchangevoice net *dTmo* B test IE‘
IE‘ pricedvoicebandglobal.com princet pal Default=LS IE‘

Tariffs can be uploaded to the system from an e-mail received with an
attached document in either CSV or XLS format.

Field Description

Edit Click the Edit icon to copy the current row in the form
above for editing.

Type Uploaded document type, either CSV or XLS file.

From Sender’s e-mail; to prevent unauthorized access, only
trusted e-mail will be allowed.

Key Security key; tariff will be accepted only if the correct key
is specified in the message’s subject line or body.

Template Select a template to map information in the uploaded file
using PortaBilling. Read more in the Templates section.

Disabled Disable receipt of tariffs from this source.

Delete Click the delete icon to remove the source.

NOTE: Due to the security risk, the processing of incoming e-mails is turned off by
default. To reactivate, enable e-mail forwarding to the mail processing script in the
/etc/aliases file on your slave server.

Rates

Peak and off-peak prices

It is possible to have two different sets of prices, one for peak and one for
off-peak time. A call is always billed using one rate or another; this also
applies to calls which start in the off-peak period and end in peak, or vice
versa, i.e. there is no pro-ration. See above regarding how you can define
whether the peak or off-peak rate should be used in this situation. By
default, everything is considered peak time.
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Off-peak periods are defined using a powerful and flexible Time: :Period
module. The Off-Peak Period Wizard is also available to help you
construct a period definition in an easy manner.

Charging the call (old-style method)

C ALL

v

&«\0 &

S +
&
Q\

oO——

Connect Free 1 2 3 4 5
Fee Seconds

1
!
1
1
:
H <
1
1
]
1
1
1

&

x

Postcall surcharge

Figure 4-1

Figure 4-1 demonstrates how calls are charged. A Connect Fee is
charged immediately upon connection, and all calls shorter than Firsz
Interval 1 will be rounded to First interval seconds. Free seconds are
granted after the First interval, so this part of the call is not charged. Calls
longer than (First interval+Free seconds) will be rounded up to multiple Next
interval seconds. After that, a Post Call Surcharge is applied. The call
illustrated in the figure above will be charged using the following formula:

Amount_Charged = ( Connect_Fee +
First_Interval * Price_First/60 +
8 * Next_Interval * Price_N/60) * (1+Post_Call_Surcharge/100)

Parameters such as First interval, Next interval, Price First and Price
Next can be specified per destination. Connect Fee, Free Seconds and
Post Call Surcharge are defined on a per-tariff basis, and so are the same
for all destinations in the tariff.

Managing rates online

Managing rates online is very convenient for maintaining existing rate
tables and for reference purposes. In the case of new price lists or major
updates, the offline method is better.
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[il [ "SIP Phone subscribers’ tariff rates

» [# Add | [l Save | ® Close Tariff *0 Logout | B Log
Effective From Destination
|Now hd | | | [prefix | [ Group J[ country |
Country Interval, sec. Price, USDimin {TiEffective From
Edit pestination ’ X . . . vryemqop” % [ Delete
Description First Hext First Hext & £ . ﬁ c
HH24:ML:55%
Peak l:l l:l | | | | | |
[ ST | (N | | |
CZIECHREPUBLIC  Peak 1 1 0.12000 0.12000 2004-07-30
[B] 420
Proper Off-Peak 1 1 011000 011000 22:32:08
CZECHREPUBLIC  Peak 1 1 011000 0.11000 2004-07-30
[5] 202
Prague Off-Peak 1 1 0.06000 0.06000 223217
CZECHREPUBLIC  Peak 1 1 0.23000 0.23000 2004-07-30
[5] 420801 i o
Mohbile Off-Peak 1 1 0.20000 0.20000 22:33:09

On the Tariff Management page, click the L=] Rates icon for a tariff.

The filter at the top of the screen allows you to view rates depending on
their Effective From date or Destination. The Effective From drop-
down list allows you define whether only current rates (“Now”) or all
rates ever used (“->Now”) will be shown.

To edit an existing rate, click the (5] (Edit) icon next to it to copy rate
details into the form. Note that if a tariff contains peak and off-peak rates
there will be two rows of fields: the top one is for peak rates, and the
bottom one is for off-peak rates.

Usually you will enter rate data for each destination separately. However,
if the tariff has a Destination Group Set defined, by clicking on G in the
Destination column header you can switch into “destination group”
mode. Now you can enter a destination group name (e.g. UK-Mobile)
instead of a prefix, and the system will automatically create rates for all of
the destinations in that group.

Field Description

Destination | Destination prefix. May be entered directly, e.g. “47” for
Norway; or you can access the destinations directory by
clicking the Destination link. In the destinations directory
pop-up window, you can search for the desired prefix by
country name.

Country Country corresponding to the current destination.

First interval | First billing unit in seconds.

Next interval | Next billing unit in seconds.

Price first Per minute price for first interval.
Price next Per minute price for next interval.
Off-peak First billing unit in seconds for off-peak time.

First interval
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Off-peak
Next interval

Next billing unit in seconds for off-peak time.

Off-peak
Price first

Per minute price for first interval in off-peak time.

Off-peak
Price next

Per minute price for next interval in off-peak time.

Effective
Time

Exact time when the rate becomes effective. Click the (&
icon to make the rate effective immediately. Click the DD-
MM-YYYY link to set up the desired date using a pop-up
calendar.

7

Indicates if this rate uses a call rating formula. The ¥
icon indicates that there is no formula, thus old-style
rating is used. The 7/ icon indicates that the rate already
has a formula defined. Click on the icon to invoke the call
rating formula wizard.

Rates
properties

4| Hidden. This means that the rate is excessive (e.g.
there are usually more than 500 rates for Argentina mobile
because of different prefixes). This flag does not affect
usage of the rate by the billing engine. It simply indicates
that this rate may be omitted when making a list of rates
for the end user.

ﬁ Discontinued. Note that marking a rate as
discontinued takes effect immediately; you cannot
discontinue a rate sometime in the future

° Forbidden. This means that no calls are authorized
for this particular destination.

Delete

Click the delete icon to delete this rate. Only rates which
are not yet active can be deleted.

The following columns are available only for tariffs of the Routing type:

Field

Description

Route
Category

Route category, selected from among those already
defined. If you do not wish to use different route
categories, use the Default one.

Preference

Routing priority for this destination. 10 is the highest
priority, 0 is the lowest (i.e. do not use this destination for
routing at all).

Huntstop

If turned on, the billing engine will not try any routes for
other vendors with a lower preference.

The following columns are available only for tariffs of the Volume type:

Field

Description

Volume

Enter the volume lot (in minutes). If you leave this field
empty, it means that this is a normal cost-based rate.
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A

Click the Il Save Edited icon to save your changes.

NOTE: Off-peak fields appear only if a period has been defined for the tariff.

Call rating formula wizard

Because of the extreme flexibility of the call rating formula, it has a quite
complex syntax. To avoid possible errors, the call rating formula wizard
allows you to design a call rating formula easily.

The top table allows you to edit rate parameters (such as interval or price
per minute) directly, below it the current formula is displayed (read-only),
and finally there are three tabs for managing different formula parameters:

Rate Formula Wizard |

» | el save | [ Save& Close | @ Close

Interval, sec. Price, USDimin
First® Hext First * Hext"
1 | | [o.15 | 015

Formula:

J Global | Intervals | Add Duration ‘

Do not bill calls shorter than SEC

Global:

O Do not bill calls shorter than - See the detailed description of
this feature in the PortaBilling100 User Guide.

Rate Formula Wizard |

> [ save | o Save & Close | & Close

Interval, sec. Price, USD/min
First” Hext” First lext "
1 | | [o.15 | 015

Formula:

[ clobal | tntervals | addburation

Available Intervals
Count

Inte: 1 N intervals of 60 seconds, First price USD/min
Fined Surchargs custom @[ Jtime

Relative Surcharge -
K until the end of the
call

D

Unlimited O

Duration”
T —

=| [Firstintersal O =
Next Interval ()

Price”
S —

FirstPrice (O
= |[MNestPrice O =

s Include

Intervals:
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Here you can construct the actual call charge plan by defining a sequence
of time intervals and surcharges.
1. Choose the element type from the list at left
(Available).
2. Fill in the element parameters (such as interval
duration, price, etc.).
3. Click the Include button to add this element to the
formula.

Rate Formula Wizard |
» M Add | &l Save | [l Save & Close | ® Close

Interval, sec. Price, USD/imin

First” Hext ” First” Hext "

1 | [ | [o.25 | [o.25

Formula:

Global | Intervals lnddDuratiDn|

Edit Duration Less Than, see. Increase call duration * . % Delete

ANY
180 i ™
300 3 ™
800 5 K|
ANY 8

Con] Lo L] ]

Add duration:

NOTE: This option must be enabled in the config; by doing so you accept the
responsibility for any legal issues related to use of this billing feature.

O Duration Less Than, sec. — Threshold for increasing call
duration. The system will choose the entry with the maximum
applicable threshold. Thus, if there are entries with 120, 300, 600,
900 and ANY seconds, and a call is made for 7 minutes, the
second entry will be applied. ANY is a special case, and it means
“any other call duration”; there must always be such an entry in
the formula.

O Increase call duration — Defines how the call duration should
be changed (increase in percentage; a 0 value means that the call
duration should not change). Note that for several entries with an
increasing threshold the percentage values must increase as well.
Thus you can have the entries: 180:3%, 300:5%, ANY:7%; but
you cannot have: 180:5%, 300:4%, ANY:3%.

Managing rates offline

The rates table may be prepared using a spreadsheet processor (e.g. MS
Excel) and easily imported into PortaBilling. This is very convenient if
you are going to make many changes. For example, you might increase all
prices by 10%. To upload your rates file, proceed as follows:

1. On the Tariff Management page, click on the tariff name.

2. In the Edit Tariff window, click the & Upload .CSV icon.
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3. In the Upload Rates window, click Browse...
4. Locate the Tariff-sample.csv, then click Open.
5. In the Upload Rates window, click Upload.

6. In the Edit Tariff window, click Close.
You can verify your work using the Rates feature.

Volume discount plans

Volume discount plans allows you to dynamically modify your rates
depending on how much traffic a customer has already sent you. For
instance, after he makes calls for 200 minutes (charged at the normal rate)
he will get a 10% discount for every minute he calls over this limit.

A discount plan includes one or more discount schemes applicable to a
certain destination group. “First 200 minutes for free, then normal rate
with 10% discount over 500 minutes” is one such discount scheme, and it
may be applied to the destination group “Asia”, which includes China,
Hong Kong, Singapore, Thailand and other countries.

Use the main Discount Plan Management screen to list all existing plans.
Plans can be located using the search form, by selecting a reseller from the
drop-down list or entering the plan’s name. To edit a discount plan, click
on its name in the list. The delete icon will be visible only when the
discount plan is not in use (not assigned to any customer, account or
product), allowing permanent deletion of the discount plan.

Add/Edit a discount plan

To add a new discount plan to the system, select Add to go to the
discount plan creation screen. An existing discount plan can be edited by
clicking its name in the list.

Field Description

Name The logical name of the discount plan object.

Managed By | By default — None. The plan can be assigned to a reseller
(Managed by NNN) so that it is manageable from the
Customer Self-Provisioning web interface.

Currency Indicates which currency is used for billing calculations.
All discounts in a plan are to be defined in this currency.
A discount plan can only be assigned to customers,
accounts and products using the same currency.

Destination | Discounts can be defined for individual groups (e.g.
Group Set US&Canada, Asia, Western Europe) within this set. Once
chosen during discount plan creation, they cannot be
changed later on.

Counter Each discount has internal counters associated with a
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Reset at

corresponding account or customer. These counters store
the current value in minutes (or charged amount) of calls
made to a specific destination group. The counters go up
according to the customer or account’s billing.

Never means the plan counters will never be reset
(zeroed). This is convenient if you wish to provide
a special promotion such as “500 free minutes of
calls to Western Europe”. In this case, the counter
will always go up, and the normal rate will be
applied after it reaches 500 minutes.
Billing-period means the counters of the plan
will be reset when the customer’s next billing
period begins. If you have defined a discount
“first 500 minutes for free”, then the customer
will have 500 free minutes in every billing period
(month, week, etc.).

Once chosen, this setting cannot be changed later on.

Description

Short description of discount plan.

Defining discounts for individual destination

groups

After a volume discount plan has been saved, the Discounts tab will
become available. To add a new discount to the plan, click the 1 Add
button. An existing discount can be edited by clicking the Edit [=licon on
the row containing its details.

Field

Description

Destination
Group

Enter the name of a destination group manually, or click
the column header link (Destination Group) to choose a
group from a searchable list inside the pop-up window.

Type

Select the threshold type: will you use thresholds based on
the charged amount, or on the total call time?

Amount means the threshold is measured in
currency units (e.g. USD), and the counters will go
up by the amount which the customer should
have been charged for the call before the volume
discount was applied.

Volume means the unit is minutes, and the
counters will go up by the same value as the
charged call duration. Note the difference between
call duration and charged call duration. For instance, if
a rate specifies 5 minutes rounding and a customer
has spoken for 3 minutes 42 seconds, he will be
charged for 5 minutes and the counter will go up
by 5 minutes as well.
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Discount Since the discount formula is complex, you cannot edit it
scheme directly. Click on the column header or the icon in

order to launch the discount definition wizard (see the
chapter below).

Discount definition wizard

The discount wizard provides users with a flexible tool for defining
threshold values and corresponding discount values. A threshold defines
the maximum counter value (call duration or charged amount) within
which the current discount may still be applied. If the last available
discount is to be applied regardless of the counter value (e.g. first 200
minutes — normal rate, up to 500 minutes — 10% discount, and 20%
discount after that) then this last discount will be created with a special
unlimited threshold.

Field Description

Threshold The threshold value is measured either in currency units
or time units (minutes) according to the type of discount.
The value entered must be numeric (with a period
allowed) and greater than zero. To provide a special
unlimited value for the threshold, check the Unlimited
box. You cannot have two discount rows with the same
threshold values.

Discount The percentage discount value must be numeric (with a
period allowed) in the 0 — 100 range. A 0% discount
means “standard rate applied”, while a 100% discount
means “free call”.

The billing engine decides which discount is to be applied, depending on
whether the counter for the given destination has reached one of the
defined thresholds. Note that the “charged amount” counters record the
charges as they are defined in the tariff, i.e. before a volume discount is
applied. If there is no “Unlimited” threshold discount, and the counter
exceeds the last (i.e. biggest) threshold, any further calls would be billed
according to the standard tariff rate.

For example:
Discount type - Volume, minutes

Discount is defined as 0..100 - 50%; 100..200 - 20%; 200..unlimited - 10%
The first 100 minutes are billed at a 50% discount (half-price from what is
specified in the tariff), the next 100 minutes are billed at a 20% discount,
and thereafter all calls receive a 10% discount.

Discount is defined as 0..100 - 100%
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The first 100 minutes are free; all minutes above that are billed at the tariff
rate.

Discount type - Amount, USD. The tariff rate for the given destination is
a flat 0.5 USD per minute.

Discount is defined as 0..10.00 - 0%; 10.00..20.00 - 10%; 20.00..unlimited
- 20%

The customer begins making calls, and each call is charged according at
the normal rate until the total charged amount exceeds $10.00. After that,
the customer is given a 10% discount on calls.

NOTE: Let’s look at a situation in which a customer’s balance is $10.00 (and the
volume discount counter is also $10.00). The customer makes a 30-minute call, and
the tariff rate is $0.20/min. The call is charged as 30 * 0.20 — 10% = $5.40, and this
value is stored in the CDR for the call. Thus the customer’s balance will be modified by
$5.40, to become 15.40. At the same time, the volume discount counter will go up by
the amount without the discount. Thus the counter will go up by $6, to become
$16.00.
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Products

A product is a combination of services that you provide to a customer for
a price. For example, you decide to sell calling cards with 10 cents/minute
calls to the Czech Republic for calls to a local access number in New
York, and 15 cents/minute + 50-cent connection fee for calls to a toll-
free line. In this case, your product will include two types of service:

e access via the local New York number, and

® access via the toll-free line,
with price parameters associated with each service.

Accessibility is the main component of a product definition. It specifies
where your customers are allowed to use a service and how they should
be charged for it. Accessibility allows you to specify three parameters to
define an access point:

1. The gateway on which the service is used. What is the exact
meaning of “gateway’” in this context? For example, if a customer
calls to gateway A, enters his PIN, and makes an outgoing call
which is terminated on gateway B, is he using the service of
gateway A, or B, or both? The correct answer is that the service is
said to be provided at the point where authorization is performed.
In the example above, since PIN authorization is performed on
gateway A, then it is gateway A which must be listed in the
accessibility.

2. Identification of the access number (method) on that gateway.
This parameter allows you to use different types of services on the
same gateway, for example, according to the access number the
customer has dialed. (Access number is a very common case; in
fact, you can use any string so long as it is provided by the
application which handles the call).

3. Originating line information. You can separate accessibility entries
based on originating line information (e.g. if the call was made
from a home phone or a pay phone). Make sure your telecom
provider supplies you with this information in the call setup.
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" Add Product Y ‘ ‘
3 el save | [gl Save & Close | ® Close ] Logout
Product Name |SmartCa|I | Currency |USD - U3 Dollar v|

Wanaged By
General Info

Breakage 0.10

Maintenance Period | geek1y hd

Maintenance Fee 0.05

Info LIRL |http:.i'.-"www.ml,ldomain.com.-"smartcall.-"

Description SmartCall per-paid cards

G M Edit "SmartCall’ Product

» [# add | [@ Save | gl Save & Close | ® Close Rate Lookup F Logout | B Log

Product Name [smartcall | Currency USD

Managed By Mone

General Info | Accessibility | Notepad |

Edit Hode Tariff CLD

|g—w—demo w | |USD - Prepaid cards v | \

pots

maltiparty line

ANI failure

Station Level Rating

special operator handling recquired
inter-LATA restricted

test call

ATOD-listed DN sent

coin or noncoin on calls using databad
800 serwice call

800 serwvice call from a pay station
payphone using coin control signaling
prizon or inmate service

intercept (blank)

The basic information for defining a product is as follows:

Field Description
Product The logical designation of the product.
Name
Currency The currency in which the product will be maintained. To
edit a currency, delete all accessibility entries for this
product.

Managed by | By default — None. The product can be assigned to a
reseller so that it is manageable from the Customer Self-
Provisioning web interface.

Breakage This value should be set by the administrator based on the
currency and minimum price per minute. It is used in
Account Management to obtain a summary of “depleted”
(practically unusable) accounts.

How it works: An account user could have a very small
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balance, e.g. 0.015. This is not enough to make calls to
most destinations, except perhaps calls to technical
support and certain local calls. Thus, even though the
account’s balance is not yet zero, the account is basically
unusable (and the customer will probably never use it).
The administrator is interested in how many accounts are
in this state, i.e. how many accounts are depleted.

Maintenance | Defines how often to apply the Maintenance Fee. The

Period Maintenance Fee will be charged on the first day after an
account is used for the first time, and thereafter according
to a specified period, e.g. every week.

Maintenance | Only defined when the Maintenance Period is set; the

Fee amount to charge any account using this product
according to the schedule defined by the Maintenance
Period.

Account Which ACL should be assigned to new accounts created

Default ACL | with this product.

Default This menu is not available in the “Add new” mode, but

Discount you can assign the discount plan to the product after it

Plan has been created.

Info URL URL to an external website describing product features.
Customers can access it by clicking on the Product Info
link in the main menu of their self-care interface.

Description | Product description.

Accessibility

NOTE: The Accessibility tab is invisible in Add New mode, and will appear only when

editing a product.

To add a new Accessibility entry:
1. click the 1 Add button
2. choose a node and tariff from the drop-down lists
3. type in the CLD value, if any
4. click the bl Save button

To edit the Accessibility list:
1. click the (5] (Bdit) button
2. choose a node and tariff from the drop-down lists
3. type in the CLD value, if any
4. click the el Save button

Accessibility by CLD Feature requires:
- Authorization of each account prior to a call.

- PortaBilling proprietary attribute must be passed in the authentication
request. This can be done by modifying your TCL call control scripts.
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Online signup
Note: This tab is available only when the product is managed by a reseller.

Online signup is a reseller feature; it allows automated creation of
accounts (and sub-customers, if necessary) when an end-user fills in a
subscription form and payment card information and then, having
successfully completed the subscription process, receives the credentials
necessary to make phone calls.

Edit 'SmartCall’ Product

» | il Save | [0 Save&Close | @ Close Rate Laokup Objects *l Logout

Product Name |Srnartcsll Currency USD

Managed By  TestWholesale

General Info | web Subscription | Accessibility ‘ Notepad |

HTTP_REFERER [https://deme. partaone, comn/ subseribe, htrnl

validation Module [Porta, prm

Continue URL  [https://deme. portaone, cormifinalize_subscr, html

Numerous online signup frontends can be developed using a combination
of the “Subscription HTTP_REFERER” and “Validation Module” fields.

Read about “How to configure Web Subscription” in the PortaBilling
Guide Part II.

Vendor Management

Vendors are your service providers, for example, termination partners or
incoming toll-free line providers. Every time a call travels from your
network to a vendor (via telephony or VoIP) there is a cost associated
with it, and at this point PortaBilling will charge the account and customer
for the call, as well as calculate your termination costs.

On the Vendor Management screen you may view a list of all registered
vendors. This list provides the following information and activities:

[ ™ Vendor Management
» [ Add | ® Close Dbjects P Logout
Search
Search |
CDRs Hame Connections Currency  Balance E-mail Delete
D] Apolle-sIP USD  1123.02434
@ Federica S|P Demn TS 0.00000 sales@minixel.com
D] kos vendor Usp  -97.83998
O] Mexico vRs UsD 0.00000
O] Porta Software Lid UsD 8.11338
O] sie-sip UsSD  2057.83332
Column Description
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CDRs Click the View (lE‘) icon to go to the CDR view page for
this vendor.

Name The vendor’s name.

Connections | Click the connections icon to be taken to the
connections management page for this vendor.

Read more in the Connections section below.

Currency The currency in which the vendor’s account is maintained
and paid.

Balance The vendor’s current balance.

E-mail E-mail contact for the given vendor.

Delete Click the delete <|3|) icon to remove the vendor. The
delete button will only appear if there are no CDRs or
connections defined for the vendor.

Add/Edit Vendor

M E E G H

Add Vendor

[ Save

[l Save & Close

# Close [ Logout

Vendor Name [-Telecom "

USD - TS Dollar W

Currency

Campany Name
MriMsi..

First Mame
Last Mame

Address

ProvincesState
Postal Code
City

Address Info | Additional Info | User Interface |

| Contact

| |

L ] Phane | |
[ A | Fax [ |
L A Phone | |
12 Pine Street Alt. Contact | |
E-rrail [eoip@-telecarn.cam |

| |

BCC

Send Statistics | Full Statistics W

n \

Descripion | |

[Mew Brunswick |

CountryRegion  [UsaA ‘

The Add Vendor page allows definition of a new client entity within
PortaBilling. The information required is split into two tabbed sections:
Address Info and Additional Info. The Edit Vendor page also contains
the Notepad tab for making notes. The following information is required
at the top of the form:

Field

Description

Vendor Name

Defines the vendor name as it will appear within the
PortaBilling system. This is distinct from the Company
Name field in the Address Info tab.

Currency

The currency must be specified by selecting it from the
drop-down list of available currencies.
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Opening The starting balance for the vendor.
Balance

The information in all other tabs is optional, and need not be specified
when creating the vendor.

Maintenance

The Maintenance tab allows the administrator to correct a vendot’s
balance.

Field Description

Action Manual charge: Use this transaction to adjust
the vendor’s balance in case of non-call related
charges from the vendor. For instance, if the
vendor has charged you for an equipment
purchase.

Manual refund: Use this transaction if you have
received credit to your account. For instance, if
you complained about the vendor’s service
quality and have agreed for certain funds to be
credited toward future services.

Amount Amount to charge/refund.

Visible comment A comment on this transaction visible to the
vendor in the CDR browser.

Internal comment An internal comment on this transaction; not
visible in the CDR browser, and only accessible
directly from the database.

Additional Info

Field Description

Billing Period | Defines the frequency of invoicing for this vendor.

User Interface

The User Interface tab content is identical to that described in the
Common Features section of Admin Interface Part 1.

Accounts

When you send traffic to the vendor’s network, both parties are interested
in securing the connection so that no one else can send traffic to the
vendor, as this would then be billed to your account. When using SIP, it is
possible to do this in a very convenient and secure way: by using digest
authentication. In this case, the vendor will provide you with a

username/ password, which will be used to authorize every outgoing call
from your network to this vendor. Here you can enter information about
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such accounts, so that they can be provided by billing to the SIP server

automatically.
G M Edit Vendor
» | i@ Save | [l Save &Close | ® Close | [E] CDRs | %2 Connections Objects ol Logout | B Log
Vendor Name |volP Doctors Opening Balance 0.00000 USD
Balance 0.00000 USD
[ address Info | Maintenance | additional Info | User Tnterface | accounts | Notepad |
Edit Hame Login Password Delete
I I [
E‘ cure@voipdoctors.com cure —— Iz‘
E‘ nurse@voipdoctors... woipnurse e Iz‘
C tions

Definitions

Network
VoIP network - one or more VolP entities that belong to a
single operator.

Connection
Point of change of network ownership. Defined as a set of
physical and logical parameters i.e. IP, Port, Timeslot, Call Type,
Call Direction, etc.

Operator A , Operator B

Cost A ' Revenue B
Cost A = Revenue B

Operator
Network owner. Responsible for internetworking and wholesale
in its network.

A connection defines the point where a call travels between the
networks of two operators, one of whom is a PortaBilling owner. At
this point, we will create a CDR for the vendor (the other operator)
describing our costs. Also, if this was an egress call, we will create
CDRs for both the account and the customer.
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The Connections Management screen is broken down into call leg
types using four tabs: PSTN from Vendor, PSTN to Vendor, VoIP
to Vendor, and Proxied VoIP to Vendor. Under each tab there is an
edit row and then a list of the existing connections for the given type.

G M Yendor "VoIP Doctors' connections

» | @ Add | [ save | ol Save &Close | @ Close Objects P Logout | Bl Log

PSTN from Yendor | PSTN to Yendor | YoIP to Yendor | Proxied ¥oIP to Yendor ‘

Edit Load Hode Port Transl. Rule Outgoing Rule Tariff Description Capacity  Delete

[adrew =1 [ [ [2pol1o s1p = [

E i meta S01 11, wolumne test Eastermination 120 IE‘

Microsoft Internet Explorer

1 Submitted inFormation is being cached in the biling engine and will not take effect immediately,
. Default caching time is 10 mintes. Please contact your system administrator For more information.

To add a new connection, enter the information in the edit row and then
select [ Add. To edit an existing connection, click the Edit [ icon next
to the desired connection, modify the necessary fields, and select el Save.
The following fields and functions are provided in the listing:

Field Description
Edit Copies the connection information into the edit row.
Load Opens the load graph for this connection.
The following three columns are only available for PSTIN connections:
Node Name of the node used for this connection
Port Only on PSTN related connections. The specified port for

PSTN origination or termination. The port can be set
using wildcards:

¢ - match any symbol

‘%’ - match any sequence of symbols

The wildcard symbols ¥’ and ‘?* should not be used.

CLD Only available for “PSTN from vendor” connections.
Specifies the access number which the customer dialed in
order to reach your network.

The following column is only available for 1'olP connections:

Remote IP IP of the remote gateway. The value in this field should be
in one of the following forms:
e [P address, e.g. 23.45.67.89
e IP address and port, e.g. 34.56.78.90:5062. This
is required if the remote gateway uses port
different from the standard one.
e Special keywords ANY or SIP-UA
e For the prefix-based connection matching specify
a value in the form of PREFIX:NNN, where
NNN is the actual prefix. For example

(c) 2000-2005 Porta Software Ltd. All rights Reserved. www.portaone.com 79



PORTA [4Billing100°

Adjusting Billing Parameters

PREF1X:34567#

Translation
Rule

Perl style regular expressions applied to the number in
order to convert it from a vendor-specific format into the
unified format used in billing.

Outgoing
Rule

If necessary, the received number can be modified before
sending it to the vendor, for example, if a tech prefix is
required. Only applicable if the node which routes the call
retrieves routing information from PortaBilling (e.g.
PortaSIP or MVTS).

Tariff

The tariff used to calculate the cost of terminating calls via
this connection.

Description

A logical description of the connection.

Capacity

Number of simultaneous sessions the connection can
support. This parameter is used only to correctly scale the
load graph for this connection, and not for actual call
handling — this is done by the gateway itself.

Account

Only applicable for outgoing SIP connections. Defines
which  username/password should be wused for
authorization of outgoing calls via this connection.

Delete

Click to remove the connection.

The following two columns are visible only if you are using multiple
protocols in your system and have the ShowConnectionProtocol feature
enabled. By default this option is turned off, and every connection is
assumed to be SIP-capable only.

Field

Description

H323

Check if this connection is capable of handling H323
calls.

SIP

Check if this connection is capable of handling SIP calls.

Customer Management

On the Customer Management screen you may view a list of all registered
customers, or use search filters to display a specific set of customers only.

Filter value Description

ANY

All of the customers registered in the system

Direct customers Customers who are directly owned by your

company (who have a business relationship with
you, receive bills from you, and pay to your
accounts). This may include both resellers and
retail customers.

All reseller

Only customers of the reseller type.

All retail

All retail customers; this includes your own retail
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customers and those of your resellers.

Direct retail

Only retail customers who are owned by your
company.

Sub-customers of

All sub-customers of a specific reseller.

Reseller NNN

Representative Only customers related to a specific
representative.

Search Filter by name. When you enter a value in the

search field, all customers who have the search
string in their customer name, company name, or
first/last name will be displayed.

The list provides the following information and activities:

MEE M

[H Add | @ Close

Customer Management

B Logout

Type

Representative Search

| Direct Customers

CDRs Hame
[2] aBC shuttie Lid
[B] calishops
O] EasyCallLtd
@ John - Reseller

@ Prepaid cards distributar

Accounts / Subcustomers Currency Type

v | [amy ~|| | Csearch |

Credit limit Balance
0.00000
0.00000
0.00000 admin@easycall.com
0.00000
0.00000

E-mail Status Delete

usD Retail

Ush  Reseller
Reetail

Reseller

Retail

ush
usDp

0P HNO0

B [

ush

Column Description
CDRs Click the View (@') icon to go to the CDR view page.
Name The customer’s name.
Accounts/ Click the Accounts £ icon to go to the Account

Sub-customers

Management screen (for retail customers) or the Sub-
customers Management screen (for resellers).

Currency The currency in which the customer’s account is
maintained and billed.
Type The customer may be either a reseller or a retail

custometr.

Credit Limit

The credit limit applicable to the customer’s account
(if any).

Balance The customet’s current balance.
E-mail E-mail contact for this customet.
Status The status of the customet’s account.

A . ) :
The £ icon will appear if a credit has been exceeded.
The customer blocked @ icon means that all accounts

of this customer have been blocked. The frozen %2
icon means that periodical payments for this customer
have been suspended due to repeated errors (for
instance, the customer canceled his credit card and did
not enter information about a new card in
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PortaBilling).

Delete Click the delete (EI) icon to remove the customer.
The delete icon will only appear if there are no CDRs.

Add/Edit Customer

The Add Customer page allows definition of a new client entity within
PortaBilling. The information required is divided into four tabbed
sections: Address Info, Additional Info, Payment Info, and Self-Care
Info. The following information is required at the top of the form.
Information on all the other tabs is optional, and need not be specified
when creating the customer. Once it has been created, the customer
cannot be changed from a retailer to a reseller, or moved under another
reseller.

Field Description
Customer Defines the customer name as it will appear in the
Name PortaBilling system. This is distinct from the
Company Name field in the Address Info tab.
Blocked Blocks a// accounts of this Customer
Currency The currency must be specified by selecting it from the

drop-down list of available currencies. Once saved, the
currency cannot be changed.

Opening The starting balance for this customer.
Balance
Type This can be either “Reseller” or “Retail”.

Address Info

The Address Info tab provides most of the commonly required contact
information. The Send Statistics select menu is worth mentioning. The
default choice is Full Statistics, whereby the customer will receive an e-
mail with an attached CSV file after the billing period is closed, containing
all the calls made by his accounts. If invoices are being generated for this
customer, an invoice will be attached to the e-mail as well. The CSV file
containing all calls may be rather large, so it is possible to use the
Summary Only option. When this option is used, the customer will only
receive a brief summary e-mail. Finally, it is possible to turn off e-mail
statistics by choosing the Do Not Send option. Also note that you may
allow your account manager to receive a copy of every e-mail sent to the
customer by entering his e-mail address in the BCC field.

Maintenance

The Maintenance tab allows the administrator to correct a customet’s
balance.
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Edit Customer

[ [l Save | (x| Save & Close | ® Close | [Z] CDRs Accounts P Logout | B Log
Customer Name ’ Opening Balance 0.00000 USD

Blockedl ) Balance 0.00000 USD

Tvpe Retail

Amaount

Yisible Camment

Address Info | Maintenance | Additional Info | Payment Info | User Interface | Dialing Rules | Motepad |

Actioh iManual refund Ta| Action Description

No action
Manual charge

E-Commerce Charge
Internal Comrment | E-commerce Befund

Authorization Only
Capture Payment

(Credit Customer balance in PortaBilling100. For instance if Customer complains and you
have agreed to place a credit toweards future service use. This mean Customer ballance will
be changed so Custorer will be able to make mare calls

Field

Description

Action

Manual Charge: Customer’s debit balance in
PortaBilling100; for instance, if you are selling SIP
phones to a customer. This means the balance will
be changed so that the customer is able to make
fewer calls.

Manual Refund: Customer’s credit balance in
PortaBilling100; for instance, if the customer files a
complaint and you agree to give him credit toward
future service use. This means the balance will be
changed so that the customer is able to make more
calls.

E-Commerce Charge: Transfers a given amount
from a customer’s e-commerce account to a
company merchant account and issues credit
toward the customer’s balance in PortaBilling100.
E-Commerce Refund: Transfers a given amount
from a company merchant account to a customer’s
e-commerce account; for instance, if a customer
files a complaint and you agree to a refund. This
transaction will not affect the customer’s balance in
PortaBilling100.

Authorization Only: Verifies whether the
customet’s e-commerce account is valid and
reserves a given amount. This will return a
Transaction ID, which may be used later in a
Capture Payment transaction. This transaction will
not affect the customer’s balance in
PortaBilling100, nor the customer’s e-commerce
account.

Capture Payment: Transfers a given amount from
a customer’s e-commerce account to a company
merchant account and issues credit toward the
customer’s balance in PortaBilling100. This requires
the Transaction ID obtained via an Authorization
Only transaction. The amount must be equal to or
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A

less than that in the corresponding Authorization
Only transaction.

Amount

Amount to charge/refund.

Visible comment

A comment on this transaction visible to the
vendor in the CDR browser.

Internal
comment

An internal comment on this transaction; not
visible in the CDR browser, and accessible only
directly from the database.

Additional Info

Field Description

Tariff The tariff to be applied to this customer. All outgoing
calls made by accounts under this reseller will be
charged according to this tariff. This option is
available only when the customer type is Reseller.

Incoming Tariff for charging a reseller for incoming calls (e.g.

Tariff toll-free lines). Only available if the
ChargeCustomerForIncomingCalls feature is turned
on in porta-admin.conf

Routing Plan | Routing plan to be applied to this customer.

Billing Period | Defines the frequency of invoicing for this customer.

Invoice Defines the Invoice Template for this customer. See

Template the Templates section for more information.

Terms Payment terms, such as “Due on receipt”.

Representative | Assigns a representative to this customer. See the
Representatives section for more information.

Tax ID Customer’s tax ID.

Callshop Defines whether callshop features (timer, receipt, etc.)

Enabled are available. Not available for direct customers, while

for resellers both the reseller and a particular retail
customer must have this option enabled in order to
use the callshop functionality.

Payment Info

The Payment Info screen defines customer payment characteristics. In
addition to normal payment information (preferred payment method,
credit card number, etc.), there is also a Credit Limit field. If left empty,
no credit limit is enforced. Otherwise, if Radius authentication is enabled,
calls exceeding the limit can be denied.

Retention Restrictions

IMPORTANT! A merchant may not use account and transaction
information for any purpose other than assisting completion of a payment
card transaction, or as specifically required by law. Merchants may collect
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a payment card number and expiration date independently of a payment
card transaction only with the express consent of the cardholder. A
merchant may only retain this information for the sole purpose of
facilitating future payment transactions. A merchant must not provide this
information to any other person except for the sole purpose of assisting
completion of a payment card transaction.

User Interface

The login and password information for Customer Self-Care refer to the
credentials required on the self-care web page. An easy-to-remember yet
secure password may be generated automatically by clicking the Auto
button.

Check “Periodical payment management enabled” on the Customer Self-
Care interface so that the customer himself can manage his periodical
payments. The Periodical Payment Tab will appear only if the customer’s
currency can be processed by at least one of the existing Payment
Systems.

Date & Time Format
PortaBilling allows the administrator to define both input and output date
and time formats for each customer registered in the system.

By making changes to the date and/or time format on this page,
customers will be able to enter dates and times in the desired format
throughout the entire PortaBilling100 Customer Self-Provisioning
Interface, on invoices, and so on (see the screenshot below).

See the User Management section for examples of date and time format
usage.
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Edit Customer

> [ Save | [gl Save & Close | ® Close | [E] C(DRs | €55 Subcustomers M) Logout | B Log
Customer Name [Johr - Reseller Opening Balance 0.00000 USD
Blocked F Balance 0.00000 LSD
Type Reseller
| Address Info | Maintenance | Additional Info ‘ Payment Info | User Interface | Motepad |
Login Time Zone | Burope/Copenhagen v |
Password  [adalizly | Cauta ) ‘Web Interface Language| en - English v|
persss Lo
[] Perindical Payments management Enabled
Output Format
Date [ | | zo0z-12-3:1 ~|
Time [HHz4:m1:55 | |user Definea ~|
Date &Time  [\YYv-MM-DD HH24:ML:55 | | User Defined ~|
Input Format
Date [ | [zo0z-12-:1 ~|
Time [HHz4:MI:s5 | [user Definea ~|

Periodical Payments

Periodical payments management allows the administrator and customers
to set up the following parameters for automated periodical payments.

All the registered payments for a customer are listed. The Effective drop-
down list allows you to define whether only current payments (“Now”) or
all payments ever processed (“~>Now”’) will be shown.

Choose (“Now->%) to see “future” payments, or “All” to list all
payments. (“Now”) is the default value for this filter. The information in
the chart below is provided in the payments listing. To add a new
payment, click the 2] Add button.

Edit Customer

Accounts Objects

MEBEGEH

» | @ Add | g Save | [0 Save&Close | ® Close | Bl CDRs ) Logout

Cuétnrner Name [Custorrere Opening Balance 0,00000 USD:
BITkEd (m] Balance 509696 USD
g Address Info | Maintenance | Additional Info | Payment Info [ User Interface | Periodical Payments | Dialing Rules | Notepad |
» Btective [ =]
:vmmed A rroqueney e flveshold  Brmem ey eSOl rozen Miscontinued Nelets
29.02.2008 [100.00 | [Balamce Driverz] [z00 [z5-02-za0 [or-04-za0e Hot Applicable [~ r B|
Field Description
Amount Specify a fixed amount to be paid, or click the Pay
Balance & icon (not available when the frequency is
balance driven) to pay the current balance with a
certain periodicity.
Frequency Balance driven, weekly, or monthly.
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Balance Only available when the frequency is balance driven.

Threshold Payment will be triggered when the balance is higher
than the specified threshold.

From, To Dates when the payment will remain active. Click the

Date stopwatch @ icon to make the payment active
immediately.

Dialing Rules

The Customer Dialing Rules & Abbreviated Dialing feature works
with both SIP and H.323, with adequate support from either the SIP
Server or Cisco TCL IVR. A PortaBilling customer can set up dialing rules
as an international prefix, outside prefix, direct number (e.g. 911), or
abbreviated dialing for his accounts.

[HS] Edit Customer
» | [@ add | @ Save | [ Save & Close | @ Close | B CDRs Accounts Objects ¢l Logout B Log
Customer Hame |Custorn=r B Opening Balance 0.00000 USD
Blocked r Balance 5.08686 USD

address lnfol Maintenance‘ Additional lnln‘ Payment ]nln‘ User Interface | Periodical Payments | Dialing Rules | Notepad
Abbreviated Mumber Length |3 Dialing rules wizard

Edit Abbreviated # #7To Dial Description Delete
0 [
= 162 3604424471622 Kiev office PSTN [*
B 20 1BE67478647003 Sipura-2000 Phone 1 K
El 202 1BBET4TEE47004 Sipura-2000 Phone 2 ™
E 203 1866T478647005 Grandstream Handylone ATA-286 IE‘
B 20 18667478647006 Grandsiream Budgetone BT-100 [
Bl a0t 18667478847001 Gisco ATA-186 Phone 1 &
[ 302 18667476847002 Ciseo ATA-168 Phone 2 [
B 303 1BE6T47E647007 Cisto 78056 K
El 304 1BB6T47E647008 M Messenger ™
= 305 18667478647009 *Ten Lite [*
B 43 3804424471821051 Kiev Cisca 78056 &

To add a new abbreviated dialing, click the 2 Add button and enter the
following information:

Field Description
Abbreviated # | The number the end-user will dial on his phone

# to Dial The number the call will be forwarded to. You may
enter the ID of one of the customet’s accounts (use

the & icon for a pop-up window where you can see all
of them) or any phone number.

If you do not enter anything in this field, then the
abbreviated number is considered to be a direct
number, or “dial as is”. This is useful for making sure
that special numbers (e.g. 112) will never be converted
by other translation rules.

Description Description of this abbreviated number, e.g.
“Andrew’s IP phone”.
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In order to define the phone number format which is used by this
customet’s accounts, click Dialing rules wizard to activate the wizard.

Dialing rules wizard
3 ® Close

Your country code Sample settings
Your area code Norch dmerica, UA, 7 digit mumber dialing [4]
North imerica, BC, 10 digit mmber dialing
‘four International dialing prefix (e.g. 071, Europe, Czech Rep., always dial using the areacode
00, 0011) Europe, Czech Pep., local and domestic disling i(obsolete)
. . Bustralia, Sydney =
Prefix for accessing autside phane netwark ||

Prefix for domestic calls, but outside of your -
]

area code (e.g. o)

Check yourself

To call outside of your office, but within the
same area you dial

To call long distance Gwithin your country)
you dial

To call internationally you dial

The upper part of the wizard screen allows you to enter important dialing
parameters such as your international dialing prefix. Several sample
settings are provided for your convenience. For example, in order to load
example settings for “traditional” North America dialing, select “North
America, WA, 7 digit number dialing” and click Load Sample.

In the bottom part of the wizard screen you can check whether you have
described the numbering format correctly. Make sure, for all three
examples provided (local, domestic and international call), if this is the
way you want to dial the numbers.

Add/Edit Customer under a Reseller

This is essentially the same as for management of customers as described
above, the sole difference being that you can only create sub-customers of
the Retail type.

[[] M "John - Reseller" - Subcustomer Management ¢

» | [H Add | ® Close
Type Representative Search
| John - Reseller w || ANY b4 || | [ Search ]
CDRs Hame Accounts Currency Type Creditlimit Balance E-mail Status Delete
(2] Mary- distributor ) U Retail 0.00000 ¥

Account Management

An account is the user of a product such as prepaid cards, voucher-based
cards, or credit calling plans. Each account in PortaBilling is associated
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with a customer. The Account Management screen, accessible from the
Customer interface by clicking the Accounts & button, shows you a
query screen for listing existing accounts.

Account listing

Search Filter

There may be a very large numbers of accounts in the system, so it is
advisable to limit your search using the filter functionality.

Field Description
Account ID | The primary identification for this account; an
alphanumeric string.
Note: the % wildcard symbol may be used.

Batch Logical name for a group of accounts. Select from a list
of all the customer’s batches to enable the batch update
pane.

Curl# Enter control numbers and/or number ranges separated

by commas. For example: 1,3,8-12
SIP Status | Default — ANY; using this function, you can display
cither logged-in or logged-out accounts only.

Batch update pane

[H ] Accounts of Wholesale Customer 'Customer B*
» | @ Add | @ Account Generator | & Close Objects *f Logout
Account ID Batch ctri g SIP Status
[ [Deno rdapeers =T ANV =1 Show Accounts
Batch 'Demo Adapters' Ctrl# CDRs ACEhreID :]dle, Balljnsnuce, Open.uI;aEIIimne, Crerlljilslﬁimil, i Product  Status SIP
Selected: 3 Started: 3 Depleted: 0 ot
. B Activation Dty [Lo-0r-20ms [ LO-MMETYIY 1 D] 18es7478547003 2 051483 0.00000 Credit %a‘
v Expiration Date |01-0&-2004 -
] ED:MMAGTRY 2 D] 18es7478547004 29 0415388 0.00000 Credit %a‘
I~ Lifetime (days) i
Puorta
- Refund  uwo 3 O] Leser47mc4700S 12 1.08376 0.00000 i e @
Charge uso
Block «
= -
I~ Redirect Number |— 2 Fallowing changes
= EpirationDate  DI-06-200
cpiration Date -0
F7 UM Enabled F UM Enabled Ves
O E;Enf;[l’:;e en - English - will be applied TO THE WHOLE BATCH
I" Time Zone dmerica/Vancouver ¥
ARE 0L SURE?
[ cig
= Cancel
Mlllllllllll)
. . .
Field Description

Account ID | The primary identification of this account; an
alphanumeric string.

Ctrl# Enter control numbers and/or number ranges separated
by commas. For example: 1,3,8-12
ACCOUNTS
Status i Zero balance | A Expired
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A\ Not active © Blocked

A Credit exceeded @ Customer blocked (see
Edit Customer)

Ctrl#t Click via Ctrl#, or enter control numbers and/or number
ranges separated by commas. For example: 1,3,8-12

The batch update pane can be activated by selecting a batch in the filter at
the top of the interface, or by selecting the batch name from the list of
customers’ accounts. The basic functionality of this update pane allows
users to specify which attributes of all accounts in the results set should
be modified. For example, in order to increase the balance of all accounts
by 10 USD, the user should:

0 Check the box next to Refund/Chatrge to indicate that this is

one of the updates that should occur,

0 Enter “10” next to Refund,

0 Click the Update Batch button at the bottom, and

O Approve the changes when the confirmation dialog appears.
When the page refreshes, the changes will be reflected in the result listing.

Note: If you perform a balance adjustment before an account is used, it will be
regarded as a change to the opening balance, and will not be reflected in the CDRs.
For example, if you create a prepaid account worth $10, then realize you have actually
sold it to the customer for $20, and so add the extra $10 to the card, to the customer
it will look as if the card originally had $20 on it.

Account Info / Add Account

To add a new account, select H Add. For bulk account generation, select
3] Account Generator.

The Account Info page provided for the administrator is similar to the
Add Account interface; however, the majority of account details are read-
only. The administrator has the ability to modify only the Web Password,
VoIP Password, Account Balance, Credit Limit, Product, Time Zone,
Redirect Number, Blocked Status, and Preferred Language. When making
such changes, the administrator can use the Notepad tab to provide a
comment detailing the reason for these changes (for example, “product
changed, credited $507).

Changes can be confirmed by selecting bl Save or &l Save&Close.

(c) 2000-2005 Porta Software Ltd. All rights Reserved. www.portaone.com gn



PORTA [4Billing100°

Adjusting Billing Parameters

MBEEEA

Account Info / Retail Customer "PortaOne’

» | @ Save | [d Save & Close | ® Close | B CDRs

Rate Lookup Objects ») Logout

Expirect

AccountID 12345 4 Product |UsSD - Porta Internal ¥
&. Blocked m] Balance 418672 USD

User Agent Grandstream SIP UA1.0.3.81

Contact sip12245@195.151.223 80 user=phone

Account Info | Maintenance | Additional Infa | Life Cycle | User Interface | Notepad |

Customer

Type Dehit

Portatne

23-11-2003
0.00000 USD

Zero Balance Date
Opening Balance

VolF Password [swhiznen | Auta | Refunds 0usD
E-rmail | [ et =) ITETEES (@D L
Batch psl phone directary
Cantral nurber 16
Field Description

Account ID | The primary identification of this account.

Blocked Specifies whether the account is blocked or unblocked.
The account will be unusable if this is checked; it is
usually unblocked automatically when the account is
used for the first time.

Product The product providing pricing plans for this account.

Balance The balance for this account.

User Agent | If this account is currently used by a SIP UA to register
with the SIP server, the user agent identification info is
displayed.

Contact The URI of the user agent, used by the SIP Proxy to
contact it.

Account Info Tab
Account The account type may be “Debit”, “Credit”, or
Type “Voucher”. Debit is usually associated with prepaid

cards. Credit is a type of account that will be invoiced
for incurred costs. Voucher accounts “refill
coupons” for debit accounts.

are

Credit Limit

Only available when the account type is set to “Credit”.
Defines the credit allowance in the currency specified in
the product.

VoIP
Password

The password to be used to authenticate any calls made
using this account.

E-mail

If an account has e-mail info associated with it, the
owner of the account can reset the password for self-
care access, and the new password will be sent to this e-
mail address.

Batch

Accounts are grouped into batches. If a new batch name
is provided in the text field, a new batch will be created
when you add the account. Otherwise, an existing batch
should be selected from the drop-down list.

Control
Number

Read-only. The sequential number of the account in the
current batch. Batch name and control number uniquely
define the account ID, which is often used for prepaid
calling cards.
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Zero
balance date

Applicable only for debit accounts, specifies when the
account has used up all of the available funds.

Opening
Balance

The opening balance for this account.

Refunds

The amount refunded to the account owner.

Non-Call
Related
Charges

Charges not directly associated with calls the account has
made; for instance, a maintenance fee or login fee.

Maintenance Tab

Field

Description

Action

Manual Charge: The debit account balance in
PortaBilling100; for instance, if you are selling SIP
phones to a customer. This means the balance will be
changed so that the account is able to make fewer calls.
Manual Refund: The credit account balance in
PortaBilling100; for instance, if the account files a
complaint and you agree to give credit toward future
service use. This means the balance will be changed so
that the account is able to make more calls.
E-Commerce Charge: Transfers a given amount from
an account’s e-commerce account to a company
merchant account and issues credit toward the account’s
balance in PortaBilling100.

E-Commerce Refund: Transfers a given amount from
a company merchant account to an account’s e-
commerce account; for instance, if a customer/account
files a complaint and you agree to a refund. This
transaction will not affect the account’s balance in
PortaBilling100.

Authorization Only: Verifies whether the account’s e-
commerce account is valid and reserves a given amount.
This will return a Transaction 1D, which may be used
later in a Capture Payment transaction. This transaction
will not affect the account’s balance in PortaBilling100,
nor the account’s e-commerce account.

Capture Payment: Transfers a given amount from an
account’s e-commerce account to a company merchant
account and issues credit toward the account’s balance in
PortaBilling100. This requires the Transaction ID
obtained via an Authorization Only transaction. The
amount must be equal to or less than that in the
corresponding Authorization Only transaction.

Amount

Amount to charge/refund.

Visible
comment

A comment on this transaction visible to the customer
in the CDR browset.

Internal
comment

An internal comment on this transaction; not visible in
the CDR browser, and accessible only directly from the
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database.

Note: If you perform a balance adjustment before an account is
used, it will be regarded as a change to the opening balance, and
will not be reflected in the CDRs. For example, if you create a
prepaid account worth $10, then realize you have actually sold it
to the customer for $20, and so add the extra $10 to the card, to
the customer it will look as if the card originally had $20 on it.

Additional Info Tab

Preferred The language the user prefers when interacting with an

Language IVR application.

Redirect Specifies the number to be sent back to the IVR in an

Number authorization confirmation. For example, this might be a
redirect to a technical support number in an IVR
application. Another example might be a quick-dial
number for prepaid accounts. (In this case, the redirect
number may be maintained via web self-provisioning.)

UM Allows the account user to access the unified messaging

Enabled system. To find out more, go to:
www.portaone.com/solutions/portasip

UA Profile Indicates the UA profile assigned to the account. Default
— not set.

MAC Hardware address of the dedicated VoIP adapter for this

Address account’s owner. This is required in order to create a
unique configuration file for the particular adapter.

Follow Me | Activate follow-me service for this account. An extra tab

Enabled Follow-me will appear in the account info where you can
define parameters of the service (destination numbers,
timeframe when they can be used, etc).

E- Allows the account’s owner to make online payments or

commerce setup periodical payments on the account self-care page.

enabled

Discount Assign a discount plan to this account. When new

plan account is created, by default it will be assigned discount
plan which is associated with the account’s product.

Life Cycle Tab

Activation The date from which the account is usable.

Date

Expiration | The date from which the account will be unusable. If

Date you do not want the account to expire, leave this field
blank.

Note: This date is assumed to be in the billing server’s
time zone, not the account’s.

Lifetime Relative to the activation date, the account will expire on
first usage date + lifetime days. If you do not want to
use this feature, leave the field blank.

User Interface Tab
Login Account login for the account user interface. Click the

Account ID button to set the login as identical to the
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Account ID.
Password User interface password for the account.
Access Access level assigned to the account.
Level
Time Zone Time zone for the account.
Web Displays the account user interface in a particular
Interface language.
Language

Account Generator

The Account Generator should be utilized when large numbers of
accounts are to be generated (for example, when issuing prepaid cards) so
that individual accounts need not be entered manually. The account IDs
will be randomly generated, as will the web password, so as to prevent
possible defrauding. The generation process will run offline, so the
accounts will not be visible from the Account Management page until it is
completed. Once finished, the customer will receive an e-mail
notification regarding task completion, as well as another e-mail listing all
the accounts in CSV format, with the values “Batch”, “Control Number”
(a sequential index), “PIN” (Account ID), “Web login” (by default
identical to the account ID) and “Password” (the web password).

[El B Account Generator for Wholesale Customer "Customer B'

» | B Generate | @ Close Objects ) Logout

Number of accounts 1000

Blocked [

Product USD - Callshop booth ¥

Opening Balance |0

Account Info | Additional Info | Life Cycle | User Interface |

@ Debit © Credit © Voucher
12

Type
1D prefix
1D length
Credit Limit
" Auto generated
YolP Passwiord
+ Empty

E-mail

Batch [

The Account Generator interface is very similar to Add Account, with the
following exceptions:

Field Description
Number of Accounts | The number of accounts to be generated.
(replaces Account ID)
Account Info tab
ID prefix Preset leading digits in the account ID.
ID length Total ID length, including ID prefix.
VoIP Password Can be generated automatically, or left empty
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to allow end-users to login using account ID
only.

E-mail

The e-mail attribute of an account contains
the e-mail address of the account’s owner, so
that he can reset the account’s password. Since
many accounts will be generated at once and
assigned to different owners, the best choice is
probably to leave this field blank. Do not
enter the e-mail address of the person who is
to receive information about new accounts in
this field; this e-mail will be sent to the current
user, who created the ac